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The  Future  of  Conflict  to  the  Year  2000 


Dr.  William  ].  Taylor,  Jr. 

Executive  Director  and  Chief  Operating  Officer 
The  Georgetown  University  Center 
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'I’lu;  fuliin;  polilicdl-iniliUir}  fnivironmant  ivili  hi;  fiituro  lias  to  bo  josting.  II  i.s  pos.siblc;,  li()W(!Vi!r.  through 

cluiriiclrri/.nl  by  "loiv-intniisity  conflict,"  ili;fitu;(l  os  o  Iho  lochiiiquo  known  as  "l’oroe;a.sling.’' to  liovolop  usof'ul 

rongo  of  opcriitinns  in\'ol\’ing  ,Soi'i(!l  spijoiol  intfjliigia.co,  roadmaps  for  approaching  the  luturo. 

Soviet  fisycliologicol  u'difon,'.  Soviet  support  for  terrorism  Why  forecasting?  Why  would  anyone  want  to  pursue 

end  itisurgfoicv.  end  increosing  us(;  of  Soviet  proxies.  The  it?  No  one  knows  better  than  those  who  have  worked  in 

priiuory  focus  of  these  activities  ivill  he  in  the  Third  World,  hiireaucracies.  such  as  the  Departments  of  State  or 

(ut.ufod  ulong  Ihi;  ceu  lunc! of  oommuniculion  vilnl  to  the  DefeiiKe,  or  in  a  large  eoriioralion.  that  busy  decision- 

sijcurity  of  the  Western  indusiriol  d(!mocr(ici(!S.  Still  in  n  makers  are  fortunate  d’  they  have  time  to  deal  with  the 

of  o'nletaxl  4iUu  iJm*  I  'JiiliMl  jU’ot.'iU'Mend  the  dny  «i  I’uicJi  jaHntJer  wtwil 

States  ivill  not  he  prepared  to  make  ri;qaisite  decisions  on  the  world  will  look  like  for  the  remainder  of  the  1980’s 
defen.se  cupuhilities  until  the  lull!  I9H0s,  unless  the  Soviets  or  on  to  the  year  2000. 

do  something  provoculii'e  ivhich  gulvunizes  IJ.S.  jnihlic  Hut  someone  needs  to  attempt  forecasting.  Why? 

opinion.  The  Soviets  ivill  not  f’ive  us  the  funelionul  (]onsider  these  examples.  Decisions  made  in  the  FY  1985 

<  .(Ui\ iih'nl  of  Ih.ui I  ilurhor. 'I'hu.s,  di.ci.sions  which  .should  defense  budget  uii  an  aircraft  carrier  will  lead  to  an 

he  mode  to  counter  the  low-intensity  threut  in  the  mid  to  operational  vessel  in  about  20  years.  A  decision  made 

hde  will  fx’ I'nT^gonT!.  pidk'y  ifei-k'lnns  ibk  yea*  yleklr  adrqfnybd  fighlCTairriraflfri  irbcul 

hy  the  United  , States  could  chanf’i;  these  forecasted  trends.  15  years.  It  would  be  useful  to  know  what  the  world 

This  brief  forecast  is  based  on  three  .separate  year-  might  look  like,  what  kind  of  military  conflict  one  might 

long  studies  completed  at  the  Georgetown  University  have  to  face,  when  those  systems  are  deployed.  Multi- 

Genter  for  Strategic  and  International  Studies  (CSIS).  billion  dollar  investments  of  the  American  taxpayers’ 

The  first  two,  entitled  respectively  “The  Future  of  Con-  money  are  at  stake  and  taxpayers  have  a  right  to  expect 

flict  in  the  1980s’’  and  “Strategic  Responses  to  Conflict  us  to  consider  these  matters, 

in  the  1980.S,’’  were  done  under  contract  for  the  Los  Forecasting  provides: 

Alamos  National  Laboratory.  The  third,  done  under  con-  •  A  framework  for  assumptions 

tract  for  the  Army,  was  entitled,  “Strategic  Requirements  •  A  means  of  identifying  dangers  and  opportunities 

for  the  Army  to  the  Year  2000.’,’  All  three  studies  have  •  A  variety  of  approaches 

recently  been  published  by  Lexington  Books.  Although  •  An  increase  in  the  range  of  choice 

diflerent  teams  of  CSIS  analysts  worked  on  the  studies.  •  Alternative  policies  and  actions 

the  steering  committees  included  the  same  senior  staff—  Therefore,  it  assists  decisionmakers  in  shaping  their 

lames  R.  .Schlesinger,  Zbigniew  Br/.ezinski,  and  Amos  current  decisions  about  future  conflict. 

A  jordan  William  J  t  aylor  was  project  director  or  Fw  h  of  our  three  studies  began  with  a  stateiiu  nt  of 

co-director  of  all  three  studies.  long-range  strategic  interests  and  objectives: 

Each  of  the  studies  had  different  specified  sets  of  •  Access  to  natural  resources 

Ludc’^  iiui  iii  iCix'  fetpdred  s  J..>!'oeasl  rd  •  Ujn'oeir  jtod 

the  long-term  worldwide  environment,  providing  a  •  Forward  bases 

bounded  r.mgc!  of  conllict  scenarios  in  five  regions  of  •  Strong  mobilization  base 

the  world.  We  were  to  identify  the  broad  regional  trends  •  Alliances  and  national  security  need 

and  politic:al-military  phenomena,  derive  implications  for  •  Nuclear  weapons  nonproliferation 

II. S.  national  security,  develop  broad  strategic  require-  •  Containment  of  Soviet  influence 

inents  for  LJ.S  national  .security  to  the  year  2000,  and  pro-  •  Protection  of  Americans  overseas 

vide  alternative  solutions  to  strategic  problems.  This  •  Arms  control 

precis  covers  only  the  forecast.  Each  of  these  statements  is  based  on  a  substudy.  A  great 

Clearly  we  are  dealing  with  the  realm  of  uncertainty.  deal  of  serious  controversy  and  debate  was  involved  in 

Anyone  who  tells  us  that  he  or  she  c;an  “predict”  the  de\'eloping  each  statement. 

CSI.S  (Idi’s  ii(}(  lilki!  positions  on  policy  issues;  groups  ami  imliviiliials  at  C.SIS  (l(i  This  precis  represents  tlii;  [)ersonal  \'ieu's  ol  VV.|.  Taylor  only, 
(li!,tilleil  I'roni  the  studies  riilerrisl  to  in  this  paper. 
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Dr.  William  J.  Taylor,  Jr. 


(lociMit  .sliidy  imisl  ho  piiiixinid  in  MhIiI  oI  n 
,s(!l  of  assuin|)li()n,s.  A^ain.  (iach  assumption  was  siip- 
poilod  Ijy  a  suhsliidy: 

•  (loiunal  nuolnar  war  will  not  occur. 

•  A  breakdown  ol  the  inkirnalional  (jconomic  ord(!r 
will  not  occur. 

•  The  .So\'i(!l  Union  will  continue  to  |)ursu(!  a  goal 
of  world  domination  and  remain  oui  major 
adviMsary. 

•  The  llnitiul  States  will  pursue  a  modcist  strategic 
nuclear  mod(!rni/ation  program. 

•  .No  technological  hnsikthrough  will  occur  that 
would  gi\'e  any  single  nation  total  military 
dominance. 

These  assumptions  may  appear  to  he  ‘'Ijoilerplatc;"  ('vm- 
which  there  coidd  he  litth;  contro\’er.sy;  not  so. 

for  exam|)l(!,  considen'  the  last  assumption,  that  no 
major  hriiakthrough  in  ti;clinology  will  occur  that  vvoidd 
give  either  the;  Soviet  Union  or  the  United  States  military 
dominance!.  Some  would  argue  that  we  are  aiiproaching 
ii  l(!chnologic;il  cai)ahilily  via  .satellite  to  remove  the  color 
from  th(!  oceans— to  turn  the  oceans  into  a  transparent 
looking  glass— with  great  significance  for  the  most  secure 
leg  of  our  triad,  the;  Submarine  Launched  Ballistic 
Missile;  (Sl.BM)  fe)re:e;.  (Dur  studies  elemon.strate  that  such 
te’e:hne)le)gy  may  eventually  he  deployed,  hut  it  will  not 
e)e:e:ur  by  the;  yeiar  2000. 

THE  FORECAST 

It  is  important  to  kaap  in  mintl  thui  (he;  reithe.'r  dismal 
fores  eisl  ivliich  folloivs  am  ije*  e.liemgeiei  ii  llie:  Ltnital  Stains 
adopts  the  alt(;rnali\'(;  streele.'gieis  that  oar  stadias  raaom- 
mi:nd.  The)se!  idte;rnative;  strategiejs  are  not  [rart  of  this 
preisejiitiitiejii  hut  are  te)  he  found  in  eletail  in  the  studie.'s 
anel  he)e)ks  reiferred  te)  ejiirlier. 

Le;t  us  steirt,  at  the;  higheist  leve;!  e)f  gejiieraliziition, 
with  weerlelwiele  tre!nels.  first,  the;  Se)vie!ts  will  giiin  ;i 
re!|)uicitie)n  lor  <it  leeist  marginal  strategic  nuedear 
supe!rie)rity,  hut  they  will  he;  de;terred  from  streitegie;  or 
t;ie:tie:al  nue:le!ar  attae:ks.  Onei  e)f  e)ur  assumi)tie)ns  was  that 
the;  Uniteiel  Sl<ile:.s  weeulel  pursue;  ei  ‘‘ine)ele.st”  .strate;gie; 
nue;le;iir  me)ele;rni/.alion  pre)gram.  That  is  ex;ie:tly  how  the 
I’Y  lOH.'t,  1!)84,  and  defense;  huelgets  have  pre)- 

e;e;e;ele;el.  We;  e;stimc'ite;d  thiit  there;  we)uld  be  sennewhere 
t));twe;e;n  20  anel  00  MX's;  th;  t  is  "me)elesf'  me)ele;rni/.a- 
tie)n.  We;  iissume;el  thiit  the;  'rride;nt  prergram  weiulel  e;e)n- 
tinue;,  thiit  the;  l)-5  missile;  preigriim  wenilel  eamtinue;,  thiit 
ele;|)loymi;nt  of  Miirk  12-A  ri;entry  vehiedes  wenilel  e.eni- 
tinue;.  Theise;  kinels  e)f  "ineieleist”  iinpreiveimemts  will  he; 


suffiede;nl  tei  ineiviele;  ele;leirre'ne:e!.  The;  iieiint  is  that  the; 
Se)\  ii;t  I’eilithure)  will  e:e)nsiele;r  the;  exists  anel  risks  eif  emy 
siriitegie:  nuidi;iir  first-use;  tei  e)utwe;igh  iiny  ratiemal  e;on- 
e:e;iviihli;  giiins.  Strati;gie;  nuede;iir  d''terre;ne:e;  will  weirk. 

But  secemel,  the;re;  will  neit  he;  iiny  tiiediexil  iuiede;ar 
first-use  by  the  Seiviets.  Why?  Be;e:iiuse;,  de;spite;  the;  vie;w.s 
eif  the;  “Gang  eif  fenir"  at  the;  Genmedl  on  Fe)re;ign  Kelii- 
tiems  (Mc(h;e)rge;  Bunely,  (]e;e)rge  Kennan,  Robert 
McNiimarii,  and  Ge;riird  Smith),  the;  lJniti;el  Slides  will 
retiiin  the;  eleieJrine;  eif  llei.xihle;  reispemse;  thill  is  the  hedre)e;k 
of  NATO  14/0.  Thill  is.  the  Unileal  Stales  will  reserve  the; 
right  te)  liiedieail  nuedeiir  first-use;  under  e;ertiiin  seienarios. 
Simply  pul,  if  the  Soviets  atliie:k  and  NATO  forces  are 
exmfronled  with  he;iivy  loss(;.s  from  a  massive  Soviet  con- 
veidieinal  alliied'  em  Europei's  central  front,  we  will  use; 
hiiltlefieild  nuedi.'iir  weapons,  with  a  high  preihahilily  eif 
further  eseiiilaliem. 

The  Soviets  will,  lhe;re;fe)re,  he  deterred  frenn  either 
strategic  or  taedie:al  nuedear  first-use.  The;  [jrohiihility  one 
might  assign  tei  a  adralalad  Soviet  nuclear  first-use  is 
zero.  We  are  not  liilking  about  accidents  or  miscalcula¬ 
tions;  we  are  talking  about  calculateiel  use;. 

The  probabilities  of  a  Soviet  major  eionventional 
allaeik  in  Eurojie  are  extremely  leiw.  There  are  several 
re;asons  for  this.  The  first  is  that  the  Hexihle-response 
eleiedrine  will  deter.  Second,  the  Soviets  will  not  launch 
a  major  conventional  attack  in  Europe  because  they  will 
gel  what  they  want  and  can  reasonably  expect  in  Europe 
without  resorting  to  war.  No  one  is  talking  about  Western 
Europe  “going  behind  the  Iron  Curtain";  that  is  not  our 
scenario.  We  are  talking  about  continuation  of  the  slow 
but  definite  improvement  in  Soviet  relations  with  in¬ 
dividual  Western  European  countries  that  we  have  been 
w'ilnessing  for  the  past  3  years.  Detente  will  proceed 
a|)ace.  Why?  'I’here  are  several  reasons— psychopolilicial, 
economic,  and  social.  Let  us  examine  some  of  them. 

The  massive  buildup  in  Soviet  power  tbal  has  taken 
|)lace  over  the  last  12  to  15  years  is  perceived  differently 
in  different  societies.  Many  in  the  tinited  States  have 
been  persuaded  that  this  massive  buildup  is  enough  to 
justify  a  modest  increase  in  defense  spending,  at  some 
sacrifice  to  social  programs.  But  what  do  the  Europeans 
think  about  the  massive  buildup  of  Soviet  military  con¬ 
ventional  and  nuc:lear  power?  The  Pmropeans  who  coiiio 
through  CSIS  every  week— whether  they  be  members  of 
the  Eurogroup,  groups  of  European  parlimentarians,  or 
individuals— say  the  same  thing;  “The  Reagan  rhetoric 
si;<ires  the  hell  out  ol  us.  The  United  Stales  is  separated 
from  Soviet  conventional  military  power  by  two  oc;eans; 
Europe  is  not.  1'hat  buildup  of  Soviet  power  is  right  in 
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our  hack  aid."  'I'liu  Soviut  military  buildup  lias  bad  a 
psy(;b()|:()lili(:al  ulTucI,  crualinj’  wbal  (.SIS's  Wallur 
l,a(|U(!ur  calls  a  Huropuaii  munlalily  or  "living  wilb  ibc 
bear  in  tin;  woods." 

Thai  is,  wbun  Europuaii  docisionmakors  ajiiiroach 
major  decisions  in  dubmsi!  and  ror(!ij>n  policy,  incrc.a.s- 
iuf>ly  they  look  over  Ibiiir  shouldnrs,  asking  tbomsolves 
how  till!  Soviets  will  think  or  road  to  the  decision:  “Is 
Ibis  loo  iirovocalive,  is  Ibis  too  risky?"  For  example, 
anyone  who  thinks  the  issue  of  deploying  Intermediate- 
range  Nuclear  Forces  (INF)  in  Europe  is  over  bad  belter 
think  again.  All  the  returns  are  not  in  on  that  one.  'I’he 
Dutch  cabinet  already  has  decided  to  postpone  Cruise 
missile  deployment  until  November  198.5.  How  many  of 
the  unusually  large  number  of  conservative  governments 
in  Western  Europe  will  survive  their  next  elections?  Our 
|)oinl  here  is  only  that  Soviet  military  [lower  has  a  strong 
psycbopolilical  effect  on  the  Western  Euro|ieans. 

The  detente  between  the  Soviet  Union  and  individual 
Western  Euroiiean  countries  will  [iroceed  a|)ace  for 
economic  reasons  as  well.  The  Soviets  have  a  definite 
need  for  certain  kinds  of  trade  with  Western  Europe. 
They  have  a  need  for  g  eater  bard-currency  earnings, 
and  of  course  they  have  a  need  for  regular  infusions  of 
high  technology. 

CuinerMily,  many  Eurup'ian  stales  have  diniidwi  that 
they  need  lower  cost  energy  sources— that  is,  at  costs 
Irjii’i'-’  rui’t  Ifii'  Vuig  FUJI  lliftM  Di-'y  i-Bii  Cl  peef  fnun  Pi'r- 
si<m  Culf  sources.  And  they  think  they  need  more  secure 
energy  sourc;es  than  the  Persian  Culf  will  provide.  This, 
es[)ecially,  should  tell  us  something.  In  our  view,  the 
•Soviet  "pipeline  deal"  is  only  the  lip  of  the  iceberg. 

.So  there  are  [isychopolilical  reasons  and  economic 
reasons  why  detente  between  the  Soviet  Union  and 
individual  Western  European  countries  will  continue  and 
accelerate.  None  of  this  is  ha[)pening  by  accident.  The 
Soviets  are  engaged  in  a  massive,  long-range  [psycho¬ 
logical  warfare  cani[iaign  aimed  at  dividing  the  United 
.Stales  from  its  allies  worldwide  and  at  dividing  the 
American  body  [lolitic. 

rhere  has  been  a  generic  change  in  U.S. -Western 
Euro|)ean  relations,  and  the  change  will  become  more, 
mit  less,  jironounciH!.  "Cemiric  change"  is  janies 
Schlesinger’s  term.  David  Ahshire,  before  leaving  (]SIS 
In  wejfli  utt  iLm  pfotitMin  in  U  .S  -Hojnpeeii  ithifjnns  i>s 
U.S.  Ambassador  to  NATO,  used  to  talk  about  a  “sea 
(.hange."  The  trend  is  toward  a  fundamental  erosion  of 
the  cohesion  in  the  NATO  alliance.  We  are  somewhat 
divided  on  this  analytical  [loint  at  CSIS.  Some  of  us  sug¬ 
gest  that  the  current  [irohlenis  in  U.S. -Western  Euro[)ean 


relations  are  nothing  new  and  that  they  will  he  overcome 
routinely.  Those  [ieo[ile  com[iare  U.S. -West  Euro[)ean 
relations  to  a  rubber  hand  that  stretches  and  always 
.sna[)s  hack.  Some  of  us  disagree,  suggesting  that,  if 
stretched  far  enough,  ruhher  hands  break.  U.S.-Euro[)ean 
relations  have  been  stretched  taut  over  the  [last  3  years, 
with  no  contraction  in  sight  for  the  future. 

The  Euro[)ean  members  ol  NATO  may  not  abrogate 
the  NATO  treaty,  hut  they  will  not  devote  their  resources 
to  defense  to  the  extent  that  Americans  will  “demand.” 
They  will  not  commit  national  military  forces  to  "out  of 
area”  missions  deemed  “vital”  by  the  United  States  for 
the  use  of  force  in  such  areas  as  Central  America.  In¬ 
creasingly.  Americans  will  resent  these  altitudes  and 
([uestion  the  costs  to  the  United  Slates  of  stationing  large 
numbers  of  U.S.  military  units  in  Europe.  Senator  Sam 
Nunn,  co-chairman  of  a  CSIS  Congressional  Study 
Grou[)  on  Grand  Strategy,  has  been  saying  this  for  2 
years. 

Finally,  there  is  and  will  continue  to  be  a  movement 
toward  armed  neutrality  in  Europe.  Many  people  speak 
of  “Finlandization.”  We  do  not  use  that  term.  Our  term 
is  the  “Swedenization”  of  Europe,  a  term  with  special 
strategic  significance  to  us.  Swedish  foreign  and  defense 
[Kiliey  is  based  on  nonalignment  in  peace,  aimed  at  neu¬ 
trality  in  Well.  Thi.s  calls  fur  a  very  different  kind  of 
defense  strategy,  not  based  on  perimeter  defen.se  or  long- 
a  nilion'ft  tmt  ui. 

in,  “territorial  defense."  Even  the  Swedes  do  not  want 
to  admit  they  are  shifting  to  territorial  defense,  but 
changes  in  their  force  structure  and  doctrine  suggest  that 
they  are. 

For  the  Swedes,  traditional  perimeter  defense  re¬ 
quired  a  certain  kind  of  force  structure  which  led  to  the 
decisions  made  back  in  the  1950’s  to  produce  the  Viggon 
.■\)-37,  a  long-range,  high-technology,  very  expensive  air¬ 
craft,  and  the  decisions  to  support  relatively  large  active- 
duty  military  forces. 

I’he  Swedes  are  shifting  to  territorial,  close-in 
defense,  based  on  initial  defense  at  their  borders,  then 
absorbing  an  attack  by  “marginal”  Soviet  forces  as  they 
penetrate  Swedish  territory.  That  means  defense  in 
d«[)th  requiring  cluw  air  support  aircraft.  That  iiieaiis, 
also,  smaller  and  less  expensive  active-duty  forces  with 

rppikl  ,M,»ljllIr+MioH 

“Swedenization,”  a[)plied  to  our  forecast  for  indi¬ 
vidual  Western  European  countries,  means  a  different 
strategy,  smaller  active  duty  forces,  larger  reserves,  dif¬ 
ferent  wea[)ons  technology— all  leading  to  lower  defense 
budgets. 
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VVhal  an;  tlii)  othor  Ibracaists  worldwide?  The  'I'hird 
Wot  Id  will  he  iiierea.siiigly  vulnerable  for  reasons  we  ail 
can  identify— inciasising  indel)tedness,  food  shorlattes. 
skyrocketing  population  growth,  and  large  transhorder 
ridugee  flows— witli  inherent  jjrohlems  of  terrorism, 
how-  to  nuulium-intensity  coidlict  will  continue  in  (am- 
Iral  AiiKM'ica  with  a  net  result  described  by  the  old  t(;rm, 
"the  d(j:’..hio  efiect."  '['his  was  a  loaded  term  hack  in  tlu! 
ItMiO's  uhen  applhxl  to  Soutlusisl  .Xsia.  Hut  it  has  O'al 
significance  when  oni!  examines  what  has  haiipeiuKl  in 
I'ji iidu idia  ui^uE  1  cims  aIuI  ri  iuiider^  iJir  lUmgeri  In  TtirtJ- 
laiid's  si;curity.  Zbigniew  Hrzcv.inski  summed  up  our 
forecast  in  (lentral  America  when  he  stated  to  the 
iiieniheis  ol  tin  Al  ley  Stud\  Adcisoiy  Cioup  2  yoais  <igi). 
"\'ou  people  in  the  Army  had  hettm'  rememher  a  very 
IrailrliiTnal,  fjiit  rtuw  rm.-t.-iitm  lur  (he  t\rTrry;  il’.s 

called  policing  the  Miixican  border.”  In  our  view,  the 
lirohkmis  of  Mexico  are  not  improving.  Th(;y  are 
deteriorating.  The  seeds  ot  revolution  are  there  and 
growing;  the  economic  problems  are  staggering.  Me.x- 
tt.o';,  pfolilems  soon  will  liet.ome  mir  pruhlmns. 

Africa  will  continue  to  he  an  arena  tor  Soviet  proxy 
iijW'r'pMai.s  fmi  ^!(e  Suvi+'l  eti'iui  ih+'re  ii(  Wely  rlwkwe 
Wliy?  The  Soviets  must  establish  priorities  among  their 
intmnational  political-military  commitments. 

The  Soviets  have  grave  [)roblenis.  What  are  .some  of 
them?  First,  the  rapidly  growing  Muslim  population  that 
will  outstrip  the  ethnic  Russian  po|)ulation  has  many  im¬ 
plications  for  the  Soviets.  For  (ixample,  the  "yellowiza- 
lion”  of  the  Soviet  armed  forces  will  create  problems  in 
training,  in  communication,  in  teaching  the  basics  to 
military  personm!!,  and  [)erhaps  problems  for  internal 
security.  The  growing  Muslim  [)opulation  has  other 
potential  concerns  for  the  Soviets.  For  example,  the  Folit- 
Iniro  must  consider  Islamic,  limdametilalism  cn’ejniig  up 
through  "the  soft  underhelly"  of  the  southern  U.S.S.R. 

S-fftiisriH,  tfuT  S+ivleis  smcitr!  nrtniw;at 
For  exitmple,  the  Soviet  Union  is  one  of  only  two  coun¬ 
tries  in  the  world  where  life  itxpectancy  has  declined; 
the  other  country  is  Malaysiti.  This  is  almost  incredible 
in  this  day  of  modern  imtdicine. 

By  the  yetir  2000,  the  e(;onomic  growth  rati;  for  the 
Soviet  Union  will  he  zero,  ac(;ording  to  a  year-long  ([SIS 
study  that  in(;luded  3.5  of  the  hitst  Soviet  experts  from 
all  over  the  world.  A  small  minority  of  that  study  group 
concluded  that  the  growth  rate  will  be  negut/vc  by  the 
year  2000.  The  Soviets  v\ill  therefore  be  increasingly  c;on- 
strained  and  must  set  |)rioriti(!s.  Proxy  opimiitions  in 
Africa  will  (;onlinue,  hut  decline. 

With  (cxcigitions  to  he  dis(;u.ss(!d  later,  in  East  Asia 


and  the  Pacific  there  will  he  a  period  of  relative  political 
calm  and  economic  firogress.  What  are  the  reasons  for 
thi.s?  One  is  the  normalization  of  U.S.  relations  with  the 
People’s  Republic,  of  China,  relations  that  will  continue 
to  improve.  Of  course,  there  are  going  to  he  recurrent 
problems  over  Taiwan,  hut  those  problems  will  he 
managcul  as  relations  im()rove  and  decrease  the  likeli¬ 
hood  of  politic:al-military  conflict  in  the  region. 

If  you  Indleve  that  oc.onomic  stahilily  hxtds 
political  stability,  there  is  one  more  variable  Icmding  to 
(I  lu'iUid  Ilf  feicUivu  icil’U  ill  FkiM  nud  llm  ('.ai  illc 
That  is  the  case  of  the  memheis  of  the  As.sociation  of 
South  East  Asian  Nations  (ASEAN).  During  the  past  few 
yerii's  of  worldwide  lecessiun,  the  eeoiioiuic  giuwtli  idle 
of  ASEAN  has  been  an  astonishing  6  to  7  percent. 

The  Middle  Has!  and  Soulliwasl  /ysia  wi!l  CunHliUt! 
to  he  the  most  volatile  region  of  the  world.  We  are  farther 
away  from  peaceful  solutions  in  the  region  now  than  we 
were  in  1947,  for  reasons  too  obvious  to  discuss  in  this 
precis. 

rliesi,  ioleccihlf.  depend  ill  lalge  liiedsuiO  oil  piohdtlle 

U.S.  policies  worldwide  over  the  next  IB  years.  How  will 
(he  C-Hitr.T!  Slaltts  apptuai;h  Hs  iirtei^.aliocialaui.'urily  n-fa- 
tions  to  the  year  2000?  We  arrive  at  our  forecast  in  this 
respect  through  “mood  theory”  analysis.  Among  political 
scientists,  some  of  the  best  analysts— Frank  Klingberg, 
Gabriel  Almond,  and  others— have  examined  swings  or 
cycles  in  American  mood  going  back  to  1790.  They  have 
(;oncluded  that  these  cycles  last  about  20  to  25  years— 
cycles  that  oscillate  between  moods  of  interventionism 
and  moods  of  isolationism. 

We  focused  part  of  our  own  study  effort  on  this 
analysis.  There  are  variations  in  the  ways  analysts  see 
the  curves— variations  in  duration  and  intensity.  But,  if 
you  look  at  their  forecasts  1o  the  year  2uU0,  the  curves 
are  almost  direct  overlays,  and  they  tell  us  something  im- 
(loftdfit.  The  United  Mates  Vvoul  lutu  a  pciiud  ul  isu'r.- 
lionism  approximately  in  1970,  and  we  are  going  to  be 
in  it  for  quite  some  time  to  come— probably  into  the  late 
1980’s. 

When  we  published  this  analysis  2  years  ago,  many 
people  were  derisive,  saying  that  some  of  us  at  CSIS  must 
not  be  paying  attention  to  the  news  media  because  we 
didn't  have  a  finger  on  the  pulse  of  the  American  public. 
They  referred  to  the  "landslide”  vote  for  Reagan.  They 
wondered  why  we  did  not  understand  that  there  was  a 
new  “didense  consensus”  in  the  United  States.  They  sug¬ 
gested  that  Americans  were  ready  to  take  on  the  Soviets 
worldwide  and  to  massively  increase  defense  spending. 
We  replied  that  they  should  watch  the  FY  1984  and 
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siil)S(!(|U(Mit  (loliMiso  l)U(ig(!ls  iiiul  llu'ii  coiiK!  back  and  loll 
ns  dial  llioro  is  a  dofonso  consonsus  in  Aniorica.  Of 
coiirso,  you  know  dial  llio  Roagan  adininisiralion  askod 
for  10  (lorconi  roal  grovvlh  in  llio  dofonso  biidgot  Iasi  yoar. 
VVlial  did  Ihoy  gol?  Roal  growlh  of  4.2  iiorconl.  Thoy 
hogaii  asking  for  13  porcoiit  roal  grovvlh  in  llio  dofon.so 
liudgol  lliis  yoar.  Wlial  do  you  lliiiik  llioy  will  gol?  I  sug- 
gosl  dial  wo  will  bo  lucky  lo  gol  4. .‘5  [lorconl  roal  growlh. 
Thoro  is  iiol  a  dofonso  consonsus  in  this  country.  Whal 
(loos  this  moan? 

nocisions  that  should  havo  boon  takon  over  tho  jiast 
3  yoars  and  in  tbo  noxi  2  to  3  yoars  to  projiaro  for  Iho 
most  likoly  forms  of  (xinflicl  out  lo  the  year  2000  have 
not  boon  takon,  and  are  not  likoly  to  bo  takon  in  tho 
forosooahlo  fuluro.  'I'ho  rosult  will  ho  that  in  the  lOOO’s 
tho  kinds  of  sysloms  we  will  need  to  meet  the  most 
likoly—and  most  important— threats  simply  are  not  going 
lo  ho  thoro. 

I’olicy  changes  on  tho  part  of  the  United  States  can 
change  all  this.  The  American  mood  could  be  dramati¬ 
cally  reversed,  for  oxam[)le,  if  tho  Soviets  were  to  do 
something  provocative— but  it  would  have  to  be  exceed¬ 
ingly  provocative,  I'ho  Korean  Air  bines  007  shoot-down 
vvas  not  perceived  as  such;  6  months  after  the  event  tho 
average  American  had  almost  forgotten  it.  Nor  do  Ameri¬ 
cans  pay  much  attention  to  such  matters  as  Soviet  opera¬ 
tions  in  Afghanistan  or  their  use  of  ‘‘yellow  nin." 

In  our  view,  the  Soviets  are  not  apt  to  do  anything 
rash.  They  know  better  than  to  give  the  United  States 
the  ociuivalent  of  another  Pearl  Harbor,  which  galvan- 
i/.rui  Iho  Aiirtirican  puhlk:  and  brought  this  couiilry  iiilo 
World  War  II.  Below,  I  will  forecast  what  the  Soviets’ 
world uirln  is  liluiEy  lo  he  iiul.  Ijt  ihu  rtu  meril. 

lot  us  examine  some  of  the  scenarios  our  studies 
developed. 

One  scenario  is  a  Soviet  attack  on  Iran.  This  would 
not  bo  a  Soviet  mass  attack  with  24  divisions  .south  to 
Bander  Abbas  on  the  Persian  Gulf.  The  Soviets  can  do 
that,  but  there  would  he  great  deal  of  risk  involved.  We 
suggest  a  much  more  likely  scenario  that  would  involve 
a  Soviet  .seizure  of  Azerbaijan  province  in  northern  Iran. 
Why?  I  return  to  the  earlier  iioini  about  the  rising  Muslim 
problem  for  the  Soviet  Union,  and  the  potential  for  the 
spread  of  Islamic  fundamentalism  up  into  the  U.S.S  R. 
'I’lie  Soviets  might  move  to  seal  off  that  threat  by  seizing 
Azerbaijan— to  which  they  have  historical  claims 
anyway--l()  provide  a  cordon  scmitoire.  Perhaps  the 
Soviets  would  need  six  lo  eight  divisions  to  get  the  |ob 
done. 


A  second  scenario  occurs  on  the  Korean  Peninsula 
with  a  North  Korean  attack  on  the  South.  By  examining 
the  trends  in  relative  military  capabilities,  many 
respected  analysts  forecast  that  there  will  be  a  “crossover 
point"  in  the  early  'i990’s  between  the  capabilities  of  the 
South  and  the  capabilities  of  the  North.  The  implication 
is  that  Kim  II  Sung  or  his  successors  will  be  confronted 
with  a  “go/no-go”  decision  in  the  early  1990’s  because, 
if  they  do  not  attack  South  Korea  hy  then  they  will  no 
longer  be  able  to  do  so.  This  creates  a  dangerous  situa¬ 
tion  for  the  early  1990’s. 

Other  likely  conflict  scenarios  include  insurrection 
in  Colombia  or  a  Vietname.se  thrust  into  Thailand.  Two 
years  ago,  the  latter  forecast  was  ridiculed  in  Washing¬ 
ton.  Some  ll.ought  such  a  forecast  most  unrealistic;  of 
course,  many  have  since  changed  their  minds.  The  Viet¬ 
namese  still  have  significant  military  forces  along  the 
Thai  border  and  this  is  a  worrisome  situation  to  which 
the  Thais  may  be  responding  incorrectly.  For  example, 
they  are  buying  expensive,  high-technology  fighters 
when  they  ought  lo  buy  something  at  lower  cost,  better 
adapted  to  the  threats  they  confront. 

Lot  us  turn  to  Soviet  long-range  strategy.  If  we  are 
not  concerned  about  strategic  nuclear  exchange,  tactical 
nuclear  exchange,  or  a  Soviet  conventional  attack  in 
Western  Europe,  what  will  the  Soviets  do?  In  our  view, 
the  most  probable  and  most  important  Soviet  threat  is 
“low-intensity  conflict,”  which  we  define  to  include 
Soviet  special  intelligence  operations,  psychological  war¬ 
fare,  support  for  terrorism  and  insurgencies,  and  increas- 
itig  usb  of  pToxies.  No  ono  beffevos  ffio  Soviofs  can  slorl 
insurgencies  in  the  Third  World;  we  do  think  they  are 
{nfcpi  at  auiJ  iuppofltiig  tiioJjX'ii  ecte 

that  threaten  U.S.  and  allied  vital  interests  worldwide. 

There  are  many  examples  of  the  kinds  of  low- 
intensity  threats  we  forecast.  Terrorism,  especially  the 
stale-supported  variety  which  can  provide  technological 
capabilities  to  small  groups,  is  especially  worrisome.  For 
example,  a  terrorist  attack  against  a  U.S.  special  weapons 
storage  site  in  Europe  could  result  in  the  seizure  of  a 
Pershing  I  or  II,  8-inch,  or  155  warhead.  Or  consider  a 
lerrorijjt  attempt  to  knock  out  one  of  our  major  computer 
centers  in  Indianapolis  at  a  time  of  mobilization.  If  one 
of  those  computer  centers  goes  down,  our  computerized 
rail  movement  plans  for  military  units  to  ship  out  of 
Texas  City  or  Galveston,  Texas,  and  head  to  Europe  are 
not  going  to  work.  Our  computerized  system  fur  calling 
up  reserves  would  be  unworkable.  The  point  is  that  we 
live  in  an  increasingly  brittle  society  and  we  are 
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viilii(!i'al)l(!.  (;hiiiif’(!.s  in  llio  law.s  luuidijd  lo  cannhal  Inrror- 
i.sin  could  bn  snvnrnly  divisive;  in  Ainnrican  socinty. 

SovinI  biun-walnr  naval  |)ownr  projnclion  capability, 
vvidi  such  ships  as  Ihn  Kinv-class  aircrall  carrinr  and  llu; 
Kirov-class  ballln  crnis(;r,  is  growinj’  rapidly.  (lombiiu; 
diis  j’rowlb  with  a  vastly  incrnas(;d  numb(;r  ol'  Sovir;! 
ship-days  in  Ihn  'I’hird  World.  IT  we;  lhe;n  eexiimine;  the; 
iireeiis  in  wbie:h  the;  Se)vie;ls  hiive;  iie'.(|uire;el  tneijor  tiiiviil 
ha.se;s  anel  reelleee:!  eui  the:  leeea  eiC  Se)vie;t  preexy  erpeeiiitienis 
anei  seipjee)!'!  lor  insurge;ne:ie;s,  ei  p.itteeiii  nnieei'gns. 

What  is  Ihn  Seevie;!  e)hje:e:live;?  The;  leeiiH-range;  Se)vie;l 
.slr;ile;gy,  in  e)eu'  vie;w,  is  le)  me)nnt  low-e:e)st,  le)w-risk 
e)i)e;riilie)[i.s  'vilh  hi^h  ^e;e)strate;{>ie;  p;iye)ir.s.  Why  loiv-cosl? 
In  le)vv-inte;nsity  e:e)nrile:l,  thn  exist  tei  the;  Se)vie;ls  is 
jirimarily  peililieail  suppeirl  anel  preivisiein  eil  wniipeuis. 
The;  be;sl  une:l;i.s.sirie;el  ehilei  eiveiilahle;  sheiw  Ih.il  elurinf;  the; 
liisl  .T  ye;;irs  the;  Se)vie;ts  Inive;  ine:re;ti.se;el  the;  jirieins  I'eir  llu; 
vve;iipe)ns  lbe;y  se;ll  tei  Thirel  Weirlel  nalieins  <uiel  lei  insiir- 
He;nls  lhe;re;.  In  I'ae-.l,  preivisiein  eil'  weieiiieins  to  Third  Weirld 
exiunlrieis  Inis  hneieimn  ei  nnijeir  seiureie;  eif  Sovie;!  hard- 
e:urre;ne:y  eicirnings.  Why  low-risk?  In  leiw-inlnnsily  opnra- 
lieins,  <is  we;  have;  elnrine;el  thnni,  the;  preibabilitios  eil'  U.S. 
iinel  Seivie;!  niililary  reire;e;s  e:eiinin}>  inlei  dire;e:t  e;einnie:l  are; 
ri;lalive;ly  leiw  anel,  dinml'orei,  risks  are;  leiw.  Wheil 
^oostroldffic:  peiyei/fs  eire;  l/inre;?  Wo  are;  talking  about  low- 
inle;n.sily  eipnnitions  aleing  the;  majeir  se;a  lanns  eil'  e:om- 
nuinieailiein  I'eir  nnnrgy  re;.seiure:e;.s,  lor  minnral  re;.se)ure:e;.s, 
anel.  ineisl  eibvieius  eil'all,  leir  freie;  Ireieln— without  vvhie.h 
the;  Weistnrn  inelusirial  ele;nuie:rae:ie;s  einel  our  Asian  allieis 
eauineil  survive;.  Seivinl  ciexiuisiliein  eif  the;  exiiiabilily  to  in- 
le;relie;l  those;  se;a  lane;s:  that  is  the;  leing-rangn  ge;eislrale;gie; 
payeiir. 

Ix;l  us  e;xiinune;  the;  p;ille;rn.  First,  the;  Seivints  Inive; 
iiix|uire;il  use;  of  ;i  majeir  h;ise;  at  (liim  Keiiili  H;iy:  we;  built 
die;  lieise;  einel  Ihn  Seivints  are;  improving  it.  Snexmel,  many 
of  us  are;  exinexirnnel  alieiul  SovinI  intemtieins  in  Afghani¬ 


stan,  just  norih  eif  Ihiluchislan  on  the;  Inelian  Oexian.  I 
agrne;  with  Kelwarel  butlwak  that,  if  Ihn  Seivints  want 
Afghanistan,  they  e:an  lake;  it  in  2  eir  3  we;e;ks.  Afghaiiislan 
is  neil  Iheiir  Vieitnam.  The;  Seivie;!  I’eilitburei  eleie;s  not  have; 
lei  eleial  with  an  Ame;rie;an  (leingreiss,  with  a  “yeiulh  reivei- 
lutiein,”  eir  with  an  Amnrieean  jirnss.  We;  are;  weirrie;el 
abeiul  Ihn  Sovieils  exmseilielaling  Afghanistan  anel  meiv- 
ing  seiiilh  through  Haluednslan  lei  e;.slablish  a  Seivinl  warm- 
waleir  port  on  the;  Inelian  Oexian,  an  hisleirieial  Russian 
eihjeieilivn.  The;  Seivieits  have;  aexiuirnel  majeir  liasns  in 
Aelem,  in  Elhieiiiia,  in  Mo/.amhie|ue;,  in  Angola,  anel  in 
(]uha— and  many  of  us  worrinel  abeiul  an  ll.OOO-feieit  run¬ 
way  in  Crnnaela  wheire;  Ihnre;  is  hut  one;  leiurisl  lioteil.  We; 
are;  nei  leingnr  worrinel  about  thn  lattnr. 

Hut  Ihnre;  is  the:  iialtnrn  anel  those;  baseis  are;  along  the; 
iiiiijeir  sna  lanns  eif  eximmuniexiliein.  We;  arn  not  worrinel 
abeiul  the;  Seivints  meiving  lo  attaeik  U..S.  anel  alliocl  ship¬ 
ping  eileing  those;  vital  se;a  laneis.  Many  of  us  elo  worry, 
heiwnvnr,  alieiut  a  (’iilicin  missile;  eirisis  playnel  in  rnvnrsn 
in  this  ago  of  lumleiar  parity— with  Seivint  naval  bleinkadns 
eir  pieiknl  seirnnns  across  which  they  darn  Wnsinm  ships 
to  ineivo.  The;  ejunstiein  is  whei  will  blink  first.  Mornly  the; 
eiapabilily  and  ve;ile;d  Ihreials  to  eiarry  out  such  operations 
weiuld  provide;  the;  Seivints  psycheipolilical  advantages 
weirldwiele. 

AsCSIS’s  Henry  Kissinger  iiul  it  in  the  Wosiiingtein 
Post,  duly  28,  1984),  “Thn  Soviets  have  pursueel  essen¬ 
tially  psychological  warfare;  they  seek  to  substitute 
worels  for  eleeiels.”  He  noted  also  in  relation  to  NATO  INF 
eleipleiyments  that  “Tbc  Soviets’  [lurpose  must  be  to 
ae:hie;ve;  the  neutrali/ation  of  Europe.  ..." 

Thai’s  the;  kinel  eif  woi  lei  we;  foreeiast  to  the  year  2000. 
As  si, line!  oiirlieir,  eiur  sluelies  [irovidnd  alternative;  seilu- 
lieins  to  the;  siraingie;  probiems  we;  posed  for  the  future;, 
but  Ihcil  is  aneillmr  presnnialiein. 
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Domestic  Terrorism:  Threat  Analysis  and  Countermeasures 
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Deputy  Inspector,  Commanding  Officer  of  the  Public  Security  Section 
Intelligence  Division,  New  York  City  Police  Department 


I  would  like  to  covtir  today  some'  threat  analysis  of 
till!  situation  with  i'es])ect  to  doniostic:  terrorism  in  this 
country,  and  some  countermeasures— some  of  the  things 
tliat  wi!  have  found  to  l)e  useful,  and  some  of  the  things 
that  we  have  learned  have  been  mistakes.  Unfortunately, 
in  New  York,  we  gel  a  certain  amount  of  practice  and 
we  ha\'i!  made  mistakes  over  the  years.  I  hope  that  we 
can  share  our  ex[)erience  with  you  and  help  you  to  avoid 
making  the  same  mistakes  we  have. 

^  In  the  entire  United  States  for  calendar  year  1983, 
Ihe  f’HI  statistics  show  31  incidents  of  terrorism,  about 
10  of  them  in  New  York.  So,  we  do  get  our  fair  share, 
llowiiver,  when  you  com|)are  that  figure  to  something 
on  Ihe  order  of  1,1)00  homicides  in  New  York  City  last 
year,  it  is  not  a  terribly  big  number.  Unfortunately,  we 
kill  off  a  small  town  every  year— 1,600  homicides  and 
a  like  number  of  narcotics-related  deaths.  It  is  not  com¬ 
mon  to  have  forums  like  this  regarding  homicides.  That’s 
an  inleriisting  phenomenon.  Why  the  difference?  Why 
is  it  that  we  devote  a  disproportionate  amount  of  our 
resources  and  lime  to  w'hat  is  really,  in  strictly  criminal 
terms,  a  rather  minuscade  amount  of  activity? 

Well,  there  are  several  reasons.  First  of  all,  and  from 
Ihe  perspective  of  all  of  us  here,  terrorism  is  designed 
to  challenge  the  Government.  It  is  designed  either  to 
paint  Ihe  Government  as  repressive,  forcing  it  into 
stringent  measures  of  control,  or,  in  many  cases,  to  show 
the  (Government  as  weak  and  ineffectual,  and  incapable 
of  proteeding  its  citizens, 

To  that  extent,  we  must  respond  to  it.  It  is  really  more 
a  (piestion  of  public  perception  of  what  the  problem  is, 
than  of  Ihe  reality  of  the  situation.  )udge  Webster  recently 
\\  as  .iskinl  to  what  he  altrilnilud  llittiiit.rense  in  iemiristn 
in  this  country,  and  he  said,  "There  hasn’t  been  an 
im  riNi'M’  iit  lermrisin'  rvliHl  Kieri’ lii*  tw'e  ■  ino'  i  irr4ias.'* 
in  public:  awareness  of  terrorism."  Unfortunately,  when 
Ihe  public  sees  the  portrayal  of  the  bombing  in  Beirut, 
they  are  led  to  believe  that  it  can  happen  here.  I  don't 
l)elie\'e  it  can. 

There  are  a  variety  of  reasons  why  it  is  probably  not 
|)ossihle  to  carry  out  that  kind  of  a  major  suicidal  mis¬ 
sion  in  this  couidry.  However,  the  average  citizen  in  this 
c:ountry  doesn't  understand  that  difference,  and  I  think 
it’s  that  |)ercei)tion  we  have  to  deal  with.  The  previous 
speaker  mentioned  the  threat  of  the  theft  of  even  one 
nuclear  warhead;  think  how  Ihe  press  could  play  that, 
and  W'hat  it  would  mean  to  the  careers  of  scweral  people 
in  this  room.  1  think  that’s  a  real  concern,  and  I’m  serious 
when  I  s<'iy  that. 


The  c]uestion  of  what  the  real  damage  would  he,  in 
contrast  to  what  the  public’s  view  of  that  event  would 
he,  is  what  we  have  to  deal  with.  Very  largely,  we  have 
to  respond  in  terms  of  perception.  The  fact  that  we  meet 
and  conduct  c;onferences  such  as  this  one  is  important 
because  it  shows  that  we  are  taking  a  serious  view  of  the 
subject.  Events  such  as  this  also  get  reported  in  the 
media.  That  is  helpful  because  then  the  public  gets  a 
sense  that  yes,  our  leaders,  our  people  that  are  respon¬ 
sible,  are  working  on  the  problem  and  they  are  dealing 
with  it.  Whether  we  accomplish  anything  concrete  here 
or  not,  just  the  fact  that  we  are  discussing  terrorism  is 
im|)ortant. 

The  terrorist  activities  in  ihis  country  tend  to  be  of 
a  very  low  level  technically.  The  crime  of  choice,  as  I’m 
sure  you  know,  is  bombing— probably  by  90  percent  or 
better.  The  terrorists  are  not  terribly  sophisticated 
bombers.  They  have,  in  many  cases,  done  as  much 
damage  to  themselves  as  they  have  done  to  any  of  their 
targets.  I’m  sure  you  read  about  William  Morales,  who 
blew  his  hands  off  putting  a  bomb  together  for  the  FALN 
several  years  ago.  That’s  not  uncommon.  The  Croatians, 
probably  as  often  as  not,  killed  themselves  in  putting  a 
device  together,  rather  than  hurting  someone  else.  They 
tell  a  story  about  one  Groatian  terrorist,  whose  leaders 
sent  him  out  to  blow  up  a  car;  he  burned  his  lips  on  the 
tailpipe.  That  gives  you  an  idea  of  the  kind  of  technology 
you  have  to  be  concerned  about  in  this  country,  and  the 
level  of  the  threat.  I  wish  all  terrorists  were  that  clever, 
but  unfortunately  some  are  better  than  others. 

The  Guban  anti-Gastro  terrorists  are  probably  the 
most  technologically  proficient  terrorists  in  the  world; 
aft-ef  ali,  they  were  ttaiiievi  by  out  own  CIA  before  tlie 
Bay  of  Pigs  invasion— and  the  GIA  trained  them  rather 
wnd  ’njfly’vi’ U*iri  n  ipumiitjlii  Far  a  ;iiini'^<nr  of  Ti.mut) 
control  bombings  and  assassinations,  and  they’ve  put 
together  some  very  high-tech  bombs. 

In  one  case  they  had  placed  a  bomb  on  the 
automobile  of  the  Guban  Ambassador  to  the  United 
Nations.  It  fell  off  in  front  of  his  residence  and  one  of 
the  Guban  security  officers  found  it  and  put  it  in  the  gar¬ 
bage.  By  the  time  our  Bomb  Squad  responded,  the 
garbage  truck  had  come  and  carted  it  off.  I  don’t  know 
if  you’re  familiar  with  the  term  "mungo”— “mungo”  is 
what  the  garbage  men  cull  from  the  garbage.  In  this  case 
they  were  after  the  batteries  and  the  magnets  and  so 
forth,  and  they  had  successfully  defused  the  device.  So, 
it’s  not  all  bad,  you  know;  we  do  get  some  help  from  the 
public. 
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All  right,  why  doos  this  problem  exist?  What’s  behind 
this  phenomenon?  What  are  the  goals  of  these  people? 
What  do  they  hope  to  accomplish?  Most  of  the  terrorist 
activity  that  takes  place  in  this  country  has  both  tactical 
and  strategic  goals. 

'I'he  best  illustration  1  can  give  is  an  operation  of  the 
(luhan  anti-faistro  "Omega  Seven"  group  several  years 
ago.  Mackey  Airlines,  a  commuter  airline  in  Miami,  was 
planning  to  start  regular  commercial  flights  between 
Miami  and  Havana,  (iuha.  The  anti-Castro  Cubans  didn’t 
like  tbat  idea,  so  i)iie  night  they  blew  up  Mackey’s  office 
in  fort  l,;iud(!rdalo.  'i  he  next  day  Mackey  announced 
that  thi;y  had  reconsidered  and  were  not  going  to  spon¬ 
sor  flights  to  Havana.  So,  on  a  purely  tactical  level,  you 
have  to  judge  that  as  a  successful  operation  by  the  Omega 
Seven  grouj).  They  stopped  Mackey  and  Mackey  got 
their  message— hut  a  lot  of  other  |)eople  also  got  their 
message,  and  that’s  what  terrorism  is  designed  to  do. 

Terrorism  basically  has,  in  my  definition,  three 
eleimmts: 

It  is  serious  criminal  conduct.  1  do  not  consider  bomb 
threats,  or  graffiti,  or  the  sjiray  painting  of  swastikas  to 
he  terrorist  acts.  If  wo  counted  such  acts,  we  would  have 
millions  of  "terrorist”  incidents  in  this  country;  every 
day  we  get  something  on  the  order  ot  luubomb  threats 
in  Nmv  York  City. 

\nnllli,>|-4'U'W/tn4l  At  tt  RitfM'i'.'»«l  N<4t 

long  tigo  the  leading  bombers  in  New  York  City  were 
Local  3  electrical  workers.  They  were  the  most  active 
homhers,  followed  closely  by  organized  crime,  before 
you  got  into  any  real  political  terrorist  groups.  I  don’t 
consider  such  acts  to  ho  terrorism.  It’s  terror,  maybe,  and 
it's  the  tactics  of  terror,  but  there  is  no  political  motiva¬ 
tion.  It  is  purely  economics.  1  believe  terrorism  has  a 
politii.al  mi^tivation. 

The  third  element  is  that  it  is  tiimttd  at  on  audience 
''••'ij-T  itnin  itu'  '4t4in  il**  V,*.i  koy  ttw  fdti  l  (Umv 

trates  that  rather  well.  In  addition  to  Mackey  as  the  direct 
audience,  that  action  was  designed  to  tell  Castro  that 
there  is  still  an  exile  group  in  this  country  that  is  violently 
op|)o.sed  to  him,  and  after  him,  and  willing  to  try  to 
uns(!at  him.  It  was  also  aimed  at  a  constituency— and 
most  terrorist  action  is.  The  constituency  (either  real  or 
imagined)  of  the  Cubans  was  other  exile  Cubans.  They 
wanted  to  impress  them  with  the  fact  that  a  viable,  opera¬ 
tional  group  is  trying  to  unseat  Castro  and  working  on 
their  behalf.  'I’hat  is  an  ai)iK:al  that  a  lot  of  terrorist  inci- 
(hmts  have,  an  a|)peal  to  a  constituency,  to  an  audience 
the  terrorists  believe  to  he  friendly  to  their  cause.  And 


finally,  the  Omega  Seven  people  wanted  to  let  other 
businesses  know  that  it  would  not  bo  healthy  to  do 
business  with  Castro.  I  believe  that  they  reached  all  of 
those  audiences  rather  successfully. 

As  I  said  before,  in  most  cases  in  the  United  States 
the  tactic  is  bombing  and  not  terribly  sophisticated. 
Something  on  the  order  of  four  to  five  sticks  of  dynamite 
would  be  the  average  type  of  device,  generally  not  well- 
contained,  It  could  be  disguised  in  any  conceivable 
fashion.  We  have  found  bombs  in  brief  c;ases,  umbrellas, 
rolls  of  blueprints,  flower  boxes— in  one  case,  even  a  loaf 
of  bread.  You  can’t  necessarily  spot  a  device.  If  you  were 
conducting  a  bomb  search,  the  only  thing  you  could  look 
for  and  he  reasonably  bopeful  of  finding  would  just  be 
whatever  is  out  of  the  ordinary,  what  does  not  belong. 

Some  of  these  groups  go  to  great  pains  to  disguise 
their  bombs.  In  .some  cases,  most  recently  with  the 
United  Freedom  Front,  they  have  actually  put  an  attache 
case  out  with  the  word  BOMB  painted  on  it  so  that  peo¬ 
ple  would  not  tamper  with  it.  What  they  do  depends  on 
their  motivation  and  what  they  are  trying  to  achieve. 

There  have  been  some  facility  attacks  in  this  coun¬ 
try,  but  not  of  any  great  sophistication,  and  not  involving 
heavy  weapons.  Probably  the  most  serious  was  an  inva¬ 
sion  of  an  armory  in  Madison,  Wisconsin,  by  the  FALN 
some  years  ago;  it  was  not  successful  because  the  guard 
on  the  weekend  didn’t  have  the  keys  to  the  gun  room, 
AiW4i’f  UgWTt  ^  Hi.  S<., 

again,  you  are  not  dealing  with  a  tremendous  level  of 
expertise  or  technical  proficiency. 

There  have  been  some  assassinations,  mainly  by  the 
Armeniar  j  and  anti-Castro  Cubans.  This  does  not  seem 
to  be  a  popular  tactic,  or  anything  that  is  going  to  happen 
often. 

Kidnapping  by  terrorists  is  virtually  unheard  of  in 
this  oountl^  and  1  ihilik  tViat  is  a  1  ellectioU  ut  uur  cultul  e. 
Kidnapping  in  this  country  has  always  been  perceived 
at  4  4iaJtUttl”-ly  ‘nM'i  irUn<-  U  'ni  • 
criminal  act,  therefore  it  is  not  a  popular  terrorist  act. 
You  do  see  those  cultural  differences  in  terrorism  from 
country  to  country.  In  Italy,  and  in  some  places  in  South 
America  and  Latin  America,  kidnapping  is  a  common 
terrorist  crime  but  it  is  also  a  common  ordinary  crime. 
It  does  not  have  the  public  disapproval  level  that  it  has 
in  this  country. 

One  of  the  things  we  have  found  over  the  years  is 
that  terrorists  are  very  good  at  certain  types  of  activities. 
They  are  very  adept  at  disguises,  and  use  a  substantial 
variety.  ’I’hey  do  very  thorough  surveillance,  repeatedly, 
hefore  they  act.  We  know  this  from  the  patterns  of  their 
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ac.livilioH  aiul  from  somo  liiriiaromuls  whom  wo’voheon 
ahh;  lo  (ItTiriof  and  somi;  ol  llio  imdurcovca'  operations 
wo  liavo  run. 

In  Iho  aftormath  of  Iho  Brinks  rohhory  in  Namicl. 
N.Y.,  wo  iimiovorod  a  safohouso  in  East  Orange,  N.}., 
wluM'o  we  found  fairly  oxtensivo  documentation  of 
siirvoillancos  they  had  done  on  a  numh{;r  of  our  police 
l)i'(!cincts  in  New  York  City.  'ry|)ically,  they  would  send 
a  woman  in  to  report  a  lost  purse,  and  she  would  then 
detail  at  somo  length  whom  sh(!  spoke  to,  whore  they 
wore  situated,  how  long  she  spent  there,  and  how  many 
l)oopl(!  wore  in  the  building.  She  would  commonly  ask 
lo  use  the  restroom  and  then  observe  other  areas  of  the 
promises.  Then,  apparently  after  the  fact,  she  would 
draw  a  schematic  diagram  of  the  premises.  This  was  just 
basic  research;  clearly  they  had  no  immediate  plan  for 
any  attacks.  Had  they  planned  to  attack,  we  believe  they 
would  have  doni!  several  other  surveillances,  over  greater 
IHM'iods  of  time. 

VVe  kmsvv  tluil  they  do  ihis,  -ami  it  is  tin;  one  lfiit\g 
that  you  c;an  use  effectively  against  them.  If  you  are  alert 
nr  ti'rUrTun^t  if  ymi  ran  hate  yout 

forc:e.s  alert  to  surveillance,  it  is  terribly  important  infor¬ 
mation.  Surveillance  is  a  common  tactic  across  all  the 
diflermit  terrorist  groups,  and  they  go  into  it  in  very  great 
depth. 

Recently  there  seems  to  be  a  trend  to  the  suburbs. 
Years  ago  most  of  the  bombings  took  place  in  Manhat¬ 
tan.  We  haven't  had  a  bombing  in  Manhattan  now  in 
ov(n  a  yeai  .  Wn've  had  lour  in  other  pails  of  New  York 
City— Queens,  the  Bronx,  Staten  Island— but  not  in 
M-mluitlan  (fan'll  We’ve  '.r«l  six  iocw'cnl^i  in  lltT  suhru’hs 
In  Harrison,  Now  York,  they’ve  had  two  bombings  at 
IBM  facilities.  There  have  also  been  bombings  in  East 
Mmidovv,  Elmont,  and  Oakdale,  bong  Island.  This 
follows  a  trend  we  started  observing  around  1979.  Not 
only  the  left-wing  terrorists,  but  (!ven  the  Cubans  and  the 
right-wing  Jewish  organizations  were  displaying  a  trend 
toward  moving  to  the  suburbs. 

Wo  believe  there  are  a  variety  of  reasons  for  the 
change.  Probably  one  reason— and  one  that  most  of  the 
people  in  private  security  agree  lo— is  that,  in  fact,  the 
degree  of  security  is  lower  at  a  corporate  premise  out¬ 
side  of  New  York  City  than  in  Manhattar  itself.  We  think 
the  terrorists  know  that. 

We  would  like  to  think  that  another  rea.son  is  that 
they  have  a  c;ertain  fear  of  the  New  York  City  Polica; 
Hepartmenl.  We  have  had  somo  success,  especially  with 
the  Joint  Terrorist  Task  Force,  where  our  detectives  work 


with  special  agents  from  the  FBI. 

The  lerrorists  also  appear  to  want  to  complicate  the 
investigation  after  the  fact,  by  hitting  in  a  variety  of 
jurisdictions,  as  opposed  to  one  jurisdiction.  This  clearly 
was  the  case  in  a  string  of  armored  car  robberies  done 
by  a  revolutionary  organization,  where  they  clearly 
intended  to  complicate  the  investigation,  and  succeeded. 
It  was  many  months  before  we  were  able  to  observe  the 
pattern  of  these  armored  car  robberies  and  put  them 
together  as  being  the  work  of  one  group.  So  to  that  extent, 
they  were  successful. 

On  the  other  hand,  the  tactic  has  worked  against 
them,  and  I  hope  they  don’t  find  that  out— I’d  like  to  see 
them  stay  in  the  suburbs  although  it’s  costing  me  a  lot 
of  money.  I  happen  to  live  in  Rockland  County,  which 
is  where  the  Nanuet  Brinks  Robbery  occurred.  My  prop¬ 
erty  taxes  arc  going  up  $50  a  month,  and  the  sales  taxes 
just  went  up  2  percent,  strictly  to  pay  for  the  cost  of  that 
trial. 

As  noted,  shifting  to  tfie  .subuibs  has  vcoTked  against 
them,  in  at  least  two  instances.  One  was  in  Evanston, 
lUiuiyw,  v/liew  tl  viwss 

They  were  setting  up  to  do  an  armored  car  robbery  at 
the  university,  and  11  of  them  dressed  in  jogging  suits 
were  getting  ready  for  the  operation.  Some  good  citizen 
in  Evanston  thought  it  rather  curious  that  11  Puerto 
Ricans  were  running  around  in  jogging  suits,  especially 
since  some  of  them  were  smoking,  and  she  called  the 
police.  Two  officers  from  the  Evanston  Police  Depart¬ 
ment  did  a  magnilicenl  )oh  of  capturing  aff  11  without 
a  shot  being  fired  and  with  no  one  getting  hurt. 

hater,  hi  tliC  NatiWM  HiCrdei'it,  A  citiJ-.e^i  a 
group  of  black  males  emptying  bank  bags  from  one  truck 
and  being  assisted  by  a  couple  of  white  females  to  put 
them  into  another  truck;  he  thought  that,  in  Nanuet,  New 
York,  this  was  rather  suspicious  and  called  the  police. 
Unfortunately  at  the  cost  of  the  lives  of  two  police 
officers,  several  more  arrests  were  made.  The  point  is 
that  the  terrorists  had  previously  done  exactly  that  same 
thing  in  the  Bronx.  The  black  males  had  killed  a  guard; 
they  went  a  few  blocks  in  one  truck  and  transferred  to 
another  truck,  hut  in  the  Bronx  nobody  thought  that  terri¬ 
bly  suspicious.  In  the  suburbs  they  did,  and  we  got  the 
phone  call,  and  we  made  the  arrests.  So,  to  that  extent, 
the  tactic  has  worked  against  them  and  I  hope  they  don’t 
recognize  that. 

The  targets  of  the  terrorist  groujis  in  Ihis  country  are 
by  and  large  symbolic.  They  tend  not  to  try  to  knock  out 
a  facility  so  much  as  to  cause  some  damage  and  get  a 
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lol  of  |)ul)li(;ily.  Somo  of  lluiso  whal  Ihoy  call  expropri- 
aliotis,  tlio  aiinorud  car  robhorios,  llioy  have  novor 
claimed  publicly.  In  the  aftermath,  we  foiinct  out  ibal  as 
much  of  the  money  was  goin^  to  tniy  cocaine  as  to  sup- 
l)orl  their  safehouses.  'I’tiat  might  l)e  wliy  th(;y  werem’t 
claiming  ttiem. 

t'lie  targets  they  prefer  right  now  are  targets  of  the 
mititai  y-industrial  ccjmplex  or  offices  of  the  Governmemt. 
As  you  know,  they  liit  the  (fajjitol  fairly  recently. 

They  tend  to  operate  on  (fates  that  hav(!  .sonu! 
significanct!  to  ttiem,  though  they  may  mcran  nothing  to 
you.  For  examiile,  they  wilt  commemorate  the  anniver¬ 
sary  of  llie  (fate  wtien  a  person  tike  George  |ackson  died 
in  prison,  whu  li  they  s(X'  as  a  significant  cvt‘nl 

Tliey  liave  liecome  sophisticated  enough  to  realize 
rlinl  wi'  dci  ^iJnr'  i  tunrhTsnrvoiJUiiw'i'  t 'nlrtrlm  alrty 
tlu'ough  the  efforts  of  their  lawyers,  they  know  that  for 
a  fact.  A  group  called  the  Peo[ile’.s  I,aw  Ofli(’e  {P1,0)  in 
Ghicago  sued  the  Chicago  Police  Department  and  in  the 
discovery  proceedings  the  police  had  to  turn  over  several 
documents  which  indicated  how  they  anticipated  the 
activities  of  the  FA1,N,  how  tliey  conducted  their  homh 
watches,  wtiere  they  set  them  up,  and  so  forth.  Tho.se 
documents  were  given  to  the  lawyers  with  a  court  order 
tliat  they  not  lie  shown  to  anyone  or  copied.  However, 
ahoul  (i  months  later,  copies  of  those  police  documents 
slinwed  up  in  the  FAl.N  safehousein  Madisou,  VVisenu- 
sin;  so  the  terrorists  had  learned  from  our  own  docu¬ 
ments  how  we  o[ierate. 

Fill  (.jilJuU.-i  tllcll  Vv6  llcivt,  1u  vlliCif  VViTlI  III  illio  I.WUll- 

try  break  down  into  three  general  areas:  right  wing,  left 
wing,  and  international  or  transnational,  depending  on 
which  definition  you  like. 

Gn  the  right,  we  have  the  Croatian  Freedom  Fighters, 
a  group  that  helieves  a  free  and  independent  Kingdom 
of  Croatia  should  he  carved  out  of  what  is  now 
Yugoslavia.  'I’hey  are  largely  defunct,  as  is  the  Cuban 
Omega  .Seven,  anti-(fastro  grouji,  largely  through  the 
efforts  of  the  |oint  NYPD/FHI  'I’errorist  Task  Force, 
which  has  made  several  arrests  of  key  leaders.  While  we 
have  not  heard  from  either  of  those  organizations  in 
nearly  2  years,  1  helievothey  could  come  hack  any  day. 
However,  they  do  not  represent  any  general  threat.  The 
Croatians’  efforts  were  almost  entirely  directed  against 
Yugoslavian  properties,  and  the  anti-(fastro  (Tiban  activ¬ 
ities  were  directed  primarily  against  Cuhan  activities  and 
liremises,  or  Russian  premises. 

The  jewish  Defen.se  heague  I  would  consider  a  right- 
wing  organization.  Their  activities  in  the  terrorist  field 


are  [irimarily  anti-Soviet  and  they  have  just  hegun  to 
resurface  because  of  the  very  low  level  of  emigration  that 
Russia  is  allowing  Soviet  Jews.  Most  recently  they  put 
three  bombs  in  the  Russian  residence  complex  in  the 
Uronx,  one  of  which  severely  damaged  one  of  the  autos 
hut  no  major  damage  was  done.  That  bombing  was 
claimed  by  a  group  called  Jewish  Direct  Action,  which 
is  an  offshoot  of  the  Jewish  Defense  League. 

In  the  United  States,  the  only  real  international  ter¬ 
rorist  groups  that  we  have  to  deal  with  are  the 
Armenians.  There  are  two  different  groups,  one  called 
the  Armenian  Secret  Army  for  the  Liberation  of 
Armenia,  and  the  other  called  the  Justice  Gommandos 
of  the  Armenian  CSeiMu  kU'  Again,  tlu'v  prufwhly  ^MlSl' 
no  general  threat;  their  main  targets  are  ITirks.  They,  like 
(he  r>n;<iluin><  hr^^Vn■l•  Ih-iil  H  oTf'  ■rhnuhl  tn'  a  J’rry»  and 
independent  nation  of  Armenia,  carved  out  of  what  is 
largely  now  Turkey,  although  part  of  the  area  is  in  the 
Soviet  Union.  They  have  succeeded  in  assassinating 
.some  Turkish  officials  in  this  country  and  we  believe  that 
tlnry  can  operate  again  at  any  time.  They  are  truly  a 
transnational  group,  with  tremendous  mobility.  In  one 
instance,  in  which  a  bomb  went  off  prematurely  in  a 
hotel  in  Switzerland,  the  two  people  involved  were  of 
Armenian  extraction— one  a  resident  of  Lebanon,  the 
other  a  resident  of  Los  Angeles.  Both  were  operating  in 
.Swo»f(!n  again.st  Turkish  iutorosls.  Thal’.s  ah-jut  as 
transnational  as  you  can  get;  they  can  operate  around 
the  globe  and  they  have,  in  Africa,  Australia,  and  other 
cvaiiiuIt..,,,  ptiiri.irfy  'laTgc\s. 

The  left-wing  people  make  up  the  group  that  you 
have  to  be  concerned  about.  I’d  like  to  show  several 
charts  to  illustrate  some  of  the  linkages.  U{)  until  perhaps 
4  or  5  years  ago,  you  could  describe  sei)arate  and  distinct 
grou[)s  on  the  left.  Groups  like  the  FALN  [Puerto  Rican 
terrorists),  the  Grusade  for  Justice  (Chicano-Mexicano 
terrorists),  the  Black  Liberation  Army,  and  the  Republic 
(jf  New  Africa  could  be  considered  discrete  groups.  1  do 
not  l)elieve  that  is  true  any  longer. 

Figure  1  illustrates  the  group  that  was  responsible 
lor  the  Nanuet-Brinks  armored  car  robbery  and  a  string 
of  other  armored  car  robberies  in  the  New  York 
Metropolitan  area.  It  consists  of  remnants  of  the  old 
Black  Liberation  Army  (BLA),  most  of  whom  had  been 
im|)risoned  for  their  activities  in  the  197()’.s  and  had  been 
released  after  serving  their  time. 

Also,  there  are  elements  of  the  Republic  of  New 
Ai'rika,  a  group  that  wants  a  free  and  independent 
Re|)ublic  of  New  Afrika  carved  out  of  six  of  the  southern 
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Sliihis;  in  addition,  tlioy  want  siivcnal  l)illion  dollars  in 
roiiaralions  I'or  slavery. 

Many  minnhors  of  both  ol  llioso  groujis  wore  incar- 
ciMalod  I'or  many  years.  They  had  an  extensive  com¬ 
munication  network  while  they  were  in  pri.son,  sup- 
ported  by  the  other  groups  shown  at  the  bottom  of  F'igure 
1.  The  May  Iflth  (T)mmunist  Organization,  Prairie  Fire 
Organizing  (Committee  (PFOC]),  and  Weather  Under¬ 
ground  are,  for  all  intents  and  purposes,  one  organiza- 
lion.  It  started  as  a  communication  network  for  the  HI, A 
l)eople  wlio  were  dispersed,  intentionally  in  many  cases, 
throughout  the  United  States,  from  Auhurn,  New  York, 
to  San  Quentin,  C]alifornia.  In  order  to  get  materials  hack 
and  forth,  they  set  up  a  system  whereby  let's  say  Richard 
Moore  up  in  Auhurn  wanted  to  communicate  with  Curly 
ICsIreinera  in  San  Quentin  1  le  would  send  a  letter  to  one 
of  the  lawyers  in  New  York  City,  and  print  on  the  out¬ 
side,  "privileged,  lawyer-client  communication,”  The 
Iwkyriv  Vtwuki  tlwH  rwivtkitvs*,  tlrf!  Wi  in  Haa 
Quentin  and  again  print  on  the  outside,  “privileged, 
lawyer-client  communication,”  The  prison  officials  on 
either  end  were  reluctant  to  tamper  with  such  letters  or 
check  the  material  out.  By  using  that  .system,  the 
piisuiii  rs  were  able  lu  pass  all  Viiius  ul  levuiuliuliaiy 
rhetoric  and  actual  escape  plans  (you  may  have  heard 
of  one  called  “Blue  Magic”)  back  and  forth  among  their 
different  prisons.  At  one  point  they  had  the  entire  coun¬ 
try  broken  down  into  six  areas;  each  area  had  a  B1,A 
member  as  the  Area  Commander  and  also  had  a  key  com¬ 
munication  person. 

Another  thing  they  were  doing  was  trying  to  recruit 
lieople.  What  they  sought,  essentially,  was  a  black  male 
who  w'as  doing  time  for  robbery.  They  would,  by  getting 
these  revolutionary  materials  and  rhetoric  into  the 
lirisons,  try  to  convince  these  people  that  they  were 
political  i^risoners  and  turn  them  into  terrorists. 

There  are  two  advantages  to  that  system,  one  of 
which  is  that  they  know  they’re  not  recruiting  one  of  my 
people.  It’s  tough  enough  for  me  to  get  undercover  agents 
at  all,  much  less  to  have  them  do  7-1/2  to  15  years.  So 
they  were  sure  they  weren’t  recruiting  an  undercover 
coj).  The  other  advantage  was  that  if  they  could  politicize 
a  guy  who  has  already  stood  with  a  gun  in  his  hand  and 
robbed  people,  they  would  essentially  have  a  guided 
missile  that  they  could  control  and  direct. 

The  most  outstanding  example  of  the  system  (you 
remember  the  Patty  Hearst  case)  was  Field  Marshal 
General  Cinque,  who  was  the  head  of  the  Symbionese 
Liberation  Army.  This  was  your  average  American  “dirt 
hag,”  who  did  some  time  and  became  radicalized  and 


iroliticized  while  in  prison.  He  turned  into  such  a  stoned 
tcirrorist  that  he  was  willing  to  sacrifice  his  life  in  that 
litth;  hovel  in  Los  Angeles.  He  had  every  opportunity  to 
surrender  and  come  out,  but  became  so  dedicated  to  the 
cause  that  he  was  willing  to  give  up  his  life.  That  was 
the  model  that  they  were  trying  to  replicate  through  this 
r(!cruitment. 

As  I  said  before,  for  all  intents  and  purposes,  the  bot¬ 
tom  part  of  that  chart  represents  one  organization.  The 
Weather  Underground,  as  described,  is  an  underground 
organization.  The  old  remnants  of  the  Students  for  a 
Democratic  Society  in  the  late  1960’s  and  early  1970’s 
went  underground  for  a  variety  of  reasons,  not  in  every 
case  because  prosecutions  were  pending.  Some  of  them 
didn’t  even  have  charges  pending,  but  chose  to  go 
underground.  Their  surface  group  originally  called  itself 
the  Prairie  Fire  Organizing  Committee  and  that  was 
nationwide. 

(n  1'177  ih»  fp  a  Ic^TcaI  di'iy  utr 

between  the  San  Francisco  office  and  the  New  York 
office  of  Prairie  Fire  over  their  role.  The  dispute  arose 
when  the  San  Francisco  people  held  that  they  were  the 
leadership  and  that  they  should  provide  the  leadership, 
dfwcJdufl,  rH.  J  Lt  dU  -u^iet  kM  Vvkrfe 

groups  in  this  country.  The  New  York  people  said,  “No, 
that’s  not  true.  We  should  support  and  assist,  but  we 
should  let  the  blacks  and  the  Chicanos  and  the  Puerto 
Ricans  set  their  own  agendas  and  their  own  policies  and 
we  should  only  help  them.”  That  dispute  was  resolved 
in  1978  in  favor  of  the  New  York  position  and  that  is 
essentially  the  position  of  both  organizations  today, 
although  they  still  go  under  different  names.  In  New 
York  they  call  it  May  19th;  in  San  Francisco  they  call 
it  Prairie  Fire.  For  all  intents  and  purposes  they  and 
Weather  Underground  are  the  same  people. 

Representatives  of  all  of  these  different  groups 
showed  up  in  Nanuet  working  together.  The  BLA  peo¬ 
ple  during  their  term  of  imprisonment  became  so  depen¬ 
dent  on  the  white  radicals  in  the  Weather  Underground 
and  Prairie  Fire  that  they  have  now,  essentially,  joined 
into  one  organization. 

The  current  manifestation  of  this  combination  is  an 
outfit  called  the  United  Freedom  Front.  Now,  again,  I’m 
going  to  blur  the  lines.  There  have  been  a  series  of  bomb¬ 
ings  since  December  1982,  perpetrated  in  the  names  of 
three  different  organizations.  In  the  Metropolitan 
Washington  area  they’ve  called  themselves  the  Armed 
Resistance  Unit.  They  hit  the  War  College  at  Fort  Leslie 
McNair;  they  hit  the  Navy  Yard  in  downtown  Washing¬ 
ton,  and  the  United  States  Capitol  Building,  using  that 
name. 
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In  the  Metropolitan  New  York  area,  we  have  had  a 
variety  of  incidents  from  a  group  calling  themselves  the 
United  Freetlom  Front,  and  in  one  incident  the  FBI  office 
in  Staten  Island  was  bombed  by  an  outfit  calling 
themselves  the  Revolutionary  Fighting  Group.  We 
believe  that  those  groups,  while  they  may  he  discrete 
units,  or  different  cells,  are  so  closely  aligned  that  for 
all  intents  and  purposes  they  are  one  group.  Their  ties 
with  Weather  Underground  an;  very  strong.  Although 
we  show  this  as  a  doited  line  (Figure  2)  bec:ause  we  can’t 
prove  it.  we  believe  that  the  ties  are  there. 

The  Sam  Melville-|onathan  |ackson  Unit  is  a  group 
that  has  for  many  years  been  defunct.  They  operated 
primarily  in  the  Boston  area.  They  were  white  radical 
Iximhers,  primarily,  although  they  did  one  facility  attack 
on  a  courthouse.  There  are  a  number  of  similarities  with 
the  United  FrtHjdom  Front  in  technique  and  in  activities, 
which  would  indicate  to  us  that  the  Front  is  a  resurgence 
of  the  Melville-jackson  Unit. 

To  illustrate  some  of  the  similarities:  The  United 
FreiKlom  Front  on  a  couple  of  (M:casions  has  made  warn¬ 
ing  calls  before  their  bombs  exploded,  and  those  calls 
were  not  made  to  the  target.  The  calls  were  made  to  an 
unrelated  enterprise,  in  some  cases  in  the  .same  building 
as  the  target,  in  some  cases  totally  different.  That  is  a 
lactic  used  before  only  by  Melville-|ackson;  they're  the 
only  terrorist  group  that  has  ever  done  that.  There  are 
also  similarities  in  their  devices  that  I’d  rather  not  go 
into  hecau.se  they  are  evidentiary  and  may  become  the 
subject  of  a  prosecution.  But  there  are  enough  simi¬ 
larities  in  the  bomb  construction,  and  in  the  tactics,  to 
lead  us  to  believe  that  the  United  Freedom  Front  con¬ 
sists  largely  of  the  remnants  of  the  Melville-|ackson  Unit, 
as  well  as  the  Weather  Underground. 

Now,  if  you  go  on  to  the  next  chart  (Figure  3).  you 
will  see  that  they  all  come  together.  At  th';  heart  of  it  is 
the  Weather  Underground.  They’re  the  hub.  These  are 
people  that  have  been  in  this  business  now  approach  ing 
20  years.  Some  of  them  trace  their  roots  back  to  the  stu¬ 
dent  uprisings:  the  fre«!  speech  movement  at  the  Univer¬ 
sity  of  ('alifornia  at  Berkeley  back  in  the  early  1960’s. 
the  days  of  rage  in  Chicago  hack  in  the  late  1960’s,  the 
takeover  of  ('olumhia  University  in  New  York  City, 

It  is  very  difficult  for  me  to  de.sf:ribe  to  you  the  level 
of  dedication  of  some  of  these  people.  David  Gilbert  of 
the  Weather  Underground  was  arrested  in  Nanuel  and 
took  part  in  the  armored  robbery  and  homicide  of  the 
two  police  officers.  He  had  chosen  to  go  underground, 
lived  underground  for  something  like  10  years  when  he 
wasn’t  even  wanted,  because  that’s  what  he  believes  in. 

.And  when  I  say  living  underground.  I  don’t  mean 


in  the  Best  Western  Springfield  Inn.  These  people  were 
living  in  third-  and  fourth-floor  walkups,  maybe  hot 
water,  maybe  not,  sleeping  on  a  pallet  on  the  floor,  liv¬ 
ing  off  welfare,  food  stamps,  and  so  forth,  not  high  off 
the  hog,  changing  their  identities,  moving  around— not 
a  very  good  way  to  live  at  all.  But  they  choose  to  do  it 
because  they  believe  they  are  in  the  vanguard  of  the 
revolution  in  this  country.  They  believe  that  a  mass  i  f 
people  is  following  them.  However  strange  you  muy 
think  that,  that’s  who  they  are— and  that’s  the  reality  you 
have  to  deal  with.  I  can  only  describe  their  commitment 
to  their  cause  as  verging  on  religious  zealotry;  that’s  how 
deeply  committed  these  people  are. 

Willie  Morales  of  the  FALN  is  another  example. 
Willie  Morales  blew  his  hands  off  trying  to  put  together 
a  pipe  bomb  out  in  Elmhurst,  New  York.  By  the  time  the 
police  and  the  fire  department  responded,  they  found 
Willie  using  the  stubs  of  his  damaged  hands  to  stuff 
papers  down  the  toilet,  so  that  we  couldn’t  find  evidence. 
I  don’t  think  that  you  and  I  would  react  that  way  if  we 
blew  our  hands  off.  But  that’s  how  Willie  Morales  acted. 
And  then  he  spit  at  one  of  the  officers  and  threatened 
to  kill  him.  when  the  officer  was  putting  him  in  the  am¬ 
bulance.  You’re  dealing  with  a  very  different  breed  when 
you  talk  about  these  people. 

Don’t  let  that  make  you  think  that  they’re  any  less 
difficult  to  dt;al  with.  Another  story  to  illustrate  my  point: 
A  fellow  is  driving  down  the  road  and  one  of  the  wheels 
comes  off  his  car  and  rolls  down  the  street.  He  stops  and 
runs  out  and  gets  the  tire  and  brings  it  back.  Now,  he 
notices  he’s  in  front  of  an  insane  asylum  and  one  of  the 
inmates  happens  to  he  looking  out  the  bars.  The  inmate 
says,  "Hey,  pal,  why  don’t  you  take  one  nut  off  the  other 
thrruj  wheels  and  put  the  tire  back  on.  Then  you’d  be  able 
to  get  to  a  gas  station,  and  you  could  keep  going."  Our 
friend  says,  "That’s  really  pretty  clever.  What  are  you 
doing  in  a  place  like  that?"  And  the  inmate  says,  "Pal, 
I’m  in  here  because  I’m  crazy,  not  because  I’m  stupid." 
There’s  a  difference. 

V'ou  may  think  these  people  are  crazy,  but  they  are 
a  long  way  from  stupid.  David  Gilbert,  Bernadine  Dohrn, 
several  of  the  others  have  law  degrees.  Many  of  them 
are  college-educated,  bright,  intelligent  people— a  little 
deviant,  maybe,  but  no  less  bright,  and  very,  very 
dedicated.  They’re  a  tough  enemy.  They  have  very  strung 
lies,  as  you  can  see  from  the  way  we  have  laid  out  the 
chart. 

The  one  group  you  may  not  have  heard  of— up  in  the 
top  right  corner  of  the  chart— the  Crusade  for  )ustice— 
is  a  Denver-based  Chicano  left-wing  organization. 
They’ve  done  some  bombings  They  haven’t  operated  for 
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quite  a  while,  but  they’re  still  in  existence. 

They  all  revolve  around  the  Weather  Underground. 
The  Weather  Underground  people  have  tried  now  for 
.several  years  to  take  a  “hands-ofr’  policy— to  supply  the 
logistics  and  so  forth  and  not  get  their  hands  dirty.  They 
tried  this  in  Nanuet,  but  we  believe  the  blacks  were  try¬ 
ing  to  put  their  feet  to  the  fire.  The  people  in  the  BLA 
and  the  Republic  of  New  Africa  wanted  to  test  the  depth 
of  their  commitment,  and  we  think  they’ve  proven  that 
now. 

Figure  4  shows  Communique  #6  of  the  United  Free¬ 
dom  Front.  This  is  their  logo;  some  of  you  may  recognize 
the  weapon.  Communique  #6  came  without  a  device.  It 
was  mailed  to  several  newspapers  and  several  unions. 
Es.sentially,  it  is  a  statement  to  the  public  saying  what 
their  goals  are.  what  their  tactics  will  be,  and  warning 
the  citizenry.  They  say  very  clearly  that  they  will  con¬ 
tinue  to  bomb.  They  say  very  clearly  that  they  do  not  in¬ 
tend  to  cau.se  civilian  casualties,  and  as  I  said,  in  many 
cases  they  have  called  and  provided  warning  of  their 
devices.  They  do  not  say  that  they  do  not  intend  to  cause 
military  or  police  casualties.  They  only  say  they  don’t 
want  to  cause  civilian  casualties. 

As  a  matter  of  fact,  on  the  last  device  they  put  down, 
in  Harrison,  New  York,  a  week  ago  tonight,  they  called 
the  warning  in,  and  10  minutes  later  they  called  back 
and  wanted  to  know  why  the  police  hadn’t  responded. 
The  jKilice  eventually  did  respond  and  were  unable  to 
find  the  device  because  it  was  hidden  behind  some 
shrubbery.  Fortunately  for  them,  they  had  left  the  im¬ 
mediate  area  where  the  device  was  before  it  went  off, 
and  they  were  only  slightly  injured. 

The  best  estimate  I’ve  heard  so  far  was  that  about 
10  sticks  of  dynamite  went  off,  causing  major  structural 
damage  to  the  point  where  that  building  may  not  be 
habitable.  Because  of  that  second  call,  I  am  led  to  believe 
that  they  are  now  consciously  trying  to  inflict  casualties 
on  the  police.  They  were  very  insistent  that  the  police 
should  have  responded.  The  device  was  hidden,  a  dif¬ 
ferent  procedure  from  some  of  their  devices,  which 
they’ve  placed  out  in  sight  and  actually  painted  the  word 
"bomb”  m.  So.  we  believe  now  that  there  has  been  a  shift 
in  their  ladies  to  where  they  are  trying  to  injure  respond¬ 
ing  police  offi'  ITS. 

They  may  next  go  to  the  old  IRA  tactic  of  setting  a 
second  bomb  off  15  or  20  minutes  after  the  first  one,  and 
we  all  know  what  that’s  for. 

The  targets  of  these  groups  have  primarily  been  the 
military-industrial  complex.  Most  recently  they’ve  hit 


Honeywell,  Motorola,  and  IBM.  The  communiques  on 
those  bombings  go  into  great  detail  with  respect  to  the 
specific  defense  contracts  that  each  of  those  firms  hold. 
In  the  case  of  IBM,  they  talk  primarily  about  South  Africa 
and  the  contracts  that  IBM  fulfills  for  South  Africa, 
which  help  to  maintain  the  apartheid  policies. 

But  in  the  case  of  Honeywell  and  Motorola,  they’re 
very  specific  about  the  contracts  with  the  Defense 
Department.  In  both  of  them,  they  accuse  Honeywell  and 
Motorola  of  manufacturing  cluster  bombs.  They  go  into 
great  detail  about  how  terrible  cluster  bombs  are  because 
they  are  antipersonnel  devices.  They  detail  all  kinds  of 
contracts  that  both  of  these  firms  have.  Clearly,  they  have 
access  to  a  lot  of  research. 

The  other  curious  thing  is  that  Honeywell,  Motorola, 
and  IBM  all  were  subject  to  major  civil  disobedience 
demonstrations  last  year— Honeywell  and  Motorola  by 
the  antiwar  movement  back  in  October  1983,  and  IBM 
prior  to  that. 

Based  on  those  two  facts,  the  depth  of  the  research 
and  the  commonality  of  the  demonstrations,  we  believe 
that  the  U.F.F.  are  probably  getting  their  research 
material  from  the  aiUiwar  movement.  I’m  sure  most  of 
you  have  seen  how  detailed  the  antiwar  research  can  be, 
and  the  vast  resources  that  they  have  available  to  them 
in  groups  like  the  Public  Interest  Research  Group,  and 
others.  The  terrorists  don’t  have  the  wherewithal,  they 
don’t  have  the  numbers,  to  do  that  kind  of  research  in¬ 
dependently.  They  have  to  have  gotten  it  from  someone 
else,  and  because  of  the  coincidence  of  the  demonstra¬ 
tions  at  Honeywell  and  Motorola  and  IBM,  we  believe 
that  the  antiwar  movement  is  probably  the  source  of  their 
information. 

I  would  not  suggest,  and  I  don’t  want  anybody  to 
leave  with  the  impression,  that  I  am  saying  that  the  ter¬ 
rorists  are  working  for  the  peace  movement,  or  that  there 
is  any  knowing  connection  between  them  and  the  peace 
movement.  I  think  there  are  probably  a  lot  of  legitimate, 
decent  people  in  the  peace  movement  who  are  dupes, 
but  I  would  not  in  any  way  suggest  that  they  are  behind 
terrorism. 

The  terrorists  are  acting  on  their  own  agenda.  I’m 
only  sugge.sting  that  the  peace  movement  is  probably  the 
source  of  their  research  material. 

What  can  we  do  about  it,  what  countermeasures  are 
successful?  As  I  said  before,  one  thing  that  you  can  be 
very  sure  will  work  is  obvious  and  overt  security,  and 
countersurveillance.  They  will  be  put  off  by  a  hard  target. 
They  will  always  chocse  the  softer  target.  That  is  clear 


16 


Domestic  Terrorism:  Threat  Analysis  and  Countermeasures 

Figure  4  Communique  #6 


VJMITfO 


V.S.  IMPERIALISM 


Conununlque 
January  12,  1984 


% 


V.S.  01-  OF  CENTRAL  ^  f/J  ’  FREE  ALL  POW’S  + 

AMERICA  POLITICAL  PRISONERS 

WARNING  NOTICE 

MESSAGE  TO  THE  PEOPLE  -  TO  ALL  CIVILIANS  AND  WORKERS 

The  United  Freedom  Franc,  a  revolutionary  ancl-lmperlallac  organization,  haa  and  will 
continue  to  engage  In  armed  accacka  on  military,  police  and  government  InatallaC iona/per¬ 
sonnel  and  on  death  merchanCa,  both  military  contractors  and  corporations  engaged  in 
oppression  of  the  People  and  exploitation  of  our  resources. 

These  attacks  have  taken  various  forms.  The  method  addressed  by  this  notice  is  Che 
use  of  bombs/explosive  devices.  It  is  NOT  Che  intention  of  Che  United  Freedom  Front  to 
hurt  any  innocent  civilians  end  workers  and  it  has  been  our  procedure,  when  applicable,  to 
give  sufficient  warning  for  evacuation  of  buildings  and  to  use  other  methods  to  minimize 
the  chance  of  personal  injury.  The  following  precautions/procedures  must  be  observed: 

A. )  WHEN  A  NOTICE  HAS  BEEN  RECEIVED  THAT  A  BUILDING/INSTALLATION  HAS  BEEN  TARGETED  FOR 
BOMBING  -  IMMEDIATELY  EVACUATE  ALL  CIVILIANS  AND  WORKERS  -  GET  OUT  OF  THE  BUILDING! 

REMOVE  YOURSELF  FROM  THE  VICINITY  -  STAY  A  CONSIDERABLE  DISTANCE  AWAY  FROM  THE  BUILDING! 

B. )  NOW  IS  THE  TIME  TO  MAKE  SURE  THAT  YOUR  BOSSES  OR  BUILDING  MANAGERS  HAVE  A  WELL 
WORKED  OUT  AND  TESTED  PROCEDURE  BY  WHICH  YOU  AND  YOUR  CO-WORKERS  ARE  IMMEDIATELY  NOTIFIED 
OF  THE  BOMB  WARNING  AND  ALLOWED/ INSTRUCTED  TO  EVACUATE  THE  BUILDING  AT  ONCE! 

C. )  DO  NOT  TOUCH  OR  HANDLE  ANY  UNATTENDED  PACKAGES,  BAGS,  BRIEFCASES,  SUITCASES,  HAND¬ 
BAGS,  BOXES.  ETC.!  OBSERVE  ANY  EXPLICIT  WARNINGS  ON  SUCH  PARCELS. 

This  notice  is  being  distributed  to  various  media,  unions,  workers  groups  and  community 
organizations.  Please  t.y  to  see  to  it  that  this  notice  is  read  by  as  many  people  as  posslbl. 

U.S.  In'.oerlalisro's  tentacles  reach  throughout  the  world,  causing  suffering  and  death. 

In  Central  Amerlch,  Nicaragua  and  El  Salvador  are  Just  two  countries  where  the  American 
government  is  Crying  to  destroy  the  struggle  of  People  for  their  Freedom.  There  are  many 
more:  Puerto  Rico,  South  Africa,  the  Fhllllpines,  Lebanon,  etc.,  etc.  The  U.S.  government 
and  war  profiteer  corporaClona  not  only  taka  the  aids  of  Che  faaclaCa,  but  they  often 
engineer  events  so  one  murderous  gang  of  generals/fascists  after  another  become  the  dictacur . 
of  these  countries. 

We  are  in  a  unique  position,  being  In  Che  U.S.  -"the  heart  of  Che  beast"-  to  strike 
a  blow  for  the  liberation  of  People  everywhere,  Including  in  thla  country  where  millions 
are  cold  and  hungry,  without  Jobs,  adequate  healthcare  or  houalng;  where  racist  attacks 
against  our  People  of  color  are  a  dally  brutal  reality;  where  fascists  calling  themselves 
police  and  correctional  officers,  swat  teams  and  task  forces  commit  acts  of  torture  and 
murder  dally  against  our  People.  As  long  as  these  conditions  and  Che  system  that  created 
them  exist,  there  will  be  popular  opposition  and  we  will  be  part  of  It  I 
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ill  llidir  inoviuiKinl  to  the  .siilnirlis,  in  that  pattern  of  activ¬ 
ity,  and  it  is  also  clear  from  informants  that  we  have  had, 
turnarounds,  and  undercover  oiierations  that  we  have 
run.  They  can  be  put  off  hy  visible  security.  I  liavc  even 
told  peoiile  in  private  security,  “If  you  are  thinking  about 
putting  oiie  of  those  TV  cameras  outside,  you  don’t  even 
have  to  put  in  the  camera,  just  put  the  housing  up.  Make 
it  look  like  you  have  a  camera,  and  that  will  be  a  deter¬ 
rent."  'I’liat  kind  of  thing  will  pul  them  off. 

In  the  IBM  case,  the  most  recent  one,  IBM  was  a 
renter  in  an  office  complex.  The  security  guard  went  off 
duly  at  10  i).m.  and  there  was  no  replacement.  The  bomb 
went  off  at  10:40  p.m.  The  first  call  was  at  10:10  and  the 
second  c:all  was  at  10:20.  They  were  clearly  watching  the 
device  go  off.  They  knew  in  advance  that  the  guard  was 
going  off  at  10  o’clock.  They  do  their  homework  and  you 
c;an  help  to  defeat  them  hy  watching  for  thcmi. 

Intelligence  is  helpful.  I  wouldn’t  recommend  that 
everybody  start  his  own  intelligence  unit,  but  an  evalua¬ 
tion  doesn’t  have  to  be  terribly  sophisticated.  All  you 
need  to  do  is  pay  attention  to  what’s  going  on;  look  at 
yourself  and  see  whether  or  not  you  become  a  target  for 
these  people.  Remember  that  for  any  successful  terrorist 
operation,  they  need  certain  things.  They  need,  as  I  said 
before,  a  symbolic  target,  but  they  also  need  a  certain 
amount  of  logistics  and  support. 

1  don’t  anticipate  the  Puerto  Ricans  going  out  and 
working  on  the  West  Coast  and  I  don’t  anticipate 
Chicanos  working  in  New  York  City.  They  don't  have 
the  logistics,  they  don’t  have  the  safehouses,  they  don’t 
have  the  support  network.  They  work  where  they  have 
c  base  of  support.  They  can  only  range  so  far  from  their 
ov  m  base  of  operation.  And,  in  fact,  I  think  it  was  in  the 
Honeywell  communique  from  United  Freedom  Front 
that  they  said  they  were  going  to  continue  to  operate  in 
the  Northeast.  They  are  very  specific  about  that.  They’re 
going  to  go  after  defense  contractors,  but  in  the  North¬ 
east.  So,  if  your  plant  is  in  the  Southwest,  you  don’t  have 
to  worry  about  the  United  Freedom  Front. 

Those  kinds  of  intelligence  are  publicly  available.  All 
of  that  has  been  in  the  New  York  Times.  It’s  nothing  that 
you  have  to  have  a  sophisticated  intelligence  operation 
to  find  out;  it’s  just  a  matter  of  carefully  reading  what 
is  already  available. 

Physical  security  is  always  beneficial,  particularly 
where  it  is  visible,  and  they  can  be  deterred  by  it  becau.se 
we  know  they  do  their  surveillances.  Personal  security, 

I  don’t  see  a  real  need  for  in  this  country  if  you’re  talk¬ 
ing  about  terrorism.  As  I  said  before,  assassination  has 
not  been  that  e:ommon.  The  only  assassinations  in  this 
country  have  been  directed  at  political  or  diplomatic 


figures  and  that  is  not  your  problem,  that’s  .somebody 
else’s  problem.  I  don’t  see  them  going  after  corporate 
heads  because  they  say  very  clearly  in  their  communi¬ 
que  that  they  won’t  go  after  civilians.  Military  and  police, 
they  may,  but  that  would  probably  be  more  likely  in  con¬ 
nection  with  one  of  their  usual  activities,  such  as  a 
bombing. 

If  you  want  to  keep  your  guards  on  the  alert,  you 
might  mention  that  to  them.  If  terrorists  put  a  device 
down  in  a  military  installation,  they’re  not  going  to  worry 
about  whether  there’s  a  uniformed  guard  there  or  not. 
They  will  ho  concerned  if  there  is  a  civilian  guard,  but 
not  if  he’s  military.  Thai’s  very  clear  in  Communique  #6. 

A  good  question  came  up  last  night:  “What  would 
you  identify  as  your  biggest  problem  in  security?”  My 
sense— and  it’s  the  sense  of  some  other  people  I’ve 
spoken  to,  particularly  people  in  the  Secret  Service — is 
that  the  most  difficult  problem  we  face  is  not  that  of  get¬ 
ting  good  |)eople  or  training  good  people  or  putting 
together  a  good  program,  but  it  is  keeping  the  level  of 
interest  up  in  your  human  element.  It’s  a  very,  very  dif¬ 
ficult  problem,  and  it  occurs  across  the  board.  For  ex¬ 
ample,  in  New  York  City,  take  a  cop  who  works  Harlem 
for  years,  makes  gun  collars,  narcotics  arrests,  shootings 
become  routine;  his  guard  becomes  relaxed  and  that's 
when  he  becomes  vulnerable.  The  uniformed  member 
of  the  Secret  Service,  walking  in  the  Rose  Garden  at  2 
o’clock  in  the  morning,  can  very  easily  become  lax  and 
complacent.  That’s  what  I’m  talking  about:  How  do  you 
keep  up  that  level  of  interest;  how  do  you  keep  up  that 
level  of  alertness? 

1  don’t  have  the  answer,  I’m  raising  the  question.  I 
have  the  physical  security  for  both  City  Hall  and  Grade 
Mansion,  the  Mayor’s  residence,  so  1  know  the  problem. 
I  have  people  in  my  office  who  have  been  doing  dignitary 
protection  work  for  20  years.  Every  day  they  go  out  with 
different  dignitaries— the  Turkish  Consul  General  today, 
and  maybe  the  President  tomorrow,  and  maybe  the  Presi¬ 
dent  of  France  the  next  day— and  to  them  that  has 
become  routine.  It’s  hard  for  me  to  motivate  them.  It’s 
hard  for  me  to  make  them  think  that  this  is  the  night  that 
so  nothing  may  happen.  This  may  not  be  very  helpful, 
but  I  want  to  make  you  think.  It  is  a  problem  and  I  don’t 
know  how  to  solve  it. 

We  try  all  kinds  of  tricks.  On  the  way  out  the  door 
we  have  horror  pictures  of  prior  assassinations,  and  we 
have  mottos  and  slogans  and  retraining  and  so  forth,  but 
there’s  always  that  doubt  in  my  mind  that  the  man’s 
guard  might  be  lax  when  it  is  needed  most.  1  don’t  have 
the  answers,  and  I’d  like  you  to  think  about  what  can 
be  done. 
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I  liavo  hccn  looking  over  somo  ol  the  intornalional 
slalislics  on  terrorism,  and  have  encountered  great  varia¬ 
tions  of  nurnliers  in  the  full  scope  of  data  kept  by  dif¬ 
ferent  people.  Nobody  c:ounts  the  same  way,  and  very 
f(!\v  peoph;  outside  of  govornnumt  define  terrorism  the 
same  way.  I^eoph;  who  have  to  read  a  great  deal  about 
teriorism  could  find  it  an  advantage  to  stick  to  one 
source. 

Acc:ording  to  the  Doi)artment  of  State,  in  the  last  .‘i 
year.,  there  hav(!  been  1,559  international  terrorist  in¬ 
cidents  involving  U.S.  citizens  and  property  as  targets. 
These  incidents  inc.Iude  the  Beirut  Marine  barracks 
bombing.  In  that  period,  312  U.S.  citizens  have  been 
killed  and  212  wounded. 

In  the  period  1973  through  1982,  the  total  numbers 
ol  international  victims  of  terrorism  have  been  3,500 
killed  and  7,000  wounded.  Bombings  have  fluctuated  in 
tin;  50  to  75  percent  range  as  the  cause  of  terrorist  acts 
(uicli  yi'ar,  and  more  than  a  third  of  deaths  from  terrorist 
acts  have  been  attributed  to  bombing. 

bet  us  go  back  a  few  months  to  a  Sunday  in  October. 
A  yellow  Mercedes-Benz  stake-bed  truck  carrying  one 
person  accelerated  through  the  public  parking  lot  south 
of  the  headquarters  of  the  U.S.  Marines’  multinational 
force  compound  at  Beirut  Internationa!  Airport. 
Everybody  is  too  familiar  with  what  happened  then.  The 
truck  crashed  through  both  barbed  wire  and  concertina 
fence,  went  between  two  Marine  guardposts  without  be¬ 
ing  fired  on,  went  through  another  open  gate,  steered 
around  one  sewer  pipe  barrier  and  between  two  others, 
ran  over  the  sergeant-ot-the-guards  sandbag  booth  at  the 
building’s  entrance,  and  actually  penetrated  the  lobby 
d  ’III'  k.  bl'O,  i1  J|*|  jyOod  W.  it!  «  tidi'i' 

(Hiuivalent  to  more  than  12,000  pounds  of  TNT. 

Most  of  the  personnel  within  the  building  were 
aslee|)  as  the  facility  was  ripped  from  its  foundation  and 
then  imploded  upon  itself.  Again,  we  are  too  familiar 
with  the  figures:  241  military  personnel  killed,  more  than 
t0(J  others  wounded. 

Only  0  months  earlier,  another  vehicle  bomb,  a 
l)icku|)  truck  laden  with  explosives,  had  driven  into  the 
U.S  embassy  in  Beirut  and  detonated.  That  time  17 
Americans  and  40  foreign  nationals  died  and  another 
l00-|)lus  were  wounckid. 

F’ollowing  the  Beirut  bombing,  in  Uecimiber  there 
were  multi[)le  bombings  in  Kuwait,  again  involving  v(;hi- 
cle  bombs.  Again,  an  American  embassy  was  severely 
damagi.’d. 


On  November  15,  a  U.S.  Navy  captain  was  assas¬ 
sinated  in  Athens.  On  )anuary  18,  the  president  of  the 
American  University  of  Beirut  was  assassinated.  On 
February  15,  Ambassador  Ray  Hunt  was  assassinated  in 
Italy,  and  today  another  U.S.  military  person,  a  sergeant 
assigned  to  the  Joint  U.S.  Military  Assistance  Group  in 
Athens,  where  the  Navy  captain  also  was  assigned,  was 
shot  and  wounded  while  making  his  courier  rounds.  In 
addition,  terrorist  factions  in  Lebanon  are  now  holding 
captive  three  Americans,  including  the  embassy’s  politi¬ 
cal  officer,  William  Buckley.  All  were  kidnapped. 

Now,  decisionmakers— and  not  only  those  who  sit 
at  the  very  top  at  the  National  Security  Council  level,  but 
also  those  at  other  levels— have  to  ask  questions:  What 
is  terrorism?  How  do  you  define  it?  When  does  a  specific 
act  fit  within  definitions,  and  when  doesn’t  it?  How  does 
the  government  protect  against  that  specific  kind  of  act? 
Furthermore,  they  must  think  about  the  institutions  they 
are  dealing  with,  because  they  need  to  know  not  only 
how  to  govern  their  own  troops  and  run  their  own  agen¬ 
cies,  but  also  how  these  other  people,  who  should  be  hav¬ 
ing  an  interplay  with  them,  approach  the  subject. 

My  view  is  that  we  have  basically  five  institutional 
perspectives:  diplomatic,  intelligence,  law  enforcement, 
military,  and  security,,^rve  broken  security  out  separately 
because  it  r\ins  acros'S  the  breadth  of  other  forms  of 
government  establishments.  To  combat  terrorism,  all 
these  institutions  work  within  a  framework  of  inter¬ 
agency  groups  and  connections,  but  they  also  bring  their 
own  particular  dif!Ciplit.«s,  profosskinal  training,  and 
conceptual  perspectives  to  the  problem. 

r‘i*t  witMlkt  dJ  guud  nor  dlbad  ' 

deal  can  be  learned  from  institutional  perspectives.  They 
are  the  normal,  bureaucratic  responses  of  agencies  of 
government  and  these  different  groups  within  them— 
the  diplomats,  for  instance,  or  law  enforcement  agents. 

On  a  local  level,  consider  police  departments.  They 
have  well-established  missions.  They  are  circumscribed 
with  jurisdictional  and  legal  structures  and  managed 
within  powerful  political  environments,  whether  inter¬ 
national  or  domestic,  federal  or  local.  Equally  important, 
they  have  battle-tested  ways  of  accomplishing  their  mis¬ 
sions.  They  have  historiej  of  the  ideas  and  methods  that 
work  and  they  also  have  histories  of  the  things  that  have 
failed.  In  addition,  they  have  experience  with  shifting 
perceptions  of  political  and  legal  acceptability  and  of  the 
legitimacy  of  the  programs,  as  well  as  the  seemingly 
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piiif’inatic  ini!fsiii(is  iluiy  liavo  takan  lo  combat  various 
prol)loms. 

Added  lo  all  ol  those  characteristics  are  police 
departments’  well-seasoned  suspicions  of  the  often  new 
|)riorities  and  program  emphases  which  follow  upon  llu; 
Iranslers  of  political  power  and  the  transient  assigii- 
immls  of  political!  apiioinlees.  These  factors— these 
characteristic  institutional  perspectives— are  essential 
elements  of  the  policymaking  jirocess;  in  responding  to 
the  terrorism  phenomenon,  we  would  minimize  them  at 
our  peril. 

llltiniately,  the  wisest  of  [lolicies  must  he  executed 
hy  the  institutions  of  government.  Even  special  organiza¬ 
tions  which  may  he  established  to  concentrate  on  achiev¬ 
ing  such  policies  will  he  only  additional  elements  in  the 
picture.  'They  probably  will  he  composed  of  memhers  of 
the  "system”  and  will  have  to  rely  upon  the  mainstream 
organizations  for  support,  for  removing  impediments  to 
execution,  and  for  consistent,  coordinated  movement 
toward  the  policy  objectives. 

Eel  us  consider  the  specific  group  perspectives:  The 
diplomats  have  an  obvious  reason  lo  exist— to  prevent 
or  resolve  conflict  without  the  use  of  force.  They  look 
to  international  agreements,  conventions,  and  under¬ 
standings.  (lertainly  that  has  been  the  focus  of  our 
Department  of  Stale  since  the  first  planning  group 
formed  to  deal  with  international  terrorism  was 
established,  immediately  following  the  Munich 
massacre. 

The  intelligence  community  is  seeking  knowledge, 
assessment,  prediction,  and— I  think  both  for  itself  and 
for  its  consumers— understanding  and  warning. 

The  law  enforcement  community,  with  which  the 
other  elements  of  gov(!rnment  are  not  always  familiar, 
views  terrorism  or  terroristic-type  events  through  the 
concept  of  mimes  and  in  the  milieu  of  our  legal  system. 
Investigations,  arrests,  prosecutions,  and— crossing  into 
the  international  sphere— extraditions  and  exchanges  of 
information  with  organizations  such  as  Interpol  are  the 
ehmienls  with  which  they  deal. 

When  we  get  into  the  more  specific  rehwance  of  law 
enforcement  to  terrorism  itself,  or  terroristic  incidents 
such  as  hoslage/harricade  situations,  law  enforcement 
traditionally  thinks  in  terms  of  saving  lives.  That  hap¬ 
pens  ])artly  because  we  have  learned,  through  hard  ex- 
perience,  that  negotiations  in  hostage  situations  usually 
work  out,  and  partly  because  we  have  legal  standards 
of  the  reasonable  and  prudent  use  of  force  under  which 
we  have  to  operate  in  a  domestic  legal  environment, 


Over  the  last  12  years,  the  military  as  a  whole  has 
tended  lo  think  about  terrorism  as  an  overall  |)henome- 
non,  as  a  military  threat,  especially  when  you  get  lo  the 
level  of  the  Department  of  Defense  and  the  joint  Ohiefs 
of  Staff,  I  suggest  that  U.S,  capabilities  and  overall 
readiness  also  have  been  their  concern  when  thinking 
about  what  the  military  has  lo  do.  Other  focuses  in  the 
military  mind  have  been  the  military’s  role  in  the  con¬ 
tinental  United  Slates  or  territories  and  in  what  kinds 
of  situations  domestic  military  use  is  justified.  This  must 
he  a  consideration  of  the  extremes  of  irossihle  terrorist 
acts,  such  as  the  theft  of  a  nuclear  weaium  or  a  takeover 
of  a  nuclear  weapons  development  facility. 

Those  concerns  have  nothing  to  do  with  the  cai)a- 
hililies  of  the  United  Stales  military  lo  mount  a  rescue 
operation  of  American  hostages  wherever  they  may  be. 
That  is  a  separate  aspect  of  what  has  been  developed  in 
the  military  environment,  starling  in  1978.  I  do  not  think 
that  as  a  whole  we  have  had  a  unified  view,  within  the 
military  establishment,  of  terrorism  as  a  national  security 
threat. 

Security  people  look  at  terrorism  in  terms  of  preven¬ 
tion,  escape,  damage  limitation,  and  containment.  Those 
things  all  have  lo  be  dealt  with:  all  have  to  bo  taken  into 
account  when  we  are  deciding  what  should  and  should 
not  he  done  about  terrorism. 

We  started  off  the  day  with  a  low-key  CSIS  view  of 
the  problems  in  the  world  to  come.  I  can’t  say  that  the 
bureaucratic  establishments  of  the  government  have 
necessarily  dealt  with  all  of  those  problems.  On  the  other 
hand,  I  have  a  few  good  words  for  all  of  the  agencies. 
We  haven’t  really  done  so  badly,  notwithstanding  the 
disaster  at  the  Marine  headquarters,  notwithstanding 
that  more  than  40  i)ercent  of  all  of  the  international  ter¬ 
rorist  incidents  involve  U.S.  interests.  I  don’t  think  we 
have  done  nearly  as  badly  as  is  sometimes  suggested. 
There  is  inertia  in  government  and  in  bureaucracies,  and 
no  matter  how  much  dramatic  programs  are  recom¬ 
mended,  no  matter  how  much  they  are  pressed,  that 
built-in  inertia  is  hard  to  overcome.  It  is  difficult  to  prove 
that  the  old  standard  ways  don't  work.  Unfortunately  one 
of  the  ways  of  [jroving  that  is  lo  lake  casualties.  We’ve 
dom;  that  and  I  think  it  now  has  tin;  attention  of 
bureaucracies. 

What  the  various  agencies  have  done  has  been 
mainly  good.  We  have  taken  ac;tions.  The  intelligence 
communty  has  been  focused  on  detecting  terrorists.  Law 
enforcement  agenc:ies  have  been  investigating  crimes 
that  appear  to  he  terrorist  crimes  or  involve  terrorist 
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organizations.  Onn  can  dcbato  whothcr  the  jrriorities 
have!  always  been  timely  enough,  but  they  are  there  now 
and  they  hr.ve  been  in  plac;e  lor  some  time.  The  FBI  made 
terrorism  one  of  its  four  principal  priorities  in  October 
1982.  Very  recently,  the  FBI  has  established,  in  operating 
fashion,  the  hostage  rescuie  team  known  as  URT.  They 
have  also,  in  an  investigative  sense,  done  severe  damage 
to  terrorists  within  the  United  States,  primarily  domestic 
groups  but  also  groups  that  have  international  connec¬ 
tions,  like  the  |ustice  (Commandos  of  the  Armenian 
(hmocidc!. 

Those  steps  represent  progress.  I'hey  are  deliberate 
efforts  to  deal  with  the  problem.  We  also  have  systems 
in  which  tin;  FBI  and  others  participate  to  handle  nuclear 
threats  and  nuclear  emergencies.  Th  :re  is  a  mecha¬ 
nism— perhaps  not  the  best  that  it  could  be,  but  develop¬ 
ing  and  maturing— to  respond  to  chemical  and  biological 
threats.  We  have,  as  I  said,  the  FBI  hostage  rescue 
capability,  and  we  have  a  military  hostage  rescue 
cajjability. 

Through  the  last  2  years  of  work  on  security  plan¬ 
ning  for  the  1984  Olympics,  we  now  have  the  opportun¬ 
ity  for  new  relationships,  new  cooperative  efforts  among 
the  Federal  agencies,  and  State  and  local  elements  to  deal 
with  terrorism  on  the  domestic  scene.  We  hope  that  the 
information  exchanges,  the  agreements  that  have  been 
reached  among  agencies,  and  the  exercises  they  have 
gone  through  are  going  to  broaden  the  capability  of  the 
United  States  and  its  State  and  local  governments  to  deal 
with  terrorism  should  it  occur  in  the  United  States. 

On  the  external  side,  one  of  the  results  of  the  Beirut 
bombing  was  a  recommendation  that  development  of  a 
military  infusion  center  to  deal  with  terrorism  be  con¬ 
sidered.  At  least  one  of  the  intelligence  elements  of  the 
Ucjpartment  of  Defense  is  already  working  on  that  con- 
c:ept.  (imtaiidy,  if  that  is  the  right  way  to  address  ter¬ 
rorism  (and  I'm  not  saying  without  further  examination 
that  that  is  the  way),  it  has  to  be  integrated  with  other 
things  that  are  being  done  to  deal  with  terrorism, 
especially  with  the  efforts  under  the  Central  Intelligence 
Agency  auspices.  Ultimately,  the  Director  of  Cmntral  In- 
tcslligence  is  res[)onsiblo  for  all  of  our  foreign  intelligence 
capabiliti(!s,  but  we  cannot  ignore  the  necessity  of  in¬ 
tegrating  our  efforts.  The  impetus  for  them  is  beneficial. 
The  Government  is  not  falling  on  its  face  on  the  subject. 

We  also  have  legislation.  The  action  to  be  taken  is 
not  vciiy  dramatic,  but  legislation  is  being  developed  to 
deal  with  terrorism.  Two  of  the  bills  do  little  more  than 
have  the  United  States  Government  support  international 


conventions  (to  which  it  has  been  a  signatory  for  some 
time)  that  deal  with  terrorists,  protection  of  diplomats, 
and  aircraft  hijackings.  Two  other  bills  address  the  prob¬ 
lem  of  American  citizens,  or  others  on  U.S.  soil,  who  get 
involved  in  ventures  external  to  the  United  States  that 
support  terrorism.  The  fifth  bill  provides  for  money  to 
be  available,  not  simply  for  the  payment  of  informants, 
but  to  make  cash  awards  to  people  who  provide  infor¬ 
mation  to  the  United  States  in  international  terrorism 
incidents.  That  has,  through  a  less  than  formal  system 
in  the  past,  been  beneficial:  it  permitted  at  least  one  U.S. 
citizen  who  had  been  kidnapped  to  be  rescued  safe  and 
well  because  of  information  received. 

On  the  other  hand,  things  are  not  perfect.  If  they 
were,  we  might  not  have  had  the  destruction  of  the 
Marine  headquarters.  Ambassador  Hunt  might  not  have 
been  killed.  We  might  not  have  had  another  member  of 
the  JUSMAG  in  Athens  shot  today,  we  might  not  have 
had  a  political  officer  from  our  embassy  and  two  other 
Americans  kidnapped  and  missing  in  Lebanon  at  this 
time.  We  might  not  have  had  the  explosions  in  Kuwait. 
And  we  might  have  a  bettor  sense  of  how  to  deal  with 
the  deluge  of  terrorist  threats  that  are  constantly  com¬ 
ing  in. 

There  is  a  problem  with  the  Beirut  bombing  that 
portends  a  lot  more  effort  on  the  U.S.  Government’s  part. 
There  is  very  possibly  a  perception  of  U.S.  vulnerabil¬ 
ity,  greater  than  actually  exists,  to  the  successful  acts  of 
terrorism  and  their  ability  to  influence  our  national 
policy.  The  withdrawal  of  the  Marines  from  Beirut, 
whether  predicated  upon  a  decision  that  any  further 
losses  would  be  unacceptable  because  of  the  bombing 
of  that  headquarters  or  whether  predicated  on  a  mix  of 
other  national  security  reasons,  is  still  easily  suscepti¬ 
ble  to  an  interpretation  that  it  was  the  result,  almost  ex¬ 
clusively,  of  a  failure  of  U.S.  foreign  policy  because  our 
Marines  were  killed.  It  has  been  so  interpreted  by  a  great 
proportion  of  the  press. 

That  is  one  of  the  perceptions  that  we  are  going  to 
have  to  deal  with.  Other  things  that  we’re  dealing  with, 
some  of  which  have  arisen  out  of  Lebanon  and  others 
which  have  not,  are  the  increased  targeting  of  American 
diplomats  and  American  military  personnel;  a  targeting 
of  Americans  because  they  are  Americans;  and  a  greater 
targeting  of  people  versus  property. 

Those  tendencies  are  mixed  in  with  other  ominous 
long-term  trends.  There  are  more  serious  threats  to 
human  life  from  terrorism  than  there  have  been  pre¬ 
viously.  There  are  more  assassinations,  there  have  been 
more  mass  casualty  attacks,  there  is  a  global  geographic 
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si)r(!ii(l,  lluMc  is  lliis  |)li(3nonu)iu)n  (iind  quilo  apparonlly 
a  growing  i)li(;iu)mL'iu)n)  ol  slalo-.sponsored  terrorism, 
and  there  are  more  terrorist  groups  oi  smaller  sizes, 
meaning  they  are  more  dilTieult  to  iienetrate  and  more 
dilTicult  to  identil’y. 

The  U.S.  experience  in  Lehanon  has  introducerl  a 
new  factor  that  we  have  now  dealt  with  on  more  than 
one  occasion:  suicidal  terrorism.  We  are  also  dealing 
with  religious  fanaticism  and  with  religious  fanaticism 
mixiid  with  |)olitical  ohjectives.  This  is  a  now  force  in 
the  i)henomenon  of  terrorism.  In  contrast  to  the  targeting 
of  IJ.S.  military  jKusonnel  hec:ause  they  are  part  of  U.S. 
armed  forces,  we  have  now  had  the  targeting  of  a  par¬ 
ticular  military  force— the  actual  (mtily  there;  to  e;arry  out 
a  mission— and  that  is  new. 

We  have  also  had,  in  that  very  event,  the  u.se  of  a  very 
unconventional  means  of  violenc;(;  against  a  conventional 
military  force.  The  fact  that  the  conventional  military 
lui  (,e  was  in  an  uncionvenfitmal  joh  docs  not  change  the 
fact  that  we  have  had  a  shift  in  the  kinds  of  things  that 
k'iTr+riUF;  'tre  tkr+Hg  'Hhi  lu  yrR:'e#l':ike  M  is 

an  aspect  that  cannot  be  ignored,  because  it  has  occurred 
(;ls(;where.  The  very  attacks  that  we  have  been  suscep¬ 
tible  to  have  also  been  u.scd  against  the  French.  Thus  the 
w(;a|)on  is  not  exclusively  an  anti-U.S.  measure. 

There  has  al.so  been  one  other  change  from  Lebanon: 
U.S.  national  political  will  was  tested,  and  it  can  be 
pen.eivcd  that  the  te.sting  of  that  will  was  suctamsful.lJn 
the  other  hand  again,  we  have  to  be  cautious  about 

plans  and  strategies  should  not  now  begin  to  be  devised 
with  Lebanon  as  the  predicate.  1  have  very  mixed  feel¬ 
ings  about  the  events  there.  I’ve  just  listed  the  things  that 
I  think  are  changes  and  these  may  be  very  significant 
changes.  They  may  shift  the  whole  framework  of  ter¬ 
rorism.  On  the  other  hand,  it  is  a  unique  environment. 
It  is  civil  war  overlaid  with  religious  divisiutis.  A  vari 
ety  of  foreign  forces  are  occupying  Lebanon  for  different 
'I’fiere  ii  (tinjor  e^les  ilnJ  MJale  wipflcflfuf  iifioU' 
of  those  forces  even  though  the  state  itself  does  not  have 
trooijs  in  there;  that's  obviously  Iran.  And,  we’ve  also 
had  our  own  forces  and  other  troops  of  the  multinational 
force  there;  in  a  noncombat  posture. 

Now,  what  floes  all  of  this  have  to  do  with  [jolicymak- 
ing  in  tin;  ar(;a  of  tt;rrori.sm?  One;  thing  that  is  apparent 
i;  th;tt  changer  :ire  Ireing  l:dkf;rl  alM»ut  ami  ;tre  iKiginnitig 
to  occur  in  the  Federal  Government.  The  changes  are 
I’jtniif’  III  jti'i'ii^%nU  nC  tin;  sfifmtmrtl  LtixILtUtlionll 

int(;rest.s  I’ve  mentioned.  The  policymakers  have  to 
understand  that  the  changes  are  likely  to  he  far-reaching, 


and  they  also  have  to  realize  that,  while  on  an  agency- 
hy-agency  basis  we’ve  been  pretty  good  up  to  now,  one 
cannot  suggest  that  that  is  good  enough.  There  has  been 
cooperation,  there  has  been  joint  planning,  but  we  need 
more.  The  shifts  in  the  terrorist  phenomenon  that  wo  are 
seeing  imply  that  we  have  to  have  a  much  closer  integra¬ 
tion  of  our  plans,  our  policies,  and  the  methods  that 
the  Federal  Government  plans  to  use  in  countering 
terrorism. 

The  President  and  the  National  Security  Council  can 
develo])  dramatically  important  policy  on  how  to  deal 
with  terrorism,  but  policy  is  basically  a  statement  of  prin- 
ciplcs  and  attitudes.  That  would  not  be  sufficient.  We 
have  to  have  strategy  and  it  has  to  be  an  integrated  na¬ 
tional  strategy  to  start  carrying  out  that  policy.  The  de¬ 
cisionmakers,  the  policymakers,  and  the  various 
elements  of  government  have  to  start  attempting  to  pull 
tho.se  disparate  elements  together  and  coordinate  their 
plaiming  effoTfs. 

I  am  not  suggesting  that  we  need  another  agency  to 
ilij I’li  Tit  nJt Hill’s ihv  tti'LfTit  giArifnllwiit  "Vr- 
tions;  The  first  time  it  decides  that  a  phenomenon  which 
has  existed  for  some  time  has  become  a  crucial  problem, 
somebody  starts  reorganizing.  I’m  really  not  in  favor  of 
that.  If  people  make  some  change  in  what  they  have,  that 
may  be  very  beneficial.  Maybe  get  rid  of  something?  That 
may  be  helpful.  To  put  a  couple  of  things  together,  that 
Jiiay  also  fje  a  good  idea.  This  does  iiof  meaii  ifral  we  Tieed 
some  new  body,  as  many  observers  have  suggested,  to 
of  fi-rr,  J-fp','  First  t  f  ’.lU  frWti  t-’w  v+.'fy 
legal  limitations  I’ve  mentioned  in  dealing  in  these  dif¬ 
ferent  environments;  they  don’t  all  fit  together  in  a  nice 
package  where  one  kind  of  person  and  one  group  of  per¬ 
sonnel  can  handle  the  problem.  We  do  have  to  integrate 
the  kind  of  activities  that  are  going  to  be  undertaken. 
Without  that,  we  will  not  have  strategy. 

We  also  need  a  much  wider  perspective,  a  perspec¬ 
tive  other  than  institutional.  Such  a  perspective  might 
pi.wibly  omurgu  ihr'Htgh  Ihn  Niliratt"]  .‘iro'utliy  njcuiicil 
apparatus.  I  would  call  it  a  national  security  perspective. 
We  have  to  take  into  account  the  different  measures.  We 
cannot  look  only  to  military  solutions,  whether  state- 
sjTonsored  terrorism  is  the  specific  threat,  or  whether  it’s 
state-sponsored  terrorism  in  other  forms,  or  simply  well- 
organized  terrorism.  Military  responses  alone  are  not  go¬ 
ing  Ui  Ik;  sufficient,  Wc  ar«  goiiig  to  fiavv.  to  deaf  with 
terrorism  as  a  law  enforcement  problem  domestically, 
wv  (ii»>  to  hiitm  to  diiiJl  with  i I  ei  a  law  i,iifi>rja»- 
ment  problem  in  other  countries  we  work  with,  and  we 
are  going  to  have  to  continue  to  work  through  diplomatic 
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moans.  Without  that  ooncertocl  approach,  wo  will  never 
roach  tho  kind  of  agroomonts  wo  need  cither  to  execute 
military  options  in  a  manner  that  will  ho  acf;eptable  or 
to  have  law  enforcomont  cooperation  in  a  manner  that 
really  addresses  the  phenomenon. 

In  addition,  when  seeking  a  better  means  of  address¬ 
ing  terrorism,  we  have  to  go  hack  and  look  at  Lebanon 
and  all  the  other  shiftff  that  we  have  seen  in  the  terrorism 
phenomenon  since  1972.  1  don’t  count  the  years  before 
1972,  because  despite  the  fact  that  lots  of  incidents  of 
liirrorism  occurred  around  the  world,  despite  the  fact 
that  we  had  our  own  domestic  groups  which  could  be 
termed  to  be  committing  terrorist  acts,  the  U.S.  Govern¬ 
ment  didn't  start  calling  these  activities  terrorism  until 
after  the  Munich  massacre. 

Some  of  the  things  that  the  policymakers  and  the 
operational  personnel,  the  intelligence  analysts,  the  law 
enforcement  personnel  are  going  to  have  to  be  looking 
for  and  worrying  about  are  the  variables  of  terrorism. 
The  graph  of  terrorism  has  shovv'n  a  steady  escalation, 
with  some  peaks  and  some  valleys  but  a  gradual  upward 
creep,  in  all  of  its  dimension.s  over  its  years  of  existence. 
We  have  to  look  for  some  of  the  characteristics  that  are 
repeated  constantly  in  terrorism  and  other  acts  of  shock¬ 
ing  violence.  We  have  now  had  a  number  of  vehicle 
bombings  and  we  have  also  had,  as  a  result  of  that  tech- 
niciue,  mass  casualties.  We  may  not  have  more  vehicle 
bombings,  we  may  not  have  copycats,  but  we  may  have, 
now  that  the  threshold  of  taking  large  numbers  of  lives 
in  a  single  act  has  boon  crossed,  more  attempts  to  inflict 
mass  casualties,  whether  on  U.S.  military  personnel, 
other  U.S.  interests,  or  civilians. 

We  also  have  to  look  at  some  of  the  other  political, 
military,  and  cultural  factors  that  are  present  in  the 
world,  and  their  relationship  to  terrorism,  particularly 
wlnm  w(!  bring  in  concern  over  state-sponsored 
terrorism. 

Somewhere  in  the  spectrum  of  what  political  scien¬ 
tists  might  refer  to  as  unconventional  or  low-level  con- 
llict,  terrorism  falls  both  as  a  tactic  and  as  a  phenomenon 
in  itself.  Wo  have  to  look  at  other  events  with  that  in 
mind.  The  Iran-Iraq  war,  for  example:  Not  only  does  it 
offer  a  major  threat  to  national  security  interests  in  that 
whole  region,  but  it  also  has  a  direct  relationship  to  acts 
of  terrorism  we’ve  just  suffered.  Products  of  the  Iran-Iraq 
war  could  change  the  concepts  of  what  is  acceptable  for 
terrorists.  W(!  rec:ently  had  a  situation  in  which  there 
were  many  reports  of  Iraq  using  mustard  gas  and  at- 
lempling  to  assemble  the  facilities  to  produce  nerve  gas. 


We  have  also  had  seizures  by  the  U.S.  Customs  Service 
of  a  number  of  chemicals  destined  for  Iraq  that  could 
have  been  turned  into  nerve  gas  if  they  had  arrived. 

There  has  also  been  a  recent  publication  from  a 
private  group  on  the  question  of  chemical  weaponry  and 
biological  weaponry  as  “the  poor  man’s  alternative”  to 
the  atomic  bomb.  One  of  the  points  made  was  that  in 
Lebanon,  when  the  Israelis  invaded,  they  discovered 
documentation  and  other  proof  that  there  had  been 
Soviet  and  Eastern  bloc  training  for  terrorist  and  guer¬ 
rilla  forces  in  the  use  of  chemical  weapons. 

We  also  have  the  phenomenon  of  terrorism  mixed 
in  with  the  civil  war  that  is  ongoing  in  Central  America. 
In  addition  to  having  troops  fighting  irregular  guerrillas 
in  the  countrysides,  you  also  have  terrorists  in  the  cities 
committing  assassinations  of  political  personalities  on 
both  the  left  and  right.  That  phenomenon  is  also  an 
aspect  of  the  overall  problem  that  is  not  a  neat  fabric. 
It  is  not  readily  understandable,  it  is  not  readily  discern¬ 
ible  as  a  single  trend  or  a  single  problem  we  can  deal 
with  in  one  manner. 

We’re  also  going  to  have  to  deal  with  the  question 
of  other  technologies.  Will  a  terrorist  group,  especially 
a  state-sponsored  terrorist  group,  be  able  to  go  nuclear? 
Will  they  steal  a  nuclear  weapon?  I’m  not  going  to  get 
into  prediction,  but  a  lot  of  people  here  are  going  to  have 
to  worry  about  that  prediction. 

Overall,  through  an  integration  of  the  various  kinds 
of  viewpoints  that  government  agencies  bring  to  deal¬ 
ing  with  terrorism,  and  through  an  integration  of  the  ac¬ 
tivities  they  are  taking  and  the  policy  and  strategy 
developed  from  the  White  House,  we  are  going  to  have 
to  be  able  to  deal  with  a  changing  fabric  of  a  phenome¬ 
non.  When  we  can  do  that,  when  policymakers  realize 
that  that  is  the  direction  they  have  to  go,  we  will  be  on 
the  road  to  dealing  with  the  problem  as  an  entire  con¬ 
cept.  Until  that  time  we  are  going  to  have  agencies  doing 
their  own  jobs  fairly  well,  but  they  are  going  to  be  doing 
them  in  environments  that  are  too  independent  to  bring 
actions  together  in  the  most  effective  combination. 

A  comparison  of  terrorism  to  flies  and  cockroaches 
is  illustrative.  While  we  can  “swat  and  squash”  terrorists 
just  as  we  can  those  pests,  both  of  those  insects  are  vir¬ 
tually  ineradicable  and  also  have,  over  the  millenia, 
demonstrated  remarkable  adaptive  capabilities.  A 
mutant  terrorism,  like  a  mutation  of  the  fly  and 
cockroach,  may  produce  the  ultimate  survivor.  We  may 
need  a  great  deal  of  premutation  extermination.  _ 
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I'vi!  hiicii  gelling  qiioslions  ahonl  whal  does  Ihis 
word  piolcan  mean  and  why  I  am  using  il.  Well,  I  don’l 
rmnemher  where  I  learned  il,  bill  il  has  lo  do  wilh  Ihe 
monslor  from  Creek  mylhology  lhal  had  Iho  ahilily  lo 
change  forms  and  il  was  always  grolesquo.  I  don’l  think 
there’s  a  heller  descrii)lion  of  terrorism  anywhere  and 
il  saves  me  about  a  paragraph  of  discussion. 

Several  people  have  mentioned  that  almost 
everything  that  we  do  or  are  involved  in  is  a  matter  of 
percoi)tion.  What  I’m  going  to  tell  you  will  be  a  mailer 
of  perception.  Il  will  be,  in  part,  a  matter  of  my  percep¬ 
tions  and,  in  part,  of  the  perceptions  of  my  people  who 
work  around  the  world.  I’d  better  tell  you  that  I’m  the 
chief  of  physical  security,  not  the  direr  tor  of  security  of 
the  Agency,  and  that  does  include  the  safety  and  well¬ 
being  of  our  people  and  our  assets  all  over  the  world  as 
well  as  in  the  United  States. 

I  heard  a  story  which  I  think  will  illustrate  Ihe  issue 
of  i)erst)ectives.  It  involves  a  rabbi  and  a  priest  and  a 
minister  who  were  having  a  discussion  about  when  life 
begins.  The  priest  said,  “Morally,  life  begins  at  concep¬ 
tion,  there  is  absolutely  no  question  about  it.’’  The 
minister  said,  “Well,  I  think  it’s  an  established  scientific 
fact  that  life  begins  between  the  fifth  and  seventh  month 
after  conception.”  The  rabbi  hesitated  and  then  said, 
“Well,  you  both  have  a  point,  but  in  fact,  life  begins  when 
the  children  grow  up  and  leave  home  and  the  dogs  die.” 

So,  there’s  room  for  a  lot  of  different  perceptions  and 
what  I’m  going  to  bring  you  are  mine.  I’m  going  to  tell 
you  one  other  story.  I’m  not  sure  I  know  what  it  means. 
I’ve  thought  a  lot  about  it.  I’ve  asked  a  lot  of  people,  but 
I  do  know  that  it  has  to  do  with  the  fact  that  we  do  not 
understand  terrorism. 

Two  years  ago  on  an  Easter  Sunday,  I  was  sitting 
with  a  senior  |ordanian  military  officer  and  some  other 
people  on  a  picnic,  overlooking  the  Dead  Sea,  We  were 
talking,  and  I  said,  “You  know  what’s  wrong  in  the  Mid¬ 
dle  East?  I  know'  all  of  the  institutional  things  that  we 
read  and  I  studied  the  Bible  when  I  was  a  kid  in  Ten¬ 
nessee  and  so  on,  but  I  really  don’t  understand  it,  nothing 
I’ve  heard  or  any  jdace  I  go.”  So,  he  told  mo  a  story.  Ho 
said  that  it  was  an  Arab  story. 

One  day  a  tortoise  was  down  on  tbe  edge  of  the  Jor¬ 
dan  River  (those  of  you  who  have  seen  the  Jordan  know 
that  il  really  isn’t  a  very  big  stream  to  have  had  so  much 
to  do  as  it  has  had  over  the  years).  The  tortoise  was  get¬ 
ting  r4?ady  to  the  Jordan  and  a  st  oririor.  a  lieikliy 
sf:orpion,  came  u[)  and  said  to  the  tortoise,  “How  about 
giviug  iru'  4)  rtih*  'A'ct  Uj  ihn  iJhifr  .\arl  Uir- 

toise  said,  “I’d  like  to,  but  I  know  you  and  I  know  your 


reputation  and  we’d  gel  out  in  the  middle  of  the  river 
and  you’d  sting  me  and  I’d  drown.”  The  scorpion 
thought  a  minute  and  he  said,  “No,  I  wouldn’t  do  that 
because  I  t:an’t  swim,  you  know  that,  and  I’d  drown.” 
So  Ihe  tortoise  contemplated  that  and  against  his  better 
judgment  he  said,  “Okay,  get  on,  let’s  go.”  And  so  ho 
paddled  out  and  he  was  about  halfway  across  the  river 
and  all  of  a  sudden  the  scorpion  stung  him.  As  the  tor¬ 
toise  was  getting  his  last  gasp  of  breath  going  down  for 
the  final  time,  he  said,  “Why  did  you  do  that?  Now, 
you’re  going  to  drown  too.”  And  the  scorpion  said, 
“Thai’s  the  way  things  are  in  the  Middle  East.” 

About  10  days  after  this  occurred,  I  was  taking  a  tour 
of  Israel  with  an  Israeli  tourist  guide— she’s  from  Boston, 
went  over  there  to  live  on  a  kibbutz  and  stayed.  We  were 
having  lunch,  the  whole  group  of  about  30  people,  and 
she  told  the  group  that  same  story,  so  help  me. 

Two  days  before  Ihe  Marine  debacle  at  Beirut,  sit¬ 
ting  in  the  lobby  of  Ihe  Riviera  Hotel  in  the  Druse  sec¬ 
tion,  the  manager  of  the  hotel  told  me  and  the  man  travel¬ 
ing  with  us  the  same  story.  That’s  what  you  get,  or  at 
least  that’s  what  I  got,  when  people  are  trying  to  explain 
the  Middle  East  or  terrorism  in  general,  and  I  think  that’s 
whore  we  really  are  where  terrorism  is  concerned.  We 
don’t  understand  it.  We’ve  studied  it  and  we  know  it  has 
new  dimensions  and  new  forms.  We’ve  established  task 
forces— I’ve  been  on  two  or  three  of  them— and  we’ve 
written  papers  until  we  were  all  crippled.  Careers  have 
been  made  and  broken  on  them  and  I  still  don’t  think 
wo  understand  terrorism. 

I  don’t  endorse  the  theory  that  we  can’t  be  proac¬ 
tive;  I  wish  we  could.  But  the  nature  of  our  society  and 
the  policy  limitations  we  have,  the  way  we  operate  as 
multinational  corporations,  the  sense  that  we  seldom 
have  enough  information  to  be  proactive  and,  even  if  we 
do,  the  political  apparatus  or  other  circumstances 
beyond  our  control— all  this  keeps  us  from  being  proac¬ 
tive.  Obviously  there  are  exceptions  but,  generally  speak¬ 
ing,  against  a  terrorist  trend  we  are  not  proactive. 

-  Everybody  has  statistics.  Somebody  else  mentioned 
there  were  1,500-plus  terrorist  acts  against  Americans 
over  a  jjeriod  of  years.  In  projjaration  for  this  talk  1  asked 
our  people  to  do  a  run  for  me  on  terrorism  worldwide 
for  Ihe  calendar  year  1983.  They  gave  me  separate  sheets 
this  thick  on  569  terrorist  incidents  worldwide  in  the 
calendar  year  1983:  kidnap|)ings,  barricades,  hostage  oc¬ 
cupation,  UTUt  Jmmhings  cvpl^^sive  iKMuhings  tilings 
like  Beirut,  Ireland,  crimes  against  U.S.  business  both 
:i|  Itr4li'ii>  ciujj  ulifiLiul  m III hu 'L S  tuJusiTer>,. 
limis  (some  of  which  you  heard  about  and  some  of  which. 
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I  lu)p(!,  you  liavi!  not  hoard  about), ^sabotago,  broak-ins, 
conspiracy,  snipingv  uiid  on  and  on  and  on, 

'I’bo  forecaist,  as  you’ve  already  heard  here  from  the 
jjeople  who  are  able  to  speak  a  good  deal  more  |)ro- 
I'oundly  than  I  am,  is  for  more  and  worse  in  the  coming 
decade.  I  listened  to  General  Williams  from  the  Defense 
Intelligence  Agency  speak  about  3  months  ago  on  the 
forecast  for  the  next  two  decades  about  pure  terrorist 
acts,  and  it  made  me  want  to  defect.  It’s  there,  ever- 
changing,  consistently  grotesque,  always  changing  in 
forms,  people  using  others’  infrastructure. 

My  colleague  from  the  New  York  City  Police  Depart¬ 
ment  saiil  he  doesn’t  think  the  Chicanos  will  ever  use 
the  Puerto  Rican  infrastructure.  I  wish  I  believed  that. 
l’v(!  .seen  in  Europe  places  whore  people  who  don’t  speak 
to  each  other,  who  are  cultures  apart,  use  the  infrastruc¬ 
ture.  It's  there,  they’re  oriented  in  that  direction,  they 
don’t  even  care  whom  they're  against.  It's  an  opportunity 
to  do  something  against  the  establishment.  This  covers 
everything  from  the  "Golden  Youth"  of  Germany  to  the 
completely  disenfranchi.sed  in  the  form  of  the  PLO.  Ter¬ 
rorism  does  change  and  it’s  hard  to  get  a  handle  on. 

Now,  what  do  we  do  when  wo  have  events  like  we 
had  in  )erusalem  where  people  wore  just  in  the  market 
or  riding  the  bus,  or  in  Athens  where  you  can’t  go  to 
work  without  getting  killed,  or  in  Beirut,  which  you’ve 
already  heard  enough  about,  or  in  Kuwait  where  we’re 
hu:ky  as  hell  they  didn’t  blow  up  the  whole  city.  Only 
about  10  percent  of  the  ex[)losives  went  off— the  boosters 
did  not  go— and  they  went  to  the  wrong  building  in  the 
compound.  Otherwise,  nothing  would  be  there. 

What  has  been  our  reaction?  We  have  the  head-in- 
the-sand  syndrome.  I  used  to  have  a  cartoon  on  the  wall 
in  my  office;  when  you  have  your  head  in  the  sand,  your 
butt’s  u|)  in  the  air  and  you’re  easy  to  kick.  We’ve  had 
the  react  syndrome.  Out  in  our  headquarters  we  have 
spent  more  money  on  concrete  than  Yeonas  has,  building 
barricades  around  the  [)lac:e.  We’ve  used  every  bus  that 
w{!  could  find  across  our  roadways  at  night  so  that  the 
terrorist  won’t  come  in  with  4,000  pounds  of  explosives. 
Who  says  that  it  has  to  In;  4,000  pounds  of  explosives? 
Why  can’t  they  ride  in  on  the  bus?  Who  says  they  have 
to  go  under  your  building?  Who  says  there  isn’t  a  threat? 

Hut  that’s  what  we’ve  done.  We’ve  reacted  to 
uhat(;ver  came  along  and  I  think  that’s  what  we’ll  con¬ 
tinue  to  do.  I  don’t  know  that  I  really  think  there’s  a 
choice,  as  far  as  what  w(;  can  do,  except  the  things  that 
have  already  been  mentioned.  Hut  I  do  have  a  plan.  It 
isn’t  my  plan.  It's  a  plan  that  we  have  come  upon,  largely 
by  trial  and  error.  We’ve;  worked  with  some;  of  the  other 


people  in  training  and  indoctrination;  we  used  the  flow 
of  intelligence  that  we  got,  usually  belatedly,  from  the 
different  areas  in  trying  to  equip  our  people  going  into 
the;  field  and  to  prepare  ourselves  for  briefings. 

Because  we  have  to  continue  to  operate  (because 
that’s  the  business  we’re  in,  whether  we’re  the  U.S. 
Government,  whether  we’re  an  intelligence  operation, 
whether  we’re  an  open  civil  agency,  whether  we’re  a 
multinational  corporation  operating  in  South  Africa  or 
Gentral  America),  we  have  to  find  ways  of  strengthening 
our  people’s  ability  to  survive  in  the  field. 

Souk;  of  our  pe(jple  are  out-and-out  GIA  around  the 
w'orld,  and  that’s  a  little  tough.  Many  of  you  who  have 
worked  with  our  people  in  different  places  say,  “Well, 
hell,  everybody  knows  who  they  are  no  matter  what  they 
.say  they  are,”  and  I  suspect  you’re  right.  But  maybe  not 
always,  maybe  not  always.  At  least  our  Ghief  of  Station 
in  Athens,  whoever  he  is,  doesn’t  have  to  wear  a  uniform, 
and  I  hope  to  God  he  doesn’t  go  to  work  the  same  way 
every  day  because  if  he  does,  they're  going  to  kill  him. 
And  that’s  the  message  I’m  going  to  bring  you.  If  you 
lake  the  easy  way  out,  if  you  don’t  take  it  on  your  own 
shoulders,  you’re  going  to  die  if  they  want  you.  Even  if 
they  can’t  gel  your  boss,  they’ll  get  you,  because  maybe 
he’s  more  prudent  or  has  better  protection,  and  any  one 
American  is  better  than  no  American. 

So,  how  are  we  going  to  do  this?  How  are  we  going 
to  strengthen  our  people’s  ability  or  prepare  them  to  cope 
with  the  problems  in  the  field?  Well,  at  the  risk  of  sound¬ 
ing  like  somebody  giving  a  military  presentation  at  the 
height  of  his  career,  let  me  say  that  we  are  going  to  select 
the  people,  train  them,  condition  them,  educate  them, 
support  them  whenever  we  can,  monitor  their  existence 
in  the  field  on  a  contemporary  basis,  evaluate  how 
they’re  doing  whenever  we  can,  and  sometimes  pull 
them  out,  for  a  variety  of  reasons.  I  hope  you’ll  see  it  from 
my  perspective  as  I  go  along. 

The  selection  of  people  for  the  right  job  at  the  right 
location  is  an  overwhelming  task  without  adding  the  ter¬ 
rorist  element,  and  I  won’t  dwell  on  those  problems.  We 
lest  our  people  to  death  and  then  about  five  or  six  of  us 
sit  down  at  a  career  board  and  say,  "I  don’t  care  what 
the  tests  say,  this  guy’s  no  good,  or  this  is  a  great  guy.” 

Suffice  it  to  say  that  the  foundation  on  which  this 
i.s.sue  or  any  other  issue  relies  is  the  building  of  your  peo¬ 
ple  to  go  along  with  you  and  try  to  live  in  a  particular 
environment.  If  they  can’t  live  and  function  in  a  par¬ 
ticular  environment,  whether  it's  in  Germany  because 
they  drink  too  much  beer  and  can’t  make  it  to  their  post 
on  time  or  whether  it's  som(;placo  like  Beirut  where  they 
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come  unglued,  then  you  have  no  show.  You  have  got  to 
have  people  who  are  producing,  or  else  you’re  just  fly¬ 
ing  the  flag  and  the  terrorists  have  already  won.  We’ve 
already  seen  that  in  .some  places,  officially,  around  the 
world  where  we’ve  become  virtually  paralyzed  by  the 
fact  that  we’ve  gone  into  a  siege  posture.  There’s  no  get¬ 
ting  around  it,  that  has  happened  and  it’s  happened 
sometimes  without  a  shot  being  fired. 

I  remember  in  Turkey  in  1980  (there  are  a  couple  of 
people  here  who  were  there),  1  went  down  to  help  the 
military  people  on  a  couple  of  investigations  where  four 
Americans  were  killed.  They  had  been  going  home  the 
same  route  every  day  for  3  or  4  years;  one  was  a  GI  and 
the  other  three  were  civilians.  The  terrorists  were  sit¬ 
ting  waiting  for  them  and  they  had  really  cased  the  place, 
they  knew  where  they  stopped  every  day,  they  had  exit 
routes  and  everything  else.  So,  what  we  did  was 
overreact. 

In  fact,  the  terrorists  in  Turkey  were  just  a  few— but 
deadly— ultra-left-wingers.  But,  all  of  a  sudden,  all  of  the 
American  contractors  pulled  out.  The  school  buses  had 
guards  on  them— 1  don’t  think  the  Turks  kill  women  and 
children  (maybe  in  blood  feuds,  but  they  didn’t  even  do 
that  to  the  Armenians,  at  least  not  out  in  public).  We  had 
a  belated  assessment— six  people  got  killed,  four  in  one 
group,  two  in  another  very  quickly— and  so  we  were 
paralyzed. 

After  that  the  State  Department  and  their  enhance¬ 
ment  program,  with  our  people  helping  them,  and  a  lot 
of  other  government  agencies,  started  in  Turkey.  About 
2  years  later  we  finally  got  some  systems  in  effect  and 
some  enhanced  briefings  that  we  thought  would  help 
people.  By  then  the  junta  had  taken  over,  and  there’s 
probably  not  a  safer  place  in  the  world  to  live  than  in 
Turkey. 

You’ve  got  to  find  some  way  to  help  your  people  now 
instead  of  2  years  down  the  line.  You  can’t  overreact  or 
you’ll  have  no  program  at  all.  What  we  think  is  that  you 
have  to  select  the  right  people,  you  have  to  try  to  equip 
them  to  live  in  a  lot  of  different  places.  Think  about  it. 
We’re  talking  about  places  like  Capitol  Hill.  There  was 
a  bomb  on  Capitol  Hill. 

We  get  rumors  that  there  are  bombs  down  in 
Kosslyn;  we  have  a  couple  of  buildings  down  there  that 
are  open  CIA.  You’d  think  they  were  in  Saigon.  Every 
morning  they’re  calling  my  headquarters  security  branch 
saying.  “What  are  we  going  to  do,  they’re  gonna  blow 
us  up,  they  can  get  under  our  vehicle.”  How  many 
4.000-pound  vehicles  of  explosives  have  ever  blown  up 
in  Washington,  D  C.,  or  Arlington,  Virginia?  It  doesn’t 


do  any  good  to  tell  people  that  it  might  happen  with  a 
trailer  truck  loaded  with  gasoline,  that  terrorists  don’t 
need  4,000  pounds  of  explosives.  Or  they  can  stand  out¬ 
side  and  wait  for  you  to  come  out,  they  don’t  have  to 
come  in  after  you.  Everybody’s  scared.  It  happens,  and 
it’s  going  to  happen  again  and  again,  so  we’re  trying  to 
select  our  people  a  little  better  and  we’re  also  trying  to 
condition  them. 

You  go  to  Beirut  and  there  are  still  Americans  liv¬ 
ing  in  Beirut,  there  are  still  bakers  in  Beirut,  there  are 
still  official  people  in  Beirut— State  Department,  military 
people,  other  people.  Beirut  is  a  combat  zone  with 
amenities,  pure  and  simple.  There  are  about  two  or  three 
hotels  in  the  whole  town  where  the  lights  don’t  go  off 
all  the  time,  where  you  can  still  drink  your  wine,  but 
probably  your  waiter  and  probably  the  lady  who  takes 
care  of  your  room  are  reporting  on  you.  They  know  what 
time  you  leave,  just  like  they  knew  when  Colonel  Dor¬ 
man  walked  out  the  front  door  of  the  Riviera  Hotel. 
There  wasn’t  any  place  else  he  could  live  because  all  of 
the  rooms  are  taken  in  the  Durford  Building;  the  senior 
State  Department  people  are  already  in  there,  and  they’re 
wise,  see,  they  don’t  have  to  walk  as  far,  they’re  not  out 
on  the  street. 

So,  how  do  you  go  about  getting  your  people 
prepared  to  live?  You  select  good  people  and  then  you 
start  to  condition  them.  You’ve  got  to  get  people  who 
have  their  heads  screwed  on  and  it  really  isn’t  always 
easy.  You  know,  macho  is  good  at  happy  hour  but  it  ain’t 
worth  a  damn  when  you’re  out  on  the  street.  It’ll  get  you 
killed;  it’ll  get  you  killed  quickly.  It’s  good  when  you’re 
a  PFC  in  a  rifle  company,  but  those  of  you  who  have  lived 
through  combat  and  are  now  colonels  sitting  in  this  audi¬ 
ence,  you  know  that  it  doesn’t  work  too  long.  It  doesn’t 
work  with  the  terrorist.  You’re  not  fighting  somebody 
who  is  playing  by  our  rules. 

We  try  to  condition  our  people.  What  does  this 
mean?  As  a  nation,  I  think  we  have  a  very  difficult  time 
in  individually  overcoming  our  cultural  biases.  I  think 
we  are  basically  a  very  decent  people  who  are  reared 
with  very  sound  institutions.  We  are  brought  up  to 
believe  that  the  purpose  of  government  is  to  give  us  peace 
and  security.  We’re  brought  up  to  believe  that  basically 
people  are  good,  and  it’s  hard  for  us  to  accept  that  some 
people  are  no  damn  good  (even  when  we  get  bad  fitness 
reports,  and  things  like  that). 

So  it’s  very  difficult  to  gel  our  people,  any  American, 
to  believe  that  there  are  other  people  out  there  who  do 
not  have  our  values  and  who  look  at  things  totally  dif¬ 
ferently  than  we  do.  But  if  you  can’t  do  that,  then  there 
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will  r(!!illy  1)1!  Ir()ul)l(!  wh(!n  you  scind  pi)oi)l(!  lo  livo  in 
AlHliiiiiistan,  in  I’akislim  and  (l(!nlt’al  Aniarit:;),  in  HoirnI 
and  olliar  placns,  or  il'  yon  siiiid  thnin  on  \  acalion  ii[)  in 
S;in  Scihastian  in  S|)ain  and  Ihoy  look  liki'  Ihny’ro  not 
Ha.s(]U(i,  tliDy’ra  liahlii  lo  gel  shol  on  Ihr  sidewalk,  II 
aelunlly  liappeniid,  as  many  of  you  know, 

Ahoul  3  years  ago  in  Madrid,  a  pi'osperous  Spanish 
lawyer  who  lived  in  a  five-unil  luxury  aparlineni  was 
shol  coming  oul  of  his  building;  he  was  almosi  identical 
in  appearanc;e  with  the  leader  of  the  B’nai  B’rith  in  Spain, 
and  the  BbO  shot  him,  right  in  front  of  his  5-year-old  son. 
lie  was  the  victim  of  coinc;idence,  but  he's  dead.  What 
do  you  do  about  that?  I  don’t  know,  but  you  have  to  think 
about  it. 

If  you’rr!  an  American  overseas,  or  bore  in  the  Stales 
in  some  areas,  you  have  to  biilieve  that  there  are  a  lot 
of  |)(!ople  out  ther(!  who  don't  have  your  values.  You  have 
lo  try,  even  though  you  may  become  cynical  before  your 
lime,  to  believe  as  they  believe  or  at  least  put  yourself 
on  their  side  of  the  fence  and  think  that  way.  Wo  try  to 
tell  our  |)eople  that— with  limited  success,  I  might  add. 
1  don’t  want  to  leave  you  with  the  impression  that  we 
have  a  panacea. 

We  try  lo  condition  our  people  by  telling  them  who 
the  terrorists  are  and  why  they  are  terrorists.  What  are 
their  values?  Do  they  really  have  values?  How  can  you 
iiienlify  with  the  values  of  a  kid  who  has  lived  in  a  PI.O 
com[)ound  in  Syria  and  been  fed  pabluin  about  how  bad 
the  W(!sl  and  the  Israelis  are  all  his  life?  They're  into  the 
second  or  third  generation  in  some  cases  and  there’s  no 
greater  accomplishment  for  them  than  to  get  out  of  the 
camp  arid  go  out  and  kill  a  lew  people.  We  can’t  iden¬ 
tify  with  that— at  least  1  can’t,  and  I  grew  up  in  a  place 
whfire  we  loved  everybody  except  Yankees. 

We  try  to  instill  caution  in  our  people,  but  fairly 
brave  caution.  Otherwise  you’re  hiding  and  you  slink  and 
you  become  unglued.  We  have  some  training  programs 
wbeis!  we  help  brainwash  our  people  into  believing, 
‘'Y(!ab,  you  c:an  live  there  and  it’ll  be  all  right,  if  you'll 
just  watch  what  you’re  doing."  Again,  we  try  lo  leave 
lh(!m  with  th(!  warm  fuzzy  feeling,  give  them  a  little 
coidichiiice. 

We  hope  what  conuis  out  of  this  conditioning  is  that 
our  people  are  sensitized  lo  the  environment  they’re  go¬ 
ing  into,  that  they  at  least  have  some  idea  about  wbat’s 
ba[)pening  and  enough  sense  lo  talk  to  people  and  be  pru¬ 
dent  in  what  they  do.  .Somebody  has  said  that  we  hope 
they  (iiid  up  with  a  disciplined  jraranoia,  whatever  that 
is.  They’ve  got  to  believe,  "They’re  going  lo  get  mo,  but 
I’m  going  to  be  disciplined  and  I’m  going  lo  be  careful 


and  if  they  get  me  it’s  going  lo  be  because  of  an  acci¬ 
dent,  not  because  I  was  easy,”  and  we  work  on  that. 

But.  I  have  lo  tell  you;  It’s  a  short  hop  from  sensitiz¬ 
ing  people,  from  making  them  sensitive  to  their  environ- 
m(!nl  .ind  equipping  them  lo  live  with  it,  to  fear.  It  is  very 
difficult  to  draw  that  line,  and  we  have  to  bo  very  careful. 
We’ve  talked  to  our  psychologists  about  it;  they  review 
our  people  in  the  field,  and  so  does  the  State  Department, 
the  military,  everybody  else,  especially  in  certain  areas. 
Sometimes  my  people  visit  and  they  come  back  and  one 
will  say,  “You  know,  I  was  having  dinner  with  this  guy 
and  he’s  going  to  come  unglued,"  and  you  go  back  and 
look  in  the  records  and  you  don’t  find  any  signs  of  il— 
he  seemed  to  be  one  who  was  going  to  do  well.  It  will 
lake  its  loll  after  they’ve  been  there  for  a  while. 

We  ask  them  lo  know  the  enemy,  at  least  know  who 
the  enemy  is  likely  to  be,  so  they  can  stay  away  from 
them.  Why?  We  talk  to  them  about  things  like  the  Turkey 
example,  where  they  really  don't  hate  the  Turks;  “Don’t 
he  scared  to  death  of  the  Turks,  they’re  not  all  bad,  they 
don’t  hale  American.s— maybe  they  should,  the  way  we 
treat  them,  but  they  don’t.  So,  realize,  don’t  stand  out 
on  the  corner  every  morning  at  the  same  time  with  your 
uniform  on  with  all  the  medals  on  it,  that’s  all,  and  don’t 
tell  your  housekeeper  that  you’re  really  not  a  GS-5,  you’re 
a  GS-18  and  you’re  undercover,  because  then  they’ll  be 
looking  for  you,  and  they’ll  get  you.” 

There  are  all  kinds  of  terrorist  threats,  so  you  have 
to  equip  people  to  live.  I’ll  give  you  a  few  examples,  like 
Turkey  I’ve  talked  about; 

•  The  capital  building  in  Spain,  where  you’re  liable 
to  get  killed  for  being  in  the  wrong  place,  eating 
at  the  best  tofa  bar  in  town. 

•  Ghang  Mi,  Thailand,  where  a  couple  of 
Americans  who  had  nothing  to  do  with  the  official 
establishment  have  been  killed.  People  thought 
they  were  Drug  Enforcement  Administration  peo¬ 
ple,  and  that’s  Dodge  Gity  in  1870  out  there,  so 
it’s  a  different  kind  of  terrorism. 

•  Paris.  All  kinds  of  people  have  been  killed  in  Paris, 
and  mure  of  them  are  going  to  got  killed  in  Paris. 
We  make  it  easy  for  the  killers.  Even  the  Israeli 
who  was  killed  in  the  lobby  of  his  apartment  had 
his  guard  down.  It’s  not  much  trouble  to  kill 
.somebody  who  walks  tlown  the  street  every  morn¬ 
ing  at  the  same  place  in  his  uniform,  wailing  to 
get  in  the  car. 

We’re  all  creatures  of  habit.  It’s  bard,  if  not  impos¬ 
sible,  lo  overcome  il,  but  if  you  want  lo  live  out  there 
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you  havt!  to  work  on  it.  That’s  what  wc  try  to  condition 
our  i)(;opl(;  to  holiovo. 

W(i  train  them.  We  try  to  (nlucate  them  in  addition 
to  conditioning  them.  Some  peo[)lG  say  that  is  brain¬ 
washing,  hut  I  don’t  agree.  For  examphi,  we  teach  defen¬ 
sive  driving— that’s  a  valid  technique.  A  few  years  ago 
in  South  America  the  favored  technique  of  two  or  three 
groups  was  blocking  streets  and  killing  people  or  kid- 
nap[)ing  them,  so  we  got  into  the  defensive  driving 
husimsss  in  a  hig  way.  It’s  no  help  in  a  place  like  Beirut, 
because!  tlu!  streets  are  too  narrow  and  half  of  the  cars 
are  sitting  there  bombed  out  or  they  are  fjotential  bombs. 
So  you  don’t  have  much  of  a  chance  in  such  a  place 
because  you  have  no  room  to  maneuver.  Hut  it  is  ap- 
jelicahle  in  many  parts  of  the  world,  certainly  in  a  place 
like  Paris  or  Buenos  Aires. 

We  try  to  teach  our  people  through  various  exercises 
to  work  on  around-the-clock  awareness.  We  have  a  little 
(ixercise  that  we  call  th(!  good  neighbor  jiolicy.  I  hope 
you  won’t  go  away  thinking  that  everybody's  as  cynical 
as  I  am,  hut  the  good  neighbor  policy  is  where  you  make 
your  house  and  your  family  a  harder  target  then  the  guy 
who  lives  down  the  street  and  has  the  same  grade  that 
you  hiive,  so  that  when  the  terrorists  come  and  they  can’t 
watch  you  with  any  regularity,  they’ll  go  down  and  gel 
him  instead. 

We  leach  our  peojrle  area  familiarization.  Some  of 
them  are  experts  already.  I  think  an  expert  is  a  fool  more 
than  .'t.'j  miles  away  from  homo.  We  teach  our  people 
hostage  survival.  We  have  a  special  course  in  that.  Wc 
don’t  l(!ach  all  of  them,  but  we  teach  the  people  who  are 
going  into  certain  areas  how  to  survive  a  hostage 
env  ironment— and  there  have  been  some  cases  where 
they  managed  to  do  it.  The  State  Department  does  a 
jiretty  good  job,  belatedly,  on  the  same  thing.  A  number 
of  people  out  in  industry  purport  to  do  a  good  job  and 
I  have  to  assume  that  they  do,  since  I’ve  never  been  a 
hostage  and  had  to  be  rescued  by  them. 

We  leach  our  people  what’s  available  in  the  way  of 
hardware,  like  armoring  for  vehicles  and  what  it  costs 
and  whether  we  think  they  ought  to  use  it  in  particular 
areas.  I  might  add  that  there’s  a  great  deal  of  disagree¬ 
ment  in-h('use  on  what  is  prudeint  in  some  places  and 
what  is  not. 

We  tell  them  about  Kijvlar  [an  extremely  lightweight 
material  used  for  hullel  proof  vests)  and  we  tell  them 
about  various  security  hardware  for  their  homes  and 
things  of  that  sort,  hut  we  try  to  leave  them  with  the  belief 
that  all  of  this  isn’t  worth  anything  unless  they,  as  in¬ 
dividuals,  are  willing  to  accept  the  fact  that  they’re  the; 


target  and  that  their  survival  is  first  and  foremost  and 
always  their  responsibility.  It’s  hard  to  do,  almo.st  im¬ 
possible  to  do.  But  you  have  to  keep  trying  and  maybe 
we  save  a  few  along  tbe  way.  They  have  to  admit  to 
themselves  that  they're  potential  targets.  All  of  us  like 
to  feel  important.  It’s  unbelievable,  the  lies  you  can  hear 
at  a  bar  at  an  embassy,  or  if  you  go  .someplace  and  you 
listen  to  people  who  don’t  know  you  know  them.  You 
don’t  want  to  do  that,  you  really  don’t,  because  you’ll 
wind  up  getting  hit.  sure  as  a  whirl. 

I  made  a  note  to  myself  here  that  we  have  to  work 
on  awareness,  we  have  to  work  on  routines  and  all  of 
the  things  that  all  of  you  heard  and  have  .seen  in  the  hand¬ 
outs.  hast  week,  when  the  British  Government  man  was 
shot  in  Greece,  the  last  sentence  in  the  Wcishinglon  Post 
story  on  that  incident  said  he  and  three  of  his  Greek  col¬ 
leagues  were  riding  hom.e  from  work  by  the  route  that 
they  always  look.  Now,  do  you  want  to  bo  killed,  want 
to  be  a  hero?  Go  home  the  same  way  every  day.  I  can 
give  you  40  cases  whoie  this  has  happened  around  the 
world,  businessmen  in  Iran,  people  in  Central  America. 
Roll  down  the  window  to  listen,  if  you’re  in  an  armored 
car  and  you’re  down  in  Central  America,  you’re  asking 
for  it.  You’ll  gel  it  if  you  look  Mkc  an  American,  especially 
if  you’re  wearing  fatigues  or  a  three-piece  suit.  It  may 
not  even  be  a  terrorist.  In  Beirut  it  may  be  a  lady  going 
to  work,  she’d  have  a  gun  in  a  bread  basket  or  something. 
So,  you’ll  have  to  watch  it.  Bo  a  hard  target.  1  already 
mentioned  that,  send  them  next  door. 

But  the  other  thing  you  have  to  do  is  train  yourself 
and  sometimes  even  your  family,  depending  on  the  en¬ 
vironment  you’re  in.  You’d  bo  surprised  what  kids  see. 
You  have  to  train  them— you  and  your  family  and  other 
people— to  be  observant.  You  have  to  come  to  the  place 
that  you  can  detect  surveillance.  Everybody  involved  in 
surveillance  is  not  like  tbe  people  in  the  old  Criminal  In¬ 
vestigation  Division  “white  shoes"  training  films,  whic;h 
some  of  you  remember.  They’re  also  not  trained— people  , 
from  behind  the  Iron  Curtain  or  people  who  are  wear¬ 
ing  outrageous  uniforms  or  people  who  are  wearing 
b(!ards  or  are  looking  out  from  behind  capes  or  have  dag¬ 
gers  in  their  mouths.  Surveillants  are  all  kinds  of  peo¬ 
ple.  In  the  Middle  East  they  may  be  children.  More  often 
than  not,  they  will  not  he  people  that  you  have  seen 
Ixjfore  and  they  won’t  be  the  i)eo|)le  who  come  there  to 
kill  you.  They’ll  be  some  other  folks  sent  around  to  take 
a  look  at  you.  You  can  talk  to  your  neighbors  and  find 
out,  if  they’re  locals,  why  these  people  are  here,  hav('  they 
b(!en  here  before. 

I  guarantee  you  Ibat  ,surveillanc(!  will  he  [iresenl  il 
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you  aru  going  to  hocoini!  a  (argot  s|)(;(:ili(:ally  bocauso  you 
aro  an  Aniorican.  If  you  just  liavo  somo  pooplo  in  town 
wlio  (looido  tlioy’i'o  going  to  kill  scunoliody  and  walk  out, 
that's  a  dill'cjront  ballgamo,  hut  in  tho  classical  sense  of 
terrorism,  you  will  find  surveillance.  It  will  be  there, 
soiiKitimes  for  weeks,  sometimes  longer.  If  you  are  a  hard 
target,  unless  you're  a  General  IDozier,  they'll  go 
somewhere  else.  They  usually  will  make  a  “go/no-go”  on 
a  single  hit,  based  on  their  casing  and  how  well  they  can 
tollorv  youi  loutes  and  where  you'ie  luoviuf^.  We  by  to 
leach  our  people  this.  We  remind  them  over  and  over 
and  over  again.  In  some  cases  we  have  not  been  suc- 
and  JIk;  fwntpfc  afdin’f  imke  W.  1+;+\'h 

he(!n  had  otherwise,  hut  we  like  to  think  that  they  had 
a  chance. 

Most  hits  that  w'e  know  about  do  not  c;ome  in  homes. 
Gcmeral  Dozier  is  an  exc(;[)tion.  That  was  a  kidnapp:  'g 
not  an  assassination.  1  think  it's  a  miracle  that  he  got  out 
alive,  and  I  still  don't  understand  how  it  happened,  but 
I  hir  il  GuJwimHy  4|H>3Hrig  're  t''ir(y 

rational  even  if  .somebody  said  that  they're  crazy;  they’re 
l)right,  they’re  not  stupid.  They  don’t  go  into  10-slory 
liuildiiigs  alter  people,  exc.ept  iiiayho  the  lsvaeli.s  with 
their  hit  teams  and  they're  so  professional  that  it  doesn’t 
matter,  or  at  least  that’s  what  I’ve  read.  Terrorists  will 
wait  for  you  to  f:ome  out  on  the  street.  Why  should  they 
come  inside  after  you?  And,  if  you  do  get  people  com¬ 
ing  inside  after  you,  uxce|ji  in  a  pseuilu-militaiy  upeia- 
tion,  most  of  the  time  they  may  not  stay  if  you  have  got 
a  ntiiseninkrr  or  <i  radio  or  if  you  sfiOiT  wff  a  gun.  VVn’vn 
hiid  Ccistis  where  this  hap|3ened,  even  in  the  Middle  East, 
ifu'y  U'eje  w'ii'  bn  il  Ua*  ft  I h-uJ-rll'r e  flif 
them,  tind  maybe  they  didn’t  get  a  double  dose  of  Kho¬ 
meini  or  whaltwer  happened. 

Wt!  tetich  our  peoi)le  to  be  careful  about  traveling, 
using  m;tin  roads,  following  different  routes.  I  have  about 

lixamples  here  where  people  have  been  zapped 
because  they  went  the  same  way  twery  day  ;it  the  same 
jii'K-  UM-  "144?^  «-:+t  i-H  HJT  vfluil  '  aiv  '*'er- 

rorists  use  different  ploys.  We  tell  cmr  [leople  about  the 
j)lovs  There  are  pages  of  llunn.  things  like  people  mas- 
(juerading  as  policemen,  runners  (which  seems  to  he  an 
Armenian  tactic),  peo[)le  pushing  baby  c;arriages,  eilh(;r 
ill  fiOllt  of  il  vcfiicfc  Ol  acfutilly  U.sillg  thuili  <I.S  el  iloifgt. 
We  have  a  couple  of  examples  where  this  has  happened 
in  ,10-1, ailed  i.ivilizod  sociiity,  where  people  have  literally 
been  lunul  into  looking  in  a  baby  carriage  and  zapped. 
,So  il  happens.  Another  thing  that  has  happened— 
children,  children  have  been  used  to  divert  [)eople. 
Krni'jyeur  y  cnJhi  4i*iJ‘rlu'iu  uIuti'  ytiu  iirnOl'  yel  ymi  to 


comi!  to  a  |)arlicular  place,  where  they  sometimes  blow 
you  up. 

They’ve  been  able  to  get  people  at  lunches  pretty 
easily  hecau.se  piiople  eat  at  the  same  place  every  day, 
drink  loo  much  wine,  or  what  have  you— oven  in  Beirut. 
Evim  in  Beirut  in  October,  I  saw  Americans  who  went 
to  the  same  little  sandwich  bar  every  day.  A  guy’s  been 
kidnapped  there  since  then.  They  went  there  every  day 
at  the  same  time  in  the  same  car  to  pick  up  their  sand¬ 
wiches.  You  kiiow,  "Who's  gonna  get  me'?  I'm  a  good 
old  boy  from  (fulpeper,  Virginia,  who  would  want  to  cap¬ 
ture  me?”  Well,  they’ve  got  him— I  don't  know,  maybe 
wc’ll  find  Lttf  vi'fw  di  !  it  wn?  wt'  'diwriw  diys. 

We  try  to  tell  our  people  never  to  relax.  We  toll  them 
that  it  will  he  them,  not  because  they’re  necessarily  a 
primary  target  hut  because  the  killers  can’t  get  to  tho  hard 
target  and  any  American  is  better  than  no  American  if 
yuvi  are  sent  out  to  a  job  aiid  you  caidt  get  tlie  guy 
you’re  going  after.  Sometimes  they  don’t  know  who 
the;  ’re  .liui  ig  aJlMir  llwjy  .V'  ’I  give  h  .'an'ii 

who  they’re  going  after. 

Residential  security— we  leach  our  people  about  ser¬ 
vants,  proi.edines.  We  leinind  tliein  that  once  a  tei  l  Oi  i.st 
is  inside  the  house  he’s  no  longer  on  the  offensive,  so 
he’s  not  likely  to  come. 

We  talk  to  them  about  weapons.  We’ve  been  argu¬ 
ing  in  our  business,  debating  whether  our  people  ought 
lO  have  weapons  and  where  they  ougtn  lO  have  weapons, 
since  I  came  to  this  organization.  At  this  point.  I’m  still 
ptepaTod  fu  say,  t;Xr,i;pf  oii  a  casu-by-case  basis,  “If  you 
don’t  have  trained  peoi)le  whoso  mission  would  ordinar¬ 
ily  gJVe  p  giU.-,  4U.  .’I  fl  l<  ill'll  W  yo«  d.j 
somebody’s  gonna  get  killed  or  in  jail.”  That’s  my  own 
position.  Contrary  to  the  )ames  Bond  movies,  many  of 
our  people  are  analysts  and  many  of  our  case  officers 
and  our  communicators  and  the  people  who  spent  a  good 
deal  ol  fbeir  livx-s  uvtirscaa  are  imf  leally  inucfi  wifb 
weapons.  We  have  some  people  who  do  do  that  sort  of 
»i4>  haw  h.>y4(a'  die  yvjtrn  tf 
to  Americans  who  are  not  disciplined,  trained  in  school 
with  weapons,  is  looking  for  a  disaster.  Wo  do  arm  or 
advocate  arming  some  of  our  people  in  somo  places  for 
what  we  think  are  very  good  reasons,  or  we  cover  them 
111  suiiie  di.tivities  wdfi  uunnfeisurveilldiicetfiat’s  aiuied. 
But  there  is  no  (lolicy  to  arm  people  unilaterally  and 
Toufiiudy,  because  we  tbiuk  fVs  couiih.Tpreduebve. 

We  teai.li  our  people  to  get  along  with  the  neighbors. 
We  tell  them  they  have  to  build  a  safe  haven  in  their 
house,  not  to  hold  out  against  the  hordes,  but  if  they’re 
ill  nt  arivi  niiutj'  lljerp’s  a  bllclif  reJi.ible^jj  Jii"!' fujU'e  mul 
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lh(;y  liiivo  any  kiiifl  of  coinimmicalions  with  a  base  sta¬ 
tion  (which  most  Americans,  including  multinational 
cor|)oialions,  cithor  should  hav(!  or  do  have;  around  llu; 
world  today),  they  can  hold  out  against  sonu;  people  in 
a  safe  haven  in  a  house  for  1,'5  or  20  minutes  or  more. 
We  also  r(!Commend  escape  routes.  We’ve  had  at  least 
one  case  where  a  man  is  alive  today  in  Turkcjy  hecausf! 
h(!  had  an  escape  route,  because  he  was  paianoid  and 
h(!  had  a  rope  out  the  bathroom  window.  Without  that 
ro|)(!  he  would  ha\'e  been  a  dead  man  because  thcjy  came 
in  after  him.  They  were  after  him  because  he  was  an 
Anmrican,  but  also  because  he  was  ha\'ing  an  affair  with 
a  local  lady  and  they  felt  that  they  would  nevm’  be;  ac¬ 
cused.  Tluiy  didn’t  want  credit  for  it. 

We  tell  our  p(!o|)le  that  they  must  brief  their  families, 
on  sirang(!rs,  on  servicenum,  on  packages,  on  calls,  on 
mail.  V\'e  tell  them  that  all  of  the  family,  tlu;  children  in¬ 
cluded,  must  have  emergency  numbers  and  check-in 
tinu!s.  I’inally  we  tell  them,  “He  sure  lhat  your  personal 
affaii's  are  in  ordiu’  atul  that  somebody  knows  wluire  all 
of  your  papers  are  and  what  to  do— not  because  w'o  think 
miM'ybody’s  going  to  get  killed,  but  becau.se  of  the 
business  you’re  in."  We’re  trying  to  lake  care  of  people, 
we're  trying  to  ,su|)port  them,  we’re  trying  to  make  them 
feel  like  they  belong  to  an  entity,  whether  it’s  a  multi- 
nutiiiinil  i.oi'inii <itiiiri  nv  thelilA,  vvhoic  soiviv.body  i.aTtKS. 
And  you  really  have  chaos  wdien  the  princi[)al  of  tlu; 
f  aiTiii-y  tbsaiype-it^:,  ktremr  wdrcTC  Ihc  cht.-c^^boHk 

is.  or  tlu!  will,  or  anything  (dse.  So,  we  work  on  that  too. 

I  have  a  list  of  tac:tics  heia;,  diff(;rent  tactics  terrorists 
use  in  diffeiamt  places,  and  I’ll  touch  on  those  briefly. 

( ol'llu' ibiugs  AUal  wo  Ik  UihI  if  on  foot, 

you’ll  be  a|)i)rehended.  We’ve  had  people  apjjrehended. 

lir>To  llifil  '■*  ill  fl  tflj;  JUill’il  liiul  lU'll- 

ple  appi'ehended  u  hen  lh(!>  were  walking:  some  of  them 
have  been  turned  loose.  Sometimes  it  happens  in  the 
■'liaxe  and  have  not"  nations  and  then  it  really  isn’t  ter¬ 
rorism,  e.xcejjt  to  the  individual  who  is  grabbed. 

People  ha\’e  h(!(!n  killed  not  only  by  weapons  but  by 
\  chicles.  Three  years  ago  in  South  America  several 
.Americans  were  /.appiul,  run  iner  by  \'ehicles  on  the 
street. 

Kemote  detonated  charges,  you’ve  heard  that. 
Iw  erybodv  knows  about  the  case  of  the  Oubans  luire  in 
Washington.  I’m  not  sure  we  trained  those  peo[)le,  but 
they  so i  e  did  a  good  job.  It  seems  to  be  a  fa  \  oi  ite  tactic 
mine  and  more,  especially  with  tin;  Iranians. 

People  ha\(!  been  killed  by  mines.  Wben  I  was  in 
l'air(i|)e  a  few  years  ago  I  remembe  r  being  notified  lhat 
\  number  of  truckloads  of  antitank  mines  wen;  missing 


over  a  period  of  years  from  Army  arsenals  in  Germany. 
Subseciuent  to  the  General  Haig  incident,  people 
wondered  where  the  explosives  came  from.  What  I’m 
surprised  at  is  that  they  didn’t  blow  up  all  of  NATO, 
rather  that  just  one  car. 

We  tell  our  people  that  you  can’t  feel  safe  socially. 
You  can’t  feel  safe  shopi)ing.  We  have  a  good  example 
of  that  in  Jerusalem  and  it  can  happen  anywhere  else 
where  there  arc  cranks.  We  talk  too  about  the  random 
acts  we  are  getting  more  and  more,  not  in  an  effort  to 
scare  them  hut  so  they  will  at  least  be  aware  of  the  prob¬ 
lem.  The  Harrods  inendeni  in  England  is  a  good  exam¬ 
ple,  the  Israeli  buses,  the  recent  bombing  in  Amman 
w'here  one  bomb  went  off  in  the  courtyard  across  from 
the  American  embassy  and  four  more  were  found  and 
disarmed  in  the  Intercontinental  Hotel,  just  before  the 
Queen  arrived.  So  there  you  are  in  the  Intercontinental, 
on  a  good  Baptist  lour  from  the  Middle  West,  and  you 
gel  blown  up. 

We  try  to  tell  our  people  to  try  to  control  their 
vehicles.  Those  of  you  who  have  been  in  Vietnam  and 
other  hazardous  [rlaces  know  that  that  is  standard  but 
very  difficult.  'i  ou  have  to  know  your  vehicle,  you  have 
to  know  what  it  looks  like  so  that  you  can  at  least  see 
if  somebody’s  stuck  something  on  it.  Some  of  our  peo¬ 
ple  use  dllleVuiit  little  traps  ontlieii  gas  tatiks  to  be  sure 
llial  nobody’s  been  fooling  around  with  them.  Whether 
it  bciS  stVv  iVi.ybi  dry ,  1  ill.ji,’t  kuuTt ,  tmt  it  luakc's  -qs  ied 
better.  It’s  one  more  measure,  and  it’s  good  to  get  in  a 
routine  of  doing  things  that  will  protect  you  as  you  go 
along. 

W«  loll  otir  ktiavv  vvhKjrw  tlwiir 

arc  at  all  times.  Dependents  have  been  used  many  times 

luju-u  wvi  U  in  (I  til  J'kiiii  lill^ 

among  us  into  the  wrong  place  at  the  right  time. 

Now,  after  we  try  to  educate  and  train  and  condition 
our  people,  we  recommend  trying  to  monitor  them.  I 
know  that  some  multinational  corporations  do  this,  at 
least  with  their  key  people.  Try  to  develop  a  profile  ap¬ 
proach  on  your  people,  depending  on  their  location  and 
their  particular  task  and  wdiether  you  think  they’re  a 
threat  or  not.  It  is  a  subjective  thing,  in  spite  of 
(;verything  that  we  do. 

This  approach  can  be  used  to  i)rovide  alerting  data 
on  critical  personnel,  but  you  have  to  he  careful  in  set¬ 
ting  [)riorilies,  because,  if  you’re  a  Government  agency, 
you  can  burn  out  all  your  resources  on  the  wrong  target. 

You  have  to  slay  on  lop  of  what’s  happening  with 
your  p(;ople  after  they  get  out  there;.  We’re  in  contact 
with  our  pf;ople,  both  domestically  and  in  the;  field.  We 
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havi!  good  coniiminicalions,  l)iit  wo  don't  liavo  somoono 
out  lluM'o  looking  around  as  ol'ton  as  wo’d  liko.  Wo  try 
to  support  our  pooplo.  Wo  try  to  ho  rosponsivo  to  thoir 
mauls  while!  thoy’ro  in  tho  fiold. 

W(!  try  to  rocognizo  it  if  soino  ofthoin  hocomo  alarm¬ 
ists,  and  somotimos  wo  do.  Now,  that’s  a  roal  task.  I  don't 
suppose!  pe!0[)lo  in  hig  multiiiiitional  corporations  have 
preehloms  with  huroaucrae:y,  hut  wo  can  got  somohody 
whe)'s  :i  l)ii.skot  caso.  and  if  they  didn't  como  apart  at  the 
iimhiessade)r's  house!  or  something  equally  obvious,  it  can 
he!  he!ll  te)  eaenvinco  anybody  to  pull  thorn  out.  You  have 
te)  sup[)e)rt  tlie!m  and  you  have  to  pull  thorn  out  if  they 
e:an’t  weirk  in  thoir  environment,  because  you  e:annot 
e:e)ntre)l  ;i  torrejiist  environment. 

heist  hut  neit  least:  If  you  have  substantial  reason  to 
he!lie!ve!  that  erne  of  your  people  is  a  target— and  this  may 
apply  to  multinationals  as  much  as,  if  not  more  than,  it 
eioe's  to  Geivornment— and  you  believe  that  the  group  that 
has  targetexl  him  or  her  has  both  the  intent  and  the 
e:a[)ahility  to  carry  out  their  mission,  you  better  pull  that 
p(!rson  out  because  they're  going  to  be  dead,  and  that’s 
th(!  only  optior.  that  you  have. 

There  have  been  a  number  of  ambassadors,  there 


have  boon  some  of  our  people,  there  have  been  peojile 
out  of  multinational  corporations  whose  lives  might  have 
boon  saved  if  anybody  had  stopped  and  looked  or  could 
have  conveyed  when  some  indication  was  made  to  the 
[irincipals  that  they  were  a  target  for  people  who  wore 
going  to  kill  them.  That’s  an  option  you  have  to  be  will¬ 
ing  to  use  and  you  have  to  bo  willing  to  bite  a  bullet  on 
it,  or  else  you’re  going  to  lose  some  of  your  key  people. 
And  finally,  don’t  compound  the  problem  by  relying  on 
dated  assumptions  which  you  believed  the  last  time  you 
went  to  school,  regarding  people  or  terrorist  track 
records  or  the  environment.  Stay  current.  It  will  keep 
your  people  alive  and  working.  It’s  a  hard  job.  It’s  damn 
near  an  impossible  job. 

I  think  the  guidelines  that  we  use  have  been  produc¬ 
tive  for  us,  and  1  don’t  believe  they  are  applicable  only 
to  our  people.  They’re  applicable  to  anyone  who  is  out 
in  an  environment  where  they’re  faced  with  potential  ter¬ 
rorism,  and  I  really  don’t  know  where  you  can  go  that 
that  isn’t  true.  It  is  just  a  matter  of  assessing  the  threat 
and  identifying  the  resources  you  can  dedicate  to  a  par¬ 
ticular  area. 
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tilt!  CIA  ivbc're  he  is  currently  the  Chief  of  Physical  Security  with  ivorlthvicle  responsibilities.  Since  the 
late  IPfiO’s,  he  has  been  actively  involv'ed  in  countering  terrorism,  deinloping  personnel  protection  pro¬ 
grams,  and  designing  protective  packages  for  installations,  homes,  vehicles,  and  people,  both  in  the  United 
Stales  and  abroad.  He  has  e.\t(!nsiv'e  on-site  international  experiemee,  including  the  Middle  East. 
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I  must  adir  ;  that  I’va  only  boon  with  tlio  Mobil  Cor- 
[)()ration  lor  (5  wcuiks,  so  my  background  and  understand¬ 
ing  of  tbo  oil  business  leave  a  little  to  be  desired. 
However,  I  previously  spent  10  years  with  anotber  multi¬ 
national  corijoration  in  Euroije  and  several  domestic 
locations,  so  perhaps  I  can  give  some  perspective;  from 
two  different  companies,  albeit  one  very  brief. 

Let  me  start  out  with  some  basic  premises  from  a 
private  pers])ective.  I  think  any  business  that  commits 
the  folly  of  neglecting  its  purpose,  revenues,  and  profit 
for  tin;  stockholder  will  very  surely  and  swiftly  find  its 
way  to  a  demise.  In  Government,  the  goal  may  have  vary¬ 
ing  directions,  but  in  business  there’s  only  one  bottom 
line  and  everybody  understands  that.  That's  an  over- 
vim|iJiiii  . '<11011  lii>«-i'iu<^e  each  niuipany  lias  a  piirsuuaiily 
has  its  beliefs,  et  cetera,  but  I’ll  try  to  explain  a  little  bit 
flirt b(;r  what  1  nu;an. 

is  irtucb  uttdmufi.'tl  fmtaar.  trsU  .wd 
.sometimes  we  tend,  even  in  business,  to  overreact  to  cer¬ 
tain  types  of  phenomena.  1  believe  that  terrorism  may 
be  one  of  those,  from  the  business  perspective,  and  there 
are  a  lot  of  reasons  for  that— very  valid  reasons. 

I  think  in  Government  you  go  on  the  basis,  rightfully 
so,  that  terrorism  is  going  to  happen.  For  example,  con¬ 
sider  the  security  efforts  at  the  Olympics,  despite  the  fact 
that  in  a  recent  New  York  Times,  one  of  the  sheriff’s  high- 
ranking  officials  said  that  to  date  nobody  has  made  a 
threat  that  they  can  quantify,  identify,  or  point  to,  at  least 
from  that  sheriff’s  department.  Now,  maybe  somebody 
else  knows  about  a  throat  and  they  haven’t  told  the 
sheriff.  But,  in  any  event,  the  sheriff  still  has  to  operate 
from  the  premise  that  it  will  happen. 

The  export  of  technical  data  provides  an  example  in 
ll’.c  defense  area.  The  expectation  is  that  the  data  that 
go  abroad  are  going  to  dilute  our  national  defense,  and 
tliiirefore  we  have  a  lot  of  the  programs  that  have  been 
discussed  at  this  meeting. 

I  had  occasion  to  visit  a  group  of  i)(;o[)le  who  are 
going  to  study  the  Alaskan  jiipeline  and  other  domestic 
sources  of  oil  from  the  premise,  not  of  what  is  the  risk 
that  terrorism  will  luqipen,  but  that  terrorism  will  hap¬ 
pen  and  what  do  we  do  after  it  happens.  Then  they  will 
come  back  through  Gongress  with  the  information  on 
what  it  will  taki;  to  rehabilitate  the  sup|)ly.  The  costs  of 
any  additional  iirotection  will  then  accrue  to  business 
because  the  (iovernment,  the  military,  and  the  state 
|)()lice  do  not  have  the  resources  or  the  funds. 

Beli(;ve  me,  to  make  anything  at  all  hapiien  in  the 
security  environment,  business  has  to  have  a  credible 
business  cas'  Management  lias  to  recognize  that  thiire 


is  an  illicit  economic  system  and  that  to  ignore  it 
enhances  it.  To  call  shrinkage,  for  example,  mysterious 
disaiipearance  instead  of  theft  is  a  failure  to  face  iqi  to 
reality.  So,  in  the  business  environment,  security  has  to 
make  a  business  case.  In  Government,  you  make  your 
case  for  your  budgets  and  then  you  go  fight  for  your 
appropriations  and  your  head  count.  In  business,  once 
you’ve  made  your  case,  you  will  have  the  resources,  at 
least  if  it’s  a  profitable  multinational.  You  will  have  the 
resources  to  get  done  what  they  agreed  to  do  or  the  proj¬ 
ect  will  be  sized  down  accordingly.  At  that  point  you  are 
on  your  own.  If  you  don’t  get  it  done  with  the  resources 
that  you’ve  asked  for  and  that  you’ve  convinced  your 
management  to  approve,  then  you’ve  really  got  a 
problem 

Part  of  that  business  case  deals  with  stating  the  prob¬ 
lem,  You  really  have  to  have  a  reasonable  set  of  data  to 
sIitPvV  tkat  fa  ii  pTwbleiii  fi.-H  ;»  J-etaffexi  da  a 

Government  project,  by  the  way).  I’ve  jokingly  said  in 
the  jiast  there  are  more  experts  on  terrorism  than  there 
are  terrorists,  but  now  I’m  not  so  sure  that  I’m  wrong, 
frankly,  as  I  scan  all  of  the  professionals  in  the  audience. 
What  is  really  the  problem? 

For  example,  consider  the  coverage  of  traveling  exec¬ 
utives  in  Europe.  Living  in  Paris  for  five  years  and  work¬ 
ing  in  Africa,  the  Middle  East,  and  Europe,  1  was  one 
of  the  few  American  private  industrial  security  person¬ 
nel  in  Europe.  I  w'as  overwhelmed  with  calls  from  my 
lieer  group  from  other  companies  in  the  United  States 
who  had  executives  coming  to  Europe,  asking  me  who 
they  could  hire  for  personnel  protection  and  what  they 
should  do  about  it.  And  yet  to  the  best  of  my  recollec¬ 
tion,  there  has  not  been  an  American  businessman 
attacked  by  terrorists  while  on  travel  status  in  Europe, 
at  least  not  in  the  last  5  years. 

Managing  to  the  risk  at  hand  is  a  critical  element  for 
security  credibility.  For  example,  people  who  are  living 
in  Europe  and  are  regular,  as  pointed  out,  in  their  habits, 
are  at  risk  in  certain  environments.  Nevertheless,  I  think 
that  you  really  need  to  identify  the  problem  projjorly, 
establish  the  need,  the  cost,  et  cetera,  before  initiating 
a  massive  program. 

Once  you’ve  made  your  business  case,  you  should 
institutionalize  the  process  within  the  com[)any,  bi;cause 
nobody  in  the  [irivate  sector  is  going  to  look  out  for  that 
[irogram  hut  the  security  community,  [jarticularly  if 
things  are  QUIl'iT,  v 

But  there’s  a  fine  line  of  ilistinction.  In  tin;  jirivate 
sector,  security  is  a  line  management  responsibility,  par¬ 
ticularly  where  goals  and  objectives,  information  protec- 
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lion,  and  protection  of  key  assets  arc  concerned. 

Obviously  the  security  community  performs  some 
line  services,  such  as  guarding,  contacts  with  the  out¬ 
side  world,  et  cetera,  but  fundamentally  security  should 
he  a  line  manangement  responsibility  and  the  goal  should 
he  to  harden  targets.  The  process  in  the  business  world 
is  very  difficult.  It’s  easy  to  state  goals,  but  it’s  more  dif¬ 
ficult  to  institutionalize  the  process.  We  don’t  need  a 
large  amount  of  data  but  senior  business  managers  have 
cdear  perceptions  of  problems;  .scare  tactics  don’t  usually 
last. 

It’s  not  clearly  understood,  I  think,  by  most  people 
in  the  law  enforcement  sector  (in  which  I  spent  a  great 
deal  of  my  life)  and  in  the  military  or  the  intelligence  sec¬ 
tor,  that  in  business  you  must  make  a  terrific  transition. 
It’s  a  big  leap  and  a  lot  of  people  who  go  into  the  private 
sector  don’t  make  it.  The  profit  motivation  is  not  show 
business;  you’re  not  carrying  the  badge  or  doing  certain 
other  things  for  the  public  good.  Most  of  us  come  to  frui¬ 
tion  after  a  year  or  two  when  we  come  to  grips  with  the 
fact  that  we  have  a  different  responsibility  than  law  en¬ 
forcement  or  the  military.  What’s  not  clearly  understood 
is  that  you  fundamentally  are  a  business  manager  and 
you  must  survive  in  the  senior  management  ranks  of  the 
major  corporations— and,  believe  me,  you  are  dealing 
with  egos  equivalent  to  that  of  any  general.  Convincing 
them  in  an  area  in  which  everybody  feels  they're  an  ex¬ 
pert  is  quite  an  undertaking,  so  you  have  to  have  your 
j^rotilc.n  jialeii'ifnil!:;  vtify,  vety  cris^ily  and 
delined. 

Someone  from  the  Secret  Service  was  telling  me  how 
they  identified  some  of  their  problems.  We  also  had  to 
crunch  numbers,  come  up  with  proofs,  and  get  manage¬ 
ment  support  to  even  get  a  program  off  the  ground,  much 
less  keep  it  running— perhaps  not  as  many  numbers  as 
in  Cuverniiit.iit,  hut  tin.  fiTguineut  fias  to  iiiake  seiiso. 

Each  company  in  the  corporate  world  has  a  different 

(wn  m.  ■ii'lily  TfiJ-  ^re  ;  u’Uy  luu-h  t^*'  sa-iw  lad 

once  you  get  below  that  initial  goal,  then  you  go  to 
bcdiefs.  Some  companies  are  very  macho.  Some  com¬ 
panies  won’t  let  a  security  man  interview  a  suspect,  some 
c:ompanies  will.  One  thing  1  want  to  stress:  Most  com¬ 
panies  will  not  do  unethical  things  in  the  security  field. 
Companies  are  v(;ry  hesitant  to  go  to  extremes.  Com¬ 
panies  are  both  image  conscious  and  fundamentally 
ethical.  They  truly  do  believe  in  people  and  employees, 
much  to  the  chagrin  of  those  who  would  unfairly  accuse 
them  of  not  being  ethical,  above-board,  and  cognizant 
of  people’s  rights. 

How  you  weave  your  program  into  the  management 


system  differs  according  to  the  company,  and  not  only 
that,  but  according  to  its  profitability,  which  also  has 
some  bearing  on  how  quickly  you  move  your  program. 
I'm  in  a  company  now  that  has  a  completely  different 
need  than  my  prior  employer.  Despite  recent  bombings, 
my  former  employer’s  problem  is  still  fundamentally  in¬ 
formation  protection.  It  has  major  problems  if  its  tech¬ 
nology  is  lost. 

Mobil,  I  believe  from  what  I’ve  seen  in  just  6  weeks, 
probably  needs  as  strong  a  safety  program  as  they  do  a 
security  program,  so  I'm  going  to  build  my  program  on 
the  existing  safety  program  staff,  utilize  those  very  bright 
resources,  and  have  a  very  lean,  tough,  and  hungry 
senior  group  of  security  people  in  my  chain.  But  I  am 
going  to  build  on  what  is  there,  because  it  is  costwise 
and  practical  for  my  company.  We  don’t  need  an  em¬ 
pire  at  this  juncture. 

In  the  particular  field  of  terrorism,  I  think  you  have 
to  analyze  terrorism  as  it  affects  your  company’s 
revenues,  profits,  and  people,  and  install  sensible  yet 
clear  deterrents.  For  example,  in  Italy,  anybody  who 
really  checked  into  numbers  would  find  that  the  victim 
in  the  private  sector  is  generally  the  person  who  deals 
directly  with  employees,  not  the  president  where  all  the 
money  is  spent  in  terms  of  countersurveillance,  armored 
cars,  or  whatever  you  do.  It’s  some  poor  guy  down  there 
dealing  with  the  employee  group  who  gets  kneecapped. 
Statistically,  that’s  true  in  the  private  sector. 

me  tVie  h*  this 

military  establishment.  When  you  live  abroad,  the  people 
in  the  private  sector,  the  military,  the  Secret  Service,  the 
FBI  become  very  close  to  each  other  in  a  nonmilitary 
town  environment,  such  as  Paris,  which  does  no*  have 
a  huge,  working  American  presence.  In  such  a  setting 
you  feel  very  close  to  embassy  or  military  people  even 
it  yuu  doii’f  kriow  fticin  persuiially .  Y uu  tecl  it  wtieii  the 
United  States  succeeds  militarily  and  you  know  the 
trUxri^i*  pr-.ijli?n  to  go  liUf  wtfiTi  I  d  goit  ^ 

to  go?  The  assessment  by  business  is  that  the  first  shot 
is  going  to  be  at  the  military  and  the  embassy. 

Of  course,  we  did  our  security  things  where  I 
thought  the  problems  were.  I  had  people  operating  at  the 
most  vulnerable  times,  and  then  randomly  at  other  times. 
Such  things  go  in  a  curve  and  you  watch  the  curve  and 
the  trends  for  both  cost  and  credibility.  You  can  cry  wolf 
too  .much  in  a  business  environment  and  then  you  can’t 
get  in  the  door.  If  a  security  manager  uses  his  common 
sense,  analyzes  risks,  is  credible,  and  is  a  manager  and 
a  leader,  he  will  be  successful  in  a  corporate  security 
post.  Then  that  manager  will  have  access  to  the  top  when 
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lio  iioihIs  it.  Oik;  of  the  other  speakers  used  the  phrase, 
"ear  of  the  commander.”  You  have  to  have  the  com¬ 
mander’s  ear.  Otherwise  you  are  sitting  out  there  with 
a  guard  force  and  you’re  spending  nickels  and  dimes  for 
your  program  and  you’re  not  influencing  anything  in  the 
long-term  strategy  direction  of  the  company. 

Om;  of  the  more  dangerous  things  that  I’ve  seen  is 
t'Kiropeans  visiting  the  United  States,  not  the  reverse:  that 
is,  they  encounter  hig-city  crime.  The  reverse — trouble 
idr  executives  traveling  from  the  United  Slates  to 
Europe— is,  I  think,  almost  nonexistent,  even  after  the 
two  jets  were  shot  down,  which  is  when  the  trends 
swung  to  terrorist  problems  in  continental  Europe. 

Deranged  employees  are  another  threat  that  is  more 
important,  at  least  in  my  experience,  than  the  terrorist. 

Country  upheaval  is  always  a  problem.  Planning,  in 
terms  of  exit  visas,  zodiac  boats,  long-range  jets— if  you 
don’t  do  it  before  the  uproar  starts,  forget  it  because 
you’ve  got  to  go  through  the  wrong  part  of  town  to  get 
to  the  airport.  You  have  to  plan  for  all  of  that. 

1  went  to  an  embassy  that  had  suffered  an  attack,  and 
the  State  Department  Regional  Security  Officer  gave  me 
a  walk-through.  He  was  telling  me  that  "times  have 
changed.’’  The  guys  who  came  in  with  guns,  the  ones 
we  were  guarding  against,  are  not  the  priority  anymore. 
Now  it  is  masses  of  humanity,  crushing  the  gale.  So  we 
are  preparing  the  embassies  all  across  the  world,  getting 
ready  for  masses  of  humanity.  Now,  the  threat  is  a  truck 
loaded  with  dynamite,  and  I’m  not  sure  that  the  next  one 
is  not  going  to  be  the  human  bomb.  1  would  even  put 
criminal  kidnapping  as  a  more  important  thing  for  me 
to  worry  about,  particularly  in  Latin  America,  and  I 
would  [Hit  terrorism  fairly  low  on  my  priority  list.  Now, 
I’m  b(;ing  a  little  facetious;  we  have  an  ongoing  program, 
obviously,  and  wo  monitor  it  very  closely. 

It  is  of  key  importance  to  keep  in  touch  with  people 
in  the  Secret  Service,  the  FBI,  peers  in  private  security, 
our  own  people  on  the  ground  in  various  countries. 
’I’liose  inputs  all  factor  into  some  reasonable  analysis.  As 
Steve  Van  (Cleave  told  me,  "Get  a  map  of  the  world, 
Murjihy,  because  as  you  travel  across  those  countries, 
you’d  better  know  where  they  are  and  who’s  in  charge, 
win;!!  the  elections  are  and  what’s  going  on.” 

A  visit  by  the  President  is  always  a  happy  event,  but 
on  the  security  side  it  is  a  bombing  jiroblem.  During  the 
last  Reagan  visit  even  the  Americ:an  School  of  Paris  was 
bombed.  American  people  were  under  surveillance;  in 
churches,  in  Engli.sii-s|)eaking  gatherings,  there  was 
conslaiil  surveillance. 


On  bombs  I  have  one  major  principle:  Film  glass. 
Every  explosion  I’ve  been  to,  and  I  suspect  it’s  been  30 
now,  in  the  last  5  or  6  years— if  you  film  glass,  you  save 
life.  In  Athens,  Greece,  we  saw  it  coming.  The  govern¬ 
ment  didn’t  go  completely  to  the  left,  ELS  started  to  come 
back,  they  forewarned  them,  they  told  everybody.  They 
started  to  light  fires  again  under  embassy  cars,  they 
bombed  American  Express.  We  shuttered  two  buildings, 
we  put  on  extra  guards,  we  filmed  the  glass  for  two 
stories,  and  despite  everything  that  we  did,  we  were 
bombed.  (We  all  put  up  defense  in  the  hope  that  they'll 
go  on  to  the  next  guy  who  didn’t  analyze  it  or  put  up 
the  bucks.)  When  the  explosion  went  off  in  one  building, 
the  exterior  guard  ran  over  to  that  building  just  as  they 
blew  a  second  bomb  at  the  building  he  had  just  left.  The 
life  of  the  internal  guard  was  saved  by  the  filming. 

Now  that  the  peacekeeping  forces  are  out  of  Beirut 
it  may  reduce  attacks,  but  even  then  the  military  and 
embassy  rather  than  business,  caught  the  brunt  of  it. 
Belfast  was  always  a  depressing  place  to  visit,  even 
though  the  risk  of  terrorist  attack  was  low.  Americans 
aren’t  targeted  because  the  IRA  gets  their  money  from 
Americans;  they’re  not  going  to  hit  an  American  com¬ 
pany.  )ust  by  proximity,  your  windows  are  blown  out 
about  once  a  week,  so  you  get  your  windows  replaced, 
you  have  your  blast  curtains,  and  everything  else. 

European  employees  tend  to  make  threats  against 
their  company  in  the  guise  of  a  terrorist  group.  I  would 
suspect  that  we  had  at  least  seven  or  eight  terrorist 
threats  that  were  not  terrorist  threats,  but  were  made  by 
disgruntled  employees.  Threats  came  in  all  sorts  and 
forms,  and  when  a  threat  comes,  then  you  have  to 
respond.  If  you  open  a  plant  right  in  the  middle  of 
politically  unstable  areas,  and  then  lay  off  300  people  the 
day  before  May  Day,  that’s  not  planning. 

The  last  point  I  want  to  make  is  training.  I’m  not  sure 
how  far  you  can  go  and  keep  credibility  in  training,  par¬ 
ticularly  with  executives  and  their  families,  and  keep 
their  awareness  up.  I  agree  completely  on  the  need  for 
continuous  awareness,  but  it’s  just  like  stopping  the  traf¬ 
fic  violator,  you  let  your  guard  down  after  the  1,150th 
stop. 

Talking  about  driving,  I  want  to  close  by  reading  you 
the  graduation  letter  from  a  driving  school  to  which  I 
sent  the  driver  for  one  of  my  company’s  country  mana¬ 
gers.  I  won’t  mention  the  name  of  the  school,  but  it’s  in 
Europe.  The  certificate  reads: 
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On  Soptombor  12lh,  1979,  Anti-Kidnapped 
Driver’s  Course,  we  c:ertify  that  Mr.  Gonzales  has 
linished  f)ur  special  Anti-Kidnapped  Driver’s 
C’ourse  and  he  has  qualified  himself  with  the 
mark  “good.”  (signed  by  the  chief  instructor.) 

They  sent  a  little  editorial  letter  along  with 
it  to  me.  It  said: 

Dear  Mr.  Murphy, 

Mr.  Gonzales  has  absolved  our  Anti-Kidnap 
Driver’s  Course  on  25-26  )une  ‘79.  The  first  part, 
in  (unnamed  location)  and  on  22nd  October  *79, 
two-thirds  of  the  second  part  that  took  place  on 
the  race  track  of  (unnamed  location). 

One-third  of  the  instruction  is  missing 
hec;ause  of  the  accident.  It  is  a  minor  part,  so  we 
can  nevertheless  qualify  Mr.  Gonzales.  Unfor¬ 
tunately,  Mr.  Gonzales  during  the  training  lost 
control  of  the  car,  things  that  happened,  and 
crashed  it  against  the  guard  rail. 


Gause  of  the  accident  was  the  little  bit  im¬ 
pulsive  temperament  of  Mr.  Gonzales.  As  1 
already  mentioned  in  my  first  report,  an  over¬ 
rate  of  his  own  possibilities. 

Everybody  has  his  own  limits,  so  do  the  cars 
too,  and  by  having  too  much  confidence,  some¬ 
thing  can  go  wrong. 

As  long  as  more  or  less  small  crashes  happen 
during  the  training,  it  is  not  so  bad.  But,  we  have 
to  learn  from  them  and  that  is  what  we  hope  Mr. 
Gonzales  will  do. 

Also,  we  hope  that  the  injury  of  his  arm  is 
healed  with  satisfaction,  we  sent  him  our  kind 
regards. 

We  thank  you  so  much  for  your  confidence 
in  our  school  and  remain 

Yours  faithfully. 

Signed 

Director,  the  Driving  School 


George  M.  Murphy  is  the  Manager  of  Security  for  the  Mobil  Corporation,  Prior  to  joining  Mobil,  he 
spent  to  years  with  another  multinalionol  company,  5  yeors  being  spent  in  Europe,  Africa,  and  the 
Middle  East.  He  bolds  a  Bachelor’s  degree  and  a  Master  of  Science  degree. 

Mr.  Murphy  served  with  local.  State,  and  Federal  law  enforcement  agencies  as  a  patrolman,  trooper, 
detective,  and  agent  for  12  years.  He  was  Administrator  of  the  Police  Science  program  at  the  University 
of  Georgia  and  subsequejitly  ivas  the  Southeastern  Regional  Administrator  for  the  Law  Enforcement 
Assistance  Administration,  iJ.S.  Deportment  of  Justice. 
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This  briefing  will  review  some  of  the  recent  trends 
in  terrorism  worldwide,  examine  the  nature  of  armed 
conllict  in  the  future,  and  briefly  discuss  some  of  the  im¬ 
plications  of  these  likely  future  developments  for  the 
United  States  in  general,  and  for  the  U.S.  military  in 
l)articular. 

1  shall  begin  by  sharing  with  you  an  interesting 
ohservation  from  a  recent  meeting  that  involved  some 
high-level  officials  from  the  Departments  of  Defense  and 
State,  as  well  as  Justice.  The  meeting  addressed  the  topic 
of  terrorism  and  what  the  United  States  ought  to  do  about 
it  in  terms  of  policies  and  programs.  All  discussions  of 
terrorism  inevitably  become  mired  in  discussions  of 
definition,  and  this  meeting  was  no  exception.  We 
discussed  at  length  just  what  we  were  talking  about  when 
we  used  the  word  “terrorism,”  what  we  wore  defining 
in,  what  we  were  defining  out.  But  there  was  one 
remarkable  difference— a  change  that  has  come  about  in 
recent  months.  One  of  the  major  impacts  of  the  Beirut 
bombing  of  October  23  is  that  terrorism,  at  least  state- 
sponsored  terrorism,  is  now  perceived  at  the  highest 
levels  of  the  U  B.  Government  as  wor. 

It  hasn’t  always  been  that  way.  The  notion  that  state- 
sponsored  terrorism  was  a  mode  of  conflict  among  na¬ 
tions  was  at  one  time  a  controversial  idea  that  was  often 
resisted.  Indeed,  in  an  essay  that  I  wrote  for  DNA  some 
time  ago  called  “New  Modes  of  Conflict”— a  speculative 
essay  filled  with  assertions  and  notions  and  ideas.that 
were  at  that  lime  half-formed  and  in  the  opinion  ol  many 
people.  I’m  sure,  half-baked— I  made  that  assertion. 

DNA  did  not  know  quite  what  to  do  with  that  docu¬ 
ment.  For  many  months  they  tried  to  figure  out  whether 
it  was  appropriate  for  DNA  to  publish,  and  I  couldn’t 
understand  what  the  dilemma  was.  Yet  now — and  I  say 
this  not  to  vindicate  my  own  ideas,  but  to  try  to  describe 
to  you  how  dramatic  a  change  has  come  about  in 
government— in  terms  of  the  attention  that  we  are  pay¬ 
ing  lo  the  problem  of  terrorism  and  what  has  become 
convention,  we  now  see  this  as  a  kind  of  warfare.  That 
has  enormous  implications  for  U.S.  policy,  and  it  has  also 
some  iiretty  serious  implications  for  how  we  organize 
and  what  we  do  to  combat  terrorist  warfare,  .some  good 
ones  and  some  bad  ones. 

Before  I  got  to  that,  let  me  talk  about  this  new  era 
of  connict,  as  I  describe  it,  and  discuss  the  impliiiations 
it  has  for  us. 


When  we  review  terrorism  over  the  last  10  or  15 
years,  the  first  thing  we  confront  is  a  paradox.  The 
paradox  is  that  despite  government’s  success  in  com¬ 
bating  terrorist  elements  in  various  countries,  the  total 
volume  of  terrorist  activity  in  recent  years  has  increased. 
It  hasn’t  gone  down,  it’s  gone  up.  There  has  been  a 
decline  in  some  countries,  but  overall  the  level  of  terrorist 
violence  has  increased.  The  first  4  years  of  the  1980’s 
showed  an  average  annual  increase  in  international 
terrorist  incidents  of  approximately  17  percent.  The 
number  of  such  incidents  that  occur  each  year  has  in¬ 
creased  about  fourfold  since  the  Munich  attack  in  1972, 
when  we  first  began  our  research  on  this  topic. 

This  statistic  on  the  increase  in  incidents  of  terrorism 
is  based  on  Rand’s  chronology  of  international  terrorism.' 
Everybody’s  statistics  vary,  because  of  differences  in  col¬ 
lection  criteria  and  collection  procedures,  but  if  one  puts 
aside  these  differences,  the  overall  trajectory  of  all  of 
these  charts  does  go  up. 

It  is  not  simply  that  terrorism  has  increased  in  terms 
of  total  volume.  Indeed,  if  that  had  been  the  only  in¬ 
crease,  I  would  be  very  suspicious  that  the  increase  was 
not  genuine,  but  was  simply  a  reflection  of  better 
reporting. 

However,  in  fact,  terrorism  has  become  bloodier. 
More  and  more  terrorist  attacks  are  directed  against  per¬ 
sons  instead  of  property.  Incidents  with  fatalities  have 
been  increasing,  and  large-scale,  indiscriminate  attacks 
have  become  more  common. 

One  of  the  ways  of  testing  whether  the  increase  is 
genuine  is  to  look  not  only  at  the  skyrocketing  number 
of  incidents  or  tbe  number  of  fatalities,  but  also  at  terror¬ 
ist  incidents  with  fatalities. 

Peaks  and  valleys  occur  at  different  times  but  the 
overall  trend  goes  upward.  More  alarming  than  that  is 
the  trend  toward  incidents  with  multiple  fatalities,  a  clear 
indication  of  increased  terrorist  proficiency.  Terrorists 
now  know  how  to  build  bigger  bombs,  and  they  also 
evidence  an  increased  willingness  to  engage  in  wholesale 
murder. 

The  bombings  in  Beirut.  Kuwait,  and  elsewhere  in 
the  Middle  East  illu.strate  the  tendency,  but  I  should  point 
out  that  the  trend  is  not  confined  to  the  Middle  East, 
w'hore  government  sponsorship  and  religious  fanaticism 
permit  this  sort  of  terrorism  on  a  grander  scale.  Last  year, 
large-scale  terrorist  bombings  also  occurred  in  Paris, 
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Port-au-Prince,  Pretoria,  Rangoon,  and  London.  Between 
1980  and  1983,  more  than  one  person  was  killed  in  37 
percent  of  the  incidents  with  fatalities.  In  1983,  this 
figure  jumped  to  59  percent  of  the  total. 

The  trend  is  even  more  dramatic  when  we  consider 
the  number  of  international  terrorist  incidents  with  five 
or  more  fatalities  that  have  occurred  each  year.  Now  we 
are  looking  at  the  more  serious  end  of  terrorism,  and  it 
becomes  even  more  dramatic  when  we  look  at  the 
numher  of  incidents  with  10  or  more  fatalities. 

In  1983,  there  were  14  episodes  of  international 
terrorism  with  10  or  more  fatalities.  In  the  previous 
3-year  period,  there  were  only  11,  so  we  have  a  clear  in¬ 
crease.  This  in  itself  confirms  that,  despite  the  peaks  and 
valleys,  and  the  effects  of  altering  our  criteria  for  measur¬ 
ing  terrorist  violence,  there  is  one  unmistakable  trend; 
Terrorism  is  going  up. 

What  can  we  say  about  terrorist  tactics?  Terrorists 
operate  with  a  very  limited  tactical  repertoire.  Bombings 
alone  account  for  about  half  of  all  terrorist  incidents.  Six 
basic  tactics  comprise  95  percent  of  the  total:  bombings, 
assassinations,  armed  assaults,  kidnappings,  barr  .ade- 
and-hostage  situations,  and  hijackings.  No  teirorist 
group  uses  them  all.  Most  terrorist  groups  operate  with 
a  repertoire  of  about  three  or  four  tactics,  and  most  ap- 
pear  to  he  more  imitative  than  innovative.  This  tactical 

rpppT’tnirp  hpe  x/pry  OX'pt  timp  Hax/x.'pvpt^ 

there  have  been  a  couple  of  notable  changes,  one  of 
which  is  the  decline  in  embassy  seizures,  or  what  police 

This  was  a  very  popular  tactic  in  the  1970’s.  Since 
then,  the  number  of  seizures  of  embassies,  consulates, 
and  other  government  buildings  has  declined  as  physical 
.security  measures  have  turned  the  likely  targets,  par¬ 
ticularly  the  embassies,  into  virtual  fortresses  and 
governments  have  become  less  likely  to  meet  the 
demands  of  terrorists  holding  hostages  and  more  likely 
to  use  force  against  them.  Of  course,  the  latter  two  trends 
are  closely  related.  If  you  are  not  going  to  yield  to  the 
demands  of  terrorists  holding  hostages  and  you  are  not 
willing  to  stand  by  idly  while  hostages  are  shot,  then  you 
are  compelled,  ultimately,  to  resort  to  the  use  of  force 
to  rescue  those  hostages  that  you  can. 

As  a  result,  the  terrorists'  chances  of  success  in  seiz¬ 
ing  government  buildings  have  declined  over  the  years, 
and  their  chances  of  being  captured  or  killed  have  in¬ 
creased.  These  people  are  no  fools.  They  may  be  slow' 
learners,  but  they  do  get  the  picture  atter  a  while.  I'hus, 
the  tactic  declined  in  the  1980's.  There  were  20  building 
''J.  I'W'Ut  hr  I  tt  twit! rrtUy  f  hJi  3yl'3 


This  is  not  to  say  that  terrorist  attacks  on  diplomats 
have  declined.  On  the  contrary,  the  terrorists  simply 
switched  from  embassy  seizures  to  assassinations  and 
bombings.  And  therein  lies  a  lesson  for  those  who  are 
concerned  with  security  against  terrorist  attacks.  The 
lesson  is  that  security  does  work  in  reducing  certain  tac¬ 
tics,  but  it  is  not  necessarily  a  means  of  reducing  terror¬ 
ism  overall.  We  have  to  regard  terrorists  as  a  nimble 
adversary.  If  one  set  of  targets  is  well  protected,  or  if  one 
tactic  becomes  more  dangerous  for  them,  they  merely 
shift  their  targets  or  alter  their  tactics. 

The  Beirut  bombing  of  April  that  destroyed  the 
American  Embassy  is  a  splendid  example  of  this.  This 
embassy  was  provided  with  all  of  the  upgraded  security 
measures  available  to  protect  it  against  terrorist  takeover. 
Unfortunately,  it  was  located  in  a  building  that  was  built 
at  a  time  when  the  view  of  the  Mediterranean  across  the 
street  was  more  important  than  security  against  large- 
scale  bombings.  The  entire  front  of  the  building  was 
sheathed  in  glass,  and  that  made  it  uniquely  vulnerable 
to  the  new  terrorist  weapon  that  emerged  in  the  Middle 
East,  the  car  bomb.  Ultimately,  the  embassy  that  was  pro¬ 
tected  against  takeover  was  destroyed  by  a  car  bomb.  I 
think  we  have  to  be  careful,  when  we  consider  one  set 
of  measures  to  protect  against  one  set  of  tactics,  that  we 
also  try  to  anticipate  the  tactics  that  terrorists  may  use 
♦i'  gtit  aroimd  thcsi^  masures 

Car  bombs  are  definitely  a  trend.  In  fact,  last  year 
at  this  meeting,  1  suggested  1983  was  likely  to  be  the  year 
bomb.  T!r3t  th..  pwjsrfeTiCfc  on  iiiy  part; 

it  was  already  a  trend  that  we  had  seen  in  the  first  years 
of  the  1980’s,  and  there  was  an  easy  explanation  for  it. 
As  bombs  got  bigger  and  bigger,  and  there  was  pressure 
on  the  terrorists  to  create  larger  and  larger  explosions 
in  order  to  get  headlines  and  to  maintain  their  power, 
a  delivery  problem  was  created. 

The  bombs  got  beyond  the  scale  that  could  be  con¬ 
cealed  in  shopping  bags,  in  briefcases,  and  under  over¬ 
coats,  and  the  terrorists  simply  adopted  an  obvious  solu¬ 
tion;  They  put  the  bomb  on  wheels  and  they  invented 
the  car  bomb.  We  have  seen  two  types.  The  first  is  the 
more  “traditional”  car  bomb,  a  vehicle  loaded  with  ex¬ 
plosives  and  driven  to  a  point  where  it  was  detonated 
either  by  a  timer  or  by  a  remote  detonating  device.  That 
w'as  the  kind  of  car  bomb  that  was  used  frequently  in 
Northern  Ireland,  and  it  was  the  kind  that  went  off  in 
front  of  Harrods  Department  Store  in  London,  just  before 
C..hristmas  last  year. 

In  the  Middle  East,  they  devised  a  different  sort  of 
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(!xplosiv(;s  iiiul  driven  by  a  suicidal  driver,  which  basi¬ 
cally  lurns  the  weapon  into  a  kind  of  human  missile  with 
a  very  sophisticated  guidance  system— a  human  brain— 
to  guide  it  through  barriers,  around  barriers,  and  into 
the  target.  Certainly  it  was  the  suicide  bombings  of  the 
autumn  of  1983  that  caused  the  most  concern  in  this 
country  and  that  indeed  lie  behind  the  erection  of  the 
concrete  barriers  in  front  of  the  White  Hou.se,  the  Pen¬ 
tagon,  and  the  State  Dei)artment. 

It  is  easy  to  overestimate  the  threat  po,sed  by  suicide 
bombers.  Of  all  of  the  attacks  acc;redited  to  Shiite  ex¬ 
tremists  in  the  Middle  East— some  30  in  the  last  couple 
of  years— only  five  were  genuine  suicide  attacks.  In  other 
ca.se.s,  for  example  in  Kuwait,  the  terrorists  relied  on  a 
more  traditional  c;ar  bomb,  even  though  that  meant  a  less 
effective  device.  This  suggests  that  perhaps  suicide 
bombers  are  not  .so  easily  recruited,  despite  the  claims 
and  threats  of  those  in  Iran  who  say  they  are  training 
and  have  ready  to  march  1,000  suicide  bombers. 

Neither  does  it  seem  likely  that  the  tactic  of  suicidal 
attack  will  gain  favor  among  other  terrorist  groups  of  the 
world.  Eor  the  most  part,  terrorists  have  not  shown  them¬ 
selves  to  be  suicidal.  The  few  examples  that  we  have 
seen— tho,se  of  the  lapanese  Rod  Army,  for  example,  and 
the  Shiite  Moslems— appear  to  be  ethnic  or  cultural  ex¬ 
ceptions,  rather  than  part  of  a  terrorist  trend. 

To  say  that  terrorism  has  increased  a  lot  is  not  to  say 
that  terrorism  has  been  a  success.  Nowhere  since  the 
colonial  era  have  terrorists  achieved  any  of  their  stated 
long-range  goals.  They  have  been  able  to  attract  publi¬ 
city  to  themselves  and  their  causes.  They  have  been  able 
to  cause  worldwide  alarm.  They  have  created  crises  that 
governments  are  compelled  to  deal  with.  They  have 
made  governments  and  corporations  divert  vast  re¬ 
sources  to  security  measures.  And  occasionally  they  win 
concessions.  But  terrorists  have  been  unable  to  translate 
the  consequences  of  terrorism  into  concrete  political 
gains,  and  in  that  sense,  terrorism  has  failed. 

^'et,  despite  their  failure,  they  persist  in  their  strug¬ 
gles.  We  have  ample  evidence  of  this.  For  example,  the 
Red  Brigades  recently  returned  to  carry  out  an  assassina¬ 
tion  of  an  American  diplomat  in  Rome.  Recall  that  the 
Rtid  Brigachis  were  fleclared  destroyed  in  1978;  they  were 
declartui  destioyed  in  1980;  they  were  declared  destroyed 
in  t982;  they  keep  on  resurfacing  to  carry  out  atta(;ks, 
although  they  are  operating  at  a  much  lowin'  levid  than 
they  were  in  the  late  1970’.s. 

That  attack  by  the  Red  Brigachis  was  a  very  curious 
sort  of  operation  for  them  to  undertake,  and  indeed  it 
made  no  sense  in  terms  of  the  kind  of  targets  they  nor¬ 


mally  chose.  The  American  diplomat  in  Rome,  Lehman 
Hunt,  by  the  way,  was  the  official  in  charge  of  the  Sinai 
Commission,  which  suggests  that  the  Red  Brigades  car¬ 
ried  out  the  operation  on  behalf  of  someone  else.  There 
are  Palestinians  and  other  Middle  Eastern  groups  who 
would  have  boon  interested  in  killing  Mr.  Hunt,  and 
there  is  now  considerable  evidence  that  the  assassina¬ 
tion  was,  in  fact,  part  of  a  deal  between  the  Red  Brigades 
and  some  Middle  Eastern  elements.  The  Red  Brigades 
either  carried  out  the  assassination  or  claimed  credit  for 
it,  in  return  for  promised  logistical  support  and  financ¬ 
ing,  which  they  desperately  need  to  get  their  struggle 
going  again. 

Why  do  these  groups  persist  despite  their  apparent 
failure?  There  are  several  reasons.  First,  cut  off  from  the 
normal  contacts  of  society,  having  only  each  other  to  talk 
to,  terrorists  live  in  a  kind  of  fantasy  worlc.  Their 
organizations  are  extravagant  assertions.  They  call 
themselves  armies  and  brigades,  when  in  fact  they  are 
handfuls  of  people.  They  believe  themselves  to  have 
legions  of  supporters  or  potential  supporters,  when  in 
fact  their  constituencies  may  be  largely  imaginary.  They 
fall  prey  to  their  own  propaganda.  They  overestimate 
their  own  strength,  their  appeal,  the  weakness  of  the 
enemies,  the  imminence  of  victory. 

Second,  some  terrorist  g."oups  place  less  importance 
on  whether  they  achieve  progress  toward  distant  goals; 
it’s  not  winning  or  losing  for  these  groups,  it’s  playing 
the  game.  In  the  jargon  of  pop  psychology,  they  are 
action-oriented,  process-oriented,  rather  than  goal- 
oriented  people.  For  them  terrorism  is  an  end  in  itself. 
Living  a  dangerous  life  underground,  oiling  weapons, 
endlessly  planning  operations,  occasionally  carrying  out 
operations,  and  reading  about  themselves  in  a  newspaper 
or  seeing  themselves  on  television  all  fulfill  some  inner 
jjsychological  need. 

A  third  reason  for  the  persistence  of  terrorist  groups 
lies  in  the  composition  of  terrorist  groups.  They  are  col¬ 
lections  of  persons  with  otherwise  unsalable  skills.  They 
have  membership,  hierarchy,  management,  specialized 
functions,  and  cash  flow.  Like  all  organizations,  they  are 
dedicated  to  survival.  They  may  restructure  themselves 
to  survive,  they  may  revise  their  goals,  they  may  alter 
their  operations,  they  may  alter  their  traditional  targeting 
and  carry  out  operations  on  behalf  of  other  people  in 
order  to  gain  logistical  support,  but  they  will  struggle  to 
stay  in  business.  This  is  a  kind  of  organizational 
imperative. 

As  in  war,  when  neither  side  prevails  there  is  a  ten- 
ilency  toward  escalation,  and  we  have  seen  ample  evi- 
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(Iciicoorosciahition  in  torrorism.  There  are  several  expla¬ 
nations  for  the  increasing  Irloodiness  of  terrorism. 
I’errorists  have  been  brutalized  by  long  struggles:  to  a 
certain  extent,  the  public  has  been  numbed.  If  terrorist 
activity  has  increased  fourfold  since  the  Munich  inci¬ 
dent  of  1972,  that  means  that  every  type  of  terrorist  in¬ 
cident  has  become  four  times  more  commonplace. 

Now  that  poses  a  problem  for  the  terrorists,  who  are 
trying  to  maintain  a  certain  degree  of  coercive  power 
and  trying  to  maintain  publicity.  Staying  in  the  headlines 
in  a  world  where  terrorism  has  become  increasingly 
commonplace  requires  acts  of  greater  violence,  so  there 
is  a  built-in  requirement  for  terrorism  to  escalate,  and 
we  see  it  hai)pening. 

Terrorists  have  become  more  proficient  in  their 
violence.  They  have  learned  over  the  years  how  to  huild 
bigger  bombs,  how  to  use  automatic  weapons  more  fre¬ 
quently,  how  to  shoot  through  the  windshields  of  armor- 
I)lated  limousines.  They  have  learned  to  do  a  variety  of 
things  they  couldn’t  do  before,  and  they  are  a  much 
tougher  adversary  than  they  were  10  years  ago.  In 
retrospect,  some  of  the  terrorist  activities  of  the  early 
1970’s  seem  hy  today’s  standards  to  be  almost  innocent. 

There  has  also  been  a  change  in  the  composition  of 
the  membership  of  terrorist  organizations.  At  each 
threshold  of  violence,  there  is  some  debate,  some  argu¬ 
ment  within  the  terrorist  ranks  as  to  whether  this  opera¬ 
tion,  this  level  of  violence  makes  sense.  Is  it  politically 
useful?  Is  it  morally  acceptable?  Will  it  alienate  perceived 
constituents?  Will  it  provoke  public  backlash?  We  know 
that  they  have  these  arguments,  and  we  also  know  that 
over  a  period  of  time  those  who  have  doubts  about  the 
utility  or  the  morality  of  increasing  violence  drop  out. 
In  a  sense,  that  is  good,  since  it  has  in  many  cases  pro¬ 
vided  intelligence  resources  that  have  been  exploited  by 
the  state. 

Hut  at  the  same  time,  who  does  that  leave  in  the 
groups?  It  leaves  the  most  ruthless  people,  the  ones  who 
have  the  least  doubts  about  higher  and  higher  levels  of 
violence. 

The  final  ingredient  in  the  escalation  of  terrorism  is 
the  religious  sanction  that  permits  the  devastating 
suicide  hombings  in  the  Middle  East.  Historically, 
religious  conflicts  have  been  the  bloodiest.  If  God  says 
it’s  okay  to  kill  the  pagans,  the  disbelievers,  the  infidels, 
the  lows,  the  Christians,  or  the  Moslems,  deirending  on 
which  side  one  is  on,  then  the  capacity  for  much  higher 
h.'vels  of  violence  goes  up  enormously. 

While  our  attention  recently  has  been  understand¬ 
ably  focused  on  the  bombings  carried  out  by  the  so-called 


Islamic  Jihad  organization  in  the  Middle  East,  a  number 
of  other  significant  events  have  taken  place  recently.  I 
refer  to,  first,  the  bombing  in  Rangoon,  Burma,  last 
December,  in  which  terrorists  attempted  to  assassinate, 
through  a  large-scale  bombing,  a  group  of  South  Korean 
Government  officials  who  were  visiting  Rangoon.  The 
operation  was  traced  directly  to  the  Government  of 
North  Korea. 

There  was  also  an  assassination  campaign  directed 
against  Jordanian  diplomats  in  New  Delhi,  in  Rome,  and 
in  Paris,  and  of  course,  there  was  the  renewed  violence 
against  them  by  terrorists  traced  to  Libya  that  has  oc¬ 
curred  in  the  United  Kingdom. 

All  of  these,  including  the  attacks  carried  out  by  the 
Islamic  Jihad,  appear  to  have  been  state-sponsored  terror¬ 
ism,  and  that  certainly  is  another  trend  that  we  sec.  A 
growing  number  of  governments  are  using  terrorist  tac¬ 
tics,  deploying  terrorist  groups,  and  exploiting  terrorist 
incidents  as  a  mode  of  surrogate  warfare. 

These  governments  see  in  terrorism  a  useful  capabil¬ 
ity,  a  weapons  system,  a  cheap  means  of  waging  war, 
a  deniable  means  of  waging  war.  For  them,  terrorists 
simply  fill  a  need.  A  modern  conventional  war  is  increas¬ 
ingly  impractical:  it  is  too  destructive  and  too  expensive. 
Moreover,  world,  and  sometimes  domestic,  opinion  im¬ 
poses  constraints. 

Terrorists  offer  a  possible  alternative  to  open  armed 
conflict.  For  some  nations  that  are  unwilling  or  unable 
to  mount  a  conventional  challenge  on  the  battlefield, 
terrorism  is  an  equalizer.  Indeed,  we  may  be  on  the 
threshold  of  a  new  era  of  armed  conflict  in  which  limited 
conventional  warfare,  classic  guerrilla  warfare,  and  in¬ 
ternational  terrorism  will  coexist,  with  both  government 
and  subnational  entities  employing  them  individually, 
interchangeably,  sequentially,  or  even  simultaneously, 
as  well  as  being  required  to  combat  them. 

In  many  respects,  I  think  the  future  face  of  war  is 
reflected  in  the  course  of  armed  conflict  in  Lebanon 
since  the  early  1970’s.  When  we  look  at  it  conceptually, 
warfare  in  that  country  has  continued  on  all  three  of 
these  levels— conventional  war,  guerrilla  warfare,  and 
terrorism.  It  involves  regular  armies,  guerrillas,  private 
militias,  and  terrorist  gunmen,  some  of  whom  are  openly 
assisted  or  covertly  sponsored  by  foreign  states,  by 
political  or  religious  factions,  or  even  by  other  terrorist 
groui)s.  We  may  bo  looking  forward  to  an  era  of  warfare 
that  is  perhaps  less  destructive  than  that  in  the  first  half 
of  the  20th  century,  but  it  will  also  be  less  coherent.  War¬ 
fare  will  cease  to  be  finite.  The  distinctions  between  war 
and  peace  will  dissolve,  nominal  peace  will  be  filled  with 
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continuing  confrontations  and  crises,  armed  conflict  will 
not  be  confined  by  national  frontiers.  Local  belligerents 
will  mobilize  foreign  patrons.  Terrorists  will  attack 
foreign  targets,  both  at  home  and  abroad.  And  the  United 
Slates  will  be  compelled  to  maintain  capabilities  for  deal¬ 
ing  with  all  three  kinds  of  armed  conflict. 

I  mentioned  state  sponsorship  of  terrorism  as  a  trend 
and  state-sponsored  terrorism  as  an  element  of  armed 
conilict  in  the  future.  State  sponsorship  of  terrorism  has 
enormous  consequences.  It  alters  the  contest. 

First  of  all,  state  sponsorship  puts  more  resources 
in  the  hands  of  the  terrorists:  it  provides  them  with  more 
sophisticated  weapons,  explosives,  intelligence,  and 
technical  expertise.  This  increase  in  destructive  poten¬ 
tial  became  clear  in  the  Beirut  bombing  of  October  23. 
The  bomb  that  destroyed  the  Marine  headquarters  was 
colossal,  an  extraordinary  device  that  had  the  equivalent 
of  12,000  pounds  of  TNT.  Most  of  us  aren’t  really  sure 
what  that  kind  of  number  actually  means;  1  certainly  did 
not  know  how  big  a  blast  that  would  be  until  I  saw  the 
actual  effects  of  this  one. 

The  Marine  headquarters  in  Beirut  was  an  interest¬ 
ing  building.  It  had  previously  served  as  an  Israeli  field 
hospital  during  the  Israeli  invasion.  Before  that,  it  had 
been  used  by  the  PLO  as  one  of  their  headquarters  in 
Beirut;  and  it  had  also  been  used  as  a  headquarters  by 
the  Syrian  Army  when  they  had  intervened  in  Beirut. 
There  were  four  levels  of  graffiti  from  soldiers  of  dif¬ 
ferent  armies  written  on  the  walls. 

The  building  was  held  up  with  12  or  14  major  con¬ 
crete  columns.  Each  of  these  columns  was  15  feet  in  cir¬ 
cumference  (about  5  feet  in  diameter)  and  was  reinforced 
with  iron  bars  1%  inches  thick.  The  truck  bomb  exploded 
in  the  lobby  and  sheared  off  every  one  of  the  columns 
at  its  base.  According  to  the  investigation  by  the  FBI  after 
the  episode,  the  building  literally  was  sheared  off  at  the 
base,  lifted  up,  and  the  foundation  blown  out.  The  crater 
this  created  was  about  30  feet  by  40  feet  by  9  feet  deep, 
and  the  building  collapsed  down  in  on  itself.  An  incred¬ 
ible  explosion. 

The  testimony  of  some  of  the  survivors,  the  Marine 
guards,  was  fascinating.  One  fellow  described  being  up 
on  the  roof  on  guard  duty  when  he  saw  the  truck  disap¬ 
pear  between  his  legs.  The  concrete  slab  that  he  was 
standing  on  was  lifted  up,  and  it  then  fell  down.  He  rode 
this  concrete  slab  down  40  feet  and  jumped  off  at  the 
last  minute,  somehow— he  can’t  explain  it— ending 
seated  upright  in  a  jeep,  unhurt. 

One  of  the  questions  that  arose  right  after  the  inci¬ 
dent  was  whether  the  attack  was  likely  to  have  been  stale 


spomsored.  My  immediate  reaction  to  that  question  was, 
“I  certainly  hope  so,”  because  if  it  was  not  state  spon¬ 
sored,  the  consequences  would  be  even  more  enormous 
than  they  already  were.  If  the  attack  was  not  state  spon¬ 
sored,  that  would  mean  that  some  terrorist  group, 
unbeknownst  to  any  government,  had  managed  to  ac¬ 
quire  an  enormous  quantity  of  C-4  hexagen,  a  restricted 
explosive  that  is  not  manufactured  in  the  Middle  East. 
It  is  manufactured  in  only  a  few  countries,  and  its  ex¬ 
port  is  supposedly  rigorously  controlled  by  ministries  of 
defense.  The  attackers  managed  to  acquire  an  enormous 
quantity  of  hexagen,  build  a  very  sophisticated  bomb,  ac¬ 
quire  the  necessary  intelligence,  and  carry  out  an  ex¬ 
traordinary  operation. 

If  they  did  that  without  the  help  or  the  knowledge 
of  a  government,  without  the  complicity  of  a  govern¬ 
ment,  we  would  have  to  dramatically  revise  all  of  our 
estimates  of  the  ceiling  on  terrorist  activity. 

When  we  talk  about  the  possibility  of  weapons  of 
mass  destruction,  chemical  or  even  conceivably  crude 
nuclear  devices,  we  have  drawn  some  confidence  from 
the  assumption  that  it  would  be  very,  very  difficult  for 
any  terrorist  group  anywhere  in  the  world  to  acquire  a 
highly  restricted  commodity,  fabricate  an  extraordinary 
device,  and  carry  out  an  operation  without  tipping  off 
some  government.  At  that  point,  we  would  hope,  bells 
and  alarms  would  go  off,  somebody  would  exercise 
prudence,  and  the  operation  would  be  suppressed  or 
aborted. 

So  if  the  attack  on  the  Marine  headquarters  wasn’t 
state  sponsored,  the  last  remaining  bit  of  confidence  in 
that  assumption  would  be  wiped  out.  It  appears,  on  the 
basis  of  certain  substantial  evidence,  however,  that  the 
bombing  was  sponsored  by  governments. 

Not  only  does  state-sponsored  terrorism  put  more 
resources  in  terrorists’  bands,  it  also  reduces  the  con¬ 
straints  on  terrorism.  Terrorists  operating  on  their  own 
have  to  think  as  politicians.  They  have  to  worry  about 
what  any  proposed  operation  will  do  for  the  leadership, 
whether  it  will  be  understood  and  supported  by  the 
perceived  constituents,  whether  it  will  provoke  the  kind 
of  action  that  could  imperil  the  organization.  These  con¬ 
siderations  that  they  have  to  run  through  impose  a  cer¬ 
tain  caution  and  conservatism  on  terrorist  tactics,  and 
this  may  be  why  the  terrorist  repertoire  has  changed  so 
little. 

When  terrorists  have  state  sponsors,  they  don’t  have 
to  worry  about  these  things.  The  state  becomes  their  con¬ 
stituency.  They  worry  less  about  provoking  a  backlash, 
they  have  state  sponsors  to  fall  back  on,  they  worry  less 
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about  alienating  the  perceived  constituents,  and  they 
have  financing  from  a  government. 

Under  these  conditions,  instead  of  thinking  as  politi¬ 
cians,  they  begin  to  think  as  generals  in  battle.  Their 
[jrimary  concern  is  how  badly  the  operation  will  hurt 
the*  enemy,  and  that’s  a  different  kind  of  tiiinking.  Thus, 
reduc:ed  constraints  plus  increased  resources  lead  to  a 
much  higher  level  of  violence. 

If  we  compare  the  operations  of  state-sponsored 
terrorist  groups  with  the  operations  of  groups  that  have 
little  or  no  state  support,  we  see  some  pretty  dramatic 
results.  For  example,  state-sponsored  terrorism  is,  on  the 
basis  of  our  rough  analysis,  eight  times  more  lethal  than 
the  operations  of  terrorist  groups  that  do  not  have  state 
sponsorship. 

State-sponsored  terrorists  range  globally,  in  contrast 
to  nonsponsored  groups,  which  tend  to  stay  pretty  much 
at  home.  State-sponsored  groups  operate  in  an  average 
of  10  countries  each. 

The  state-sponsored  groups  also  undertake  fewer 
operations.  They  do  not  have  to  rob  banks  or  kidnap  peo¬ 
ple  for  ransom  to  finance  themselves:  they  do  not  have 
to  rob  arsenals  to  get  the  weapons;  they  do  not  have  to 
carry  out  operations  to  establish  themselves  in  the  public 
mind  and  keep  themselves  there;  and  they  do  not  have 
to  carry  out  operations  simply  to  maintain  group  cohe¬ 
siveness  or  to  release  tension,  which  many  of  the  non¬ 
state-sponsored  gioups  have  to  do.  In  summary,  then, 
they  strike  less  often,  but  they  range  wider,  and  when 
they  do  strike,  they  are  far  more  deadly. 

They  hit  business  targets  considerably  less  frequently 
than  government  targets,  again  because  they  do  not  have 
to  finance  themselves  by  attacking  corporations.  Also, 
they  do  not  have  ideological  motives  that  would  cause 
them  to  attack  corporations  as  symbols  of  the  capitalist 
system.  When  they  do  attack  businesses,  they  do  so  for 
a  different  reason.  They  are  either  engaging  in  economic 
warfare,  or  the  corporation  is  involved  in  something  that 
they  oppose.  For  example,  the  Raytheon  Corporation, 
which  is  providing  Kuwait  with  a  missile  system,  was 
one  of  the  targets  in  the  Kuwait  bombings.  The  corpora¬ 
tion  in  France  that  developed  the  Exocet  missile,  which 
France  is  providing  to  the  Iraqis,  was  blown  up  by 
terrorists  in  the  employ  of  the  Iranian  government. 

We  do  not  have  a  clear  indication  yet  of  whether 
state-sponsored  or  nonsponsored  groups  are  more 
dangfnous  to  Americans.  However,  we  do  know  that 
when  state-sponsored  terrorist  groups  attack  Americans, 
they  are  much  more  lethal;  thert.'fore  they  are  more 
dangerous  in  that  senst!. 


State-sponsored  terrorism  is  extraordinarily  difficult 
to  counterattack;  indeed,  in  some  cases  there  may  not 
be  any  group  to  counterattack.  In  the  press,  we  talk  about 
intelligence  reports  on  the  Islamic  Jihad  organization. 
But  the  guys  who  call  up  do  not  say,  “Islamic  jihad 
organization,”  they  say,  “Islamic  Jihad.”  Islamic  Jihad 
is  a  commitment,  it's  a  vow,  it’s  a  spirit.  Spirits  and  vows 
don’t  blow  up  headquarters  and  embassies.  It  is  we,  at 
our  cMid,  who  have  added  the  word  “organization.”  That 
can  be  misleading,  because  if  you  add  the  word 
“organization,”  you  begin  to  look  for  the  attributes  of 
an  organization.  You  begin  to  look  for  a  hierarchy,  for 
leadership,  for  structure,  for  headquarters— and  there 
mav  not  be  any  of  those  things  in  the  case  of  Islamic 
Jihad.  In  many  cases,  there  is  no  group  at  all  to  counter¬ 
attack.  There  is  only  a  voice  on  the  telephone. 

Even  when  there  is  a  group  to  counterattack,  it  is 
extraordinarily  difficult  to  do  so.  When  we  talk  about  at¬ 
tacking  in  retaliation  or  in  reprisal  for  state-sponsored 
terrorism,  we  are  really  talking  about  operations  aimed 
at  modifying  the  behavior  of  the  government  that 
employed  or  directly  sponsored  the  groups  or  that  per¬ 
mitted  the  terrorists  to  operate  from  its  territory. 

It  is  very  difficult  for  a  state  to  attack  a  terrorist 
group,  because  there  isn’t  any  symmetry  of  vulnerabili¬ 
ties.  They  don’t  have  territory,  they  don’t  have  popula¬ 
tions  to  protect,  they  don’t  have  economies,  they  don’t 
offer  lucrative  targets  in  the  conventional  sense.  On  the 
other  hand,  states  do  have  those  things,  and  therefore 
state  sponsors  are  a  bit  more  vulnerable  than  terrorist 
groups  to  the  kinds  of  counterattack  that  we  can  con¬ 
template.  However,  the  problem  in  going  after  the  state 
is  proof.  We  cannot  easily  prove  the  links  between  the 
terrorist  and  the  state  sponsors,  and  the  state  sponsors 
want  it  that  way. 

Although  our  intelligence  is  really  very  good,  it  is 
inadequate  for  this  purpose.  People  who  are  in  the 
business  of  prosecuting  are  well  aware  of  this.  National 
intelligence  works  with  probabilities.  That  is,  a  certain 
|)robability  of  an  attack  justifies  taking  the  necessary 
measures  to  defend  oneself  against  that  attack. 

But  when  we  talk  about  proving  links,  then  we’re 
asking  intelligence  to  do  something  else.  We’re  asking 
intelligence  to  provide  proof,  and  intelligence  is  not  very 
good  at  that.  It  is  quite  apparent  that  we  are  not  going 
to  have  the  kinds  of  proof  in  these  cases  of  state- 
sponsored  terrorism  that  would  meet  the  standards  of 
an  American  courtroom.  And  that  constitutes  a  real 
jjroblem  in  terms  of  links. 
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Till!  other  problem  one  faces  here  is  that  while  one 
can  evmitually  make  a  case  on  the  basis  of  certain  sub¬ 
stantial  evidence,  it  takes  time  to  do  that.  Public  support 
for  o|)erations  is  very  e|)h(!meral  and  diminishes  faster 
than  we  can  gather  the  jjroof  to  justify  any  sort  of 
rciaclion. 

'I’he  final  consequence  is  that  slate  sponsorship  alters 
tlu!  measures  of  success  and  failure.  The  question  of  how 
terrorists  evaluate  the  success  or  failure  of  their  actions 
is  really  a  very  difficult  hut  a  very  crucial  one.  Our  abil¬ 
ity  to  affect  their  decisionmaking,  their  choice  of  targets, 
and  their  willingness  to  fight  on  depends  on  the  answer 
to  that  question. 

On  the  basis  of  what  we  know  about  terrorists  and 
what  we  know  from  terrorists,  it  is  not  clear  that  they 
agree  on  the  measures  of  success.  Indeed,  in  a  tactical 
sense,  they  often  seem  to  win,  but  strategically  they  often 
seem  to  lose.  State  sponsorship  changes  all  of  this, 
because  success  or  failure  is  no  longer  the  issue;  the 
terrorists  are  simply  the  tools  of  someone’s  policy. 

What  we  can  say  clearly,  though,  is  that  the  Beirut 
bombing  is  a  remarkable  demonstration  of  a  success.  It 
is  not  simply  that  the  terrorist  killed  241  U.S.  Marines; 
it  is  not  simply  that  American  military  men  were  rebuked 
publicly  for  neglecting  their  command  responsibilities; 
it  is  that  the  attack  obliterated  U.S.  policy  in  the  Middle 
East. 

More  than  that,  it  demonstrated  our  vulnerability, 
our  inability  to  respond.  It  suggested  that  the  United 
Slates  was  impotent.  It  invites  further  attack,  in  a  sense 
saying  that  if  you  want  to  hit  the  United  States,  this  is 
the  way  to  hit  them.  And  that  is  the  consequence  of  the 
Beirut  bombing,  and  it  is  significant. 

Some  of  the  problems  of  intelligence  are  obvious: 
Terrorist  groups  are  small,  tightly  knit  groups,  conscious 
of  security;  they're  hard  to  penetrate;  they're  hard  to 
predict.  On  the  other  hand,  state  sponsorship  may  offer 
us  some  possibility  of  penetration  and  prediction, 
because  slates  are  big  organizations  and  they  are  easier 
to  penetrate. 

What  we  know  about  terrorist  groups  and  terrorist 
intentions  thus  far  is  iirimarily  a  matter  of  human  intel¬ 
ligence.  and  we  know  that  human  intelligence  is  always 
very  difficult  to  obtain.  Another  problem  in  this  regard 
is  the  fat:!  that  there  is  a  high  noise  level.  Indeed,  44  per¬ 
cent  of  the  incidents  in  the  Government's  database  of  in¬ 
ternal  ional  terrorism  are  threats  and  hoaxes,  none  of 
which  can  he  entirely  ignored,  hut  very  few  of  which 
ultimately  materialize  in  the  form  of  actions. 


And  finally,  state  sponsors  cover  their  tracks  very 
successfully.  One  possible  option  we  might  think  about 
here  is  the  public  use  of  intelligence— that  is,  compiling 
and  making  a  public  case  with  all  of  the  information  we 
have  that  may  link  state  sponsors  with  a  particular  terror¬ 
ist  group,  as  a  means  of  bringing  pressure  on  those  state 
sponsors,  as  a  means  of  warning  them  that  we  know 
what  they’re  up  to,  as  a  moans  of  providing  a  justifiable 
basis  for  reaction  should  they  continue  their  attacks.  I’m 
talking  about  an  effective  use  of  public  intelligence,  such 
as  we  saw  in  the  case  of  the  Soviet  shooting  down  of  the 
Korean  airliner. 

The  intelligence  community  is  always  opposed  to 
going  public.  All  sources  are  sacrosanct  in  the  intelli¬ 
gence  community,  and  they  never  want  to  reveal 
anything  that  may  reveal  sources.  That  is  certainly  a  con¬ 
sideration,  but  we  may  have  to  overrule  that  particular 
objection. 

However,  before  public  use  of  intelligence  can  be 
considered,  the  Government  must  come  to  a  position  of 
willingness  to  do  something  about  it.  If  we  simply  ad¬ 
vertise  that  we  know  who’s  behind  the  attacks  but  don’t 
intend  to  do  anything  about  it,  we  are  only  demonstrating 
further  our  own  impotence. 

Problems  of  physical  protection  again  present  asym¬ 
metries.  Terrorists  can  attack  anything,  anywhere,  any¬ 
time,  but  governments  cannot  protect  everything,  every¬ 
where.  all  the  time.  The  size  of  the  security  budget— the 
resources  needed  for  security— is  determined  not  by  the 
magnitude  of  the  threat,  but  by  the  number  of  targets  to 
be  protected.  And  that  can  lead  to  extraordinary  expen¬ 
ditures  for  physical  security.  Indeed,  it  could  lead  to  one- 
half  of  the  armed  services  being  dedicated  to  protecting 
the  other  half.  Obviously  this  would  be  terribly  disrup¬ 
tive  to  operations. 

If  we  begin  to  conceptually  accept  terrorism  as  war¬ 
fare,  then  we  may  have  to  alter  the  way  we  view  risk. 
That  is,  a  higher  level  of  risk  may  become  acceptable. 
In  wartime,  we  expect  to  take  casualties.  In  peacetime, 
if  a  single  soldier  breaks  an  ankle,  it  is  cause  for  an  in¬ 
vestigation.  But  if  we  must  live  in  a  world  that  is  sort 
of  at  war,  and  sort  of  at  peace,  we  may  have  to  accept 
occasional  losses  because  we  are  unwilling  or  unable  to 
provide  a  level  of  physical  security  for  every  conceivable 
target  all  the  time. 

How  much  physical  security  is  enough?  We  don’t 
know.  The  answer  is  often  a  subjective  measure,  in 
which  the  prevailing  atmosphere  is  very  important.  In 
an  atmosphere  of  fear  and  alarm,  people  have  a  tendency 
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lo  bocomi!  fxtraordiniirily  proloctivc  and  wo  soo  ovi- 
doiicc  of  that  in  Washington. 

iMiially,  thoso  security  moasuros  are  a  little  hit  like 
linoleum— they’re  easier  to  lay  down  than  they  are  to  lift 
u|).  Once  you  put  these  measures  in  place,  they  have  a 
tendency  to  become  permanent.  It  works  like  a  ratchet, 
with  levels  of  security  becoming  higher  and  higher  and 
an  increasing  portion  of  our  resources  being  diverted  to 
s(!curity  measures. 

What  are  the  implications  of  all  of  this  for  the  United 
States  and  in  particular,  for  the  U.S.  military?  Obviously, 
greater  attention  must  be  paid  to  physical  protection.  The 
trends  in  terrorism  affect  our  willingness  to  deploy  our 
forces,  particularly  ground  forces,  in  areas  where  they 
may  be  vulnerable  to  terrorist  attack.  We  are  seeing  de¬ 
cisionmakers  try  to  figure  out  ways  of  substituting  either 
sea  power  or  air  power  for  presence  missions.  We  are 
not  certain  of  how  jets  would  perform  presence  missions. 
We  know  how  the  Now  Jorsoy  does  it,  but  we’re  not  sure 
that’s  an  effective  way  of  doing  it,  so  this  is  an  area  that 
is  currently  being  debated  and  explored. 

As  I  mentioned  earlier,  in  some  cases  we  may  simply 
have  lo  alter  our  views  and  accept  a  higher  level  of  risk. 
To  view  terrorism  as  war  increases  the  likelihood  of  mili¬ 
tary  involvement  in  retaliatory  or  possibly  preemptive 
operations.  This  would  mean  a  greater  investment  in 
special  operations.  And  there  is  a  growing  consensus  in 
th(?  Government  that  we  simply  cannot  go  on  passively 
reacting  to  terrorist  actions,  saying  that  we  will  protect 
ourselves  as  well  as  we  can,  but  will  not  necessarily  strike 
back.  This  Government  appears  to  me  to  be  about  an  inch 
away  from  adopting  a  policy  that  says  we  will  strike 
bac.k,  for  the  reasons  I’ve  already  mentioned. 

Terrorism  has  revealed  our  vulnerability.  It  has 
revealed  our  inability  to  respond.  This  leads  to  the  per¬ 
ception  that  we  are  impotent,  and  it  invites  further 
attack.  The  people  who  might  contemplate  another 
operation  against  the  finited  States  may  have  some 
measuri!  of  the  feeling  in  this  country,  but  we  cannot 
know  for  sure. 

Whatever  military  response  we  might  take,  the  op¬ 
tions  we  know  are  quite  limited,  and  we  do  not  know 
what  effect  they  will  have.  Certainly  whatever  we  do  will 
be  debated  at  home,  and  this  tends  to  push  us  in  the 
direction  of  covert  operations.  But  there  we  have  a  whole 
array  of  problems  as  well. 

We  are  not  going  to  react  to  terrorism  with  terrorism. 
We  are  not  going  to  lo.se  our  own  legitimacy  in  respond¬ 


ing  lo  what  we  regard  as  illegitimate  attack.  We  cannot 
afford  lo  destroy  our  own  value  system  and  operate  on 
the  level  of  savagery  at  which  they  operate.  In  fact,  the 
unatlracliveness  of  many  covert  operations  (referred  to 
with  an  incredible  array  of  euphemisms)  pushes  us  in 
the  direction  of  military  operations.  And  that’s  whore 
the  dilemma  and  the  debate  are  right  now  in  government. 

Finally,  military  measures  alone  won’t  do  it.  The  fact 
that  we  now  view  terrorism  as  a  mode  of  conflict,  as  a 
kind  of  warfare,  doesn’t  mean  that  the  problem  can 
simply  be  handed  off  to  the  military.  Simply  washing 
Government’s  hands  of  the  problem  wouldn’t  solve  a 
thing. 

best  we  adjourn  in  despair  lo  retire  behind  our  con¬ 
crete  harriers,  let  me  quote  from  a  letter  in  the  London 
Time.s: 

In  the  debate  in  the  House  of  Commons,  it 
.seemed  lo  be  taken  for  granted  on  all  sides  that 
there  is  and  can  be  no  defense  against  terrorist 
attack  and  that  we  must  rely  entirely  upon 
counterattack  and  reprisals,  that  there  is  at  pres¬ 
ent  no  means  of  preventing  terrorists  from  de¬ 
ploying  their  loads  of  explosives  upon  their 
objectives.  I  believe  this  to  be  true. 

But,  if  we  are  reduced  to  a  policy  of  reprisals, 
the  temptation  to  be  quickest  on  the  draw  will 
be  tremendous.  It  seems  not  too  much  to  say  that 
terrorism  in  the  hands  of  gangster  governments 
might  jeopardize  the  whole  future  of  our 
Western  Civilization. 


I’ve  taken  some  liberties  with  the  quote.  I’ve  sub¬ 
stituted  the  word  "terrorism”  for  the  word  “aerial 
bombers.”  The  letter  was  written  in  1934,  when  people 
thought  there  could  be  no  defense  against  aircraft  car¬ 
rying  bombs.  Our  situation  today  may  be  very  similar. 
I  think  that  we  can,  with  a  great  deal  of  hard  thought 
and  with  more  resources,  learn  how  to  combat  this  new 
kind  of  terrorist  problem.  We  have  had  limited  success 
in  protecting  embassies.  We  had  a  problem  with  airline 
hijacking  years  ago,  and  ultimately  we  figured  out  ways 
of  at  least  containing  the  problem  to  a  degree  and  deal¬ 
ing  with  it.  It  certainly  would  be  a  worse  fate  to  simply 
wring  our  hands,  hide  behind  our  concrete  barriers,  and 
wait  for  the  inevitable  terrorist  attack. 
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'I'licink  you  lor  asking  mo  to  spoak  with  you  about 
lorrorism — a  suliject  that  I  was  c;onc:urnotl  with  in  tho  job 
I  just  loit,  Chiol  Counsol  lor  Iho  Sonato  Soloot  Commit- 
loo  on  Intolligonoo,  and  a  subjocl  I  sense  1  will  be  delv¬ 
ing  into  oven  more  deeply  in  my  now  [losition  as  Deputy 
Assistant  Attorney  General  in  tho  Criminal  Division. 

'rhoro  is  not  a  lot  of  change  for  mo  in  leaving  Iho 
inlolligonce  community  and  going  to  law  enforcement 
at  luslico.  1  say  that  because  during  the  time  I  was 
charged  with  intelligence  oversight,  the  CIA  convinced 
me  they  were  just  like  everybody  else.  As  one  CIA 
operative  said  to  me,  “I’m  no  different  from  a  Harvard 
professor:  I  speak  Russian,  lake  urine  samples,  and 
worry  about  what’s  happening  in  Czechoslovakia.’’ 

After  I  was  asked  to  speak  here  to  explain  how  the 
Ciongressional  |)rncess  affects  terrorism  legislation,  I 
called  in  the  title  of  my  speech:  “A  Disc:ussion  of  the  Fac¬ 
tors  Affecting  Legislation  on  Terrorism:  535  and  C'ount- 
ing."  The  answer  was,  “What  does  that  mean?’’  Thai’s 
when  1  knew  I  might  be  needed  here.  To  all  of  us  who 
have  worked  “on  the  Hill,”  the  number  535  automatically 
summons  forth  the  knowledge  that  it  is  the  sum  total  of 
the  numher  of  Representatives  and  Senators. 

So  1  will  get  to  the  business  requested  of  mo  and 
dist:uss  the  factors  affecting  terrorism  legislation,  with 
the  words  of  Hismarck  as  a  caveat,  “The  law  is  like 
sausage— anyone  who  likes  it  should  never  watch  it  be¬ 
ing  made."  So  if  there  bo  a  person  out  there  of  faint  heart 
or  weak  stomach,  please  exit  immediately. 

First,  I  w'ill  discuss  the  535  and  how  the  institution 
of  C]ongress  affec:ts  them.  Second,  I  will  discuss  the  ex¬ 
ternal  fac:tors  affecting  the  535.  And  last,  we  will  look 
at  some  legislative  successes  in  this  area. 

THE  535 

One  commentator  has  said  that  Congressional  deci¬ 
sions  are  rarely  made  on  the  basis  of  conscienc:e  or  con¬ 
stituents,  hut  that  they  are  based  on  the  institutions 
themselves.  Although  the  commentator  is  guilty  of  some 
hyperbole,  those  of  us  who  have  worked  inside  th(! 
legislative  institution  are  keenly  aware  that  the  very 
nature  of  each  chamber— and  the  Senate  and  the  House 
are  two  diverse  bodies- is  an  important  factor  affecting 
the  legislative  i)rocess. 

The  Senate,  with  its  100  members,  is  a  club.  Each 
Senator  knows  the  other— by  nickname.  The  Senate  runs 


best  when  no  rules  are  applied  but  when  there  is  agree¬ 
ment  by  unanimous  consent.  The  Senate  rulebook  is 
about  a  quarter-inch  thick. 

The  House  has  435  members  who  do  not  necessarily 
know  each  other's  names  by  the  end  of  the  2-year  term. 
The  Rule  Book  is  inches  thick.  Moreover,  there  is  a 
powerful  Rules  Committee  which  dictates  how  most  of 
the  House  legislation  is  handled  on  the  floor.  By  com¬ 
parison,  we  must  not  forget  that  each  Senator  has  the 
right  to  filibuster,  a  mighty  threat  which  is  not  available 
to  a  House  member  and  v.'hich  can  bring  a  ringing  halt 
to  any  legislation. 

Senators,  becau;  o  of  the  smaller  numbers,  are 
generalists.  They  are  the  “big  picture”  people.  Tho  House 
has  sufficient  numbers  to  study  issues  in  depth.  They  are 
specialists.  So  what  happens  to  legislation  passing 
through  these  two  diverse  groups?  The  Senate  carves  out 
the  major  thrust;  the  House  puts  up  a  magnifying  glass 
to  analyze  Iho  nitty  gritty.  It  takes  a  long  time,  sometimes, 
to  shape  the  nitty  gritty. 

Senators  run  every  6  years.  For  4  years,  their  votes 
appear  to  reflect  more  of  their  own  instincts;  then,  about 
2  years  before  reelection  time,  there  is  much  more 
awareness  of  the  folks  and,  moreover,  the  media  back 
home.  For  example,  the  1982  Agents  Identities  Protec¬ 
tion  Act,  which  I  floormanaged  for  Senator  john  Chafee, 
made  it  a  crime  to  disclose  the  identity  of  intelligence 
covert  agents.  A  specific  provision  in  ihe  bill  came  under 
attack  by  the  media,  claiming  it  threatened  their  rights 
under  the  First  Amendment.  As  1  counted  votes  by 
checking  with  each  Senator’s  office,  it  was  not  unusual 
to  have  a  staffer  say,  “The  Senator  would  like  to  vote  with 
you  on  that  provision  but  he’s  up  for  reelection  and  the 
press  would  crucify  him  back  home.”  Senator  Chafee 
showed  particular  courage  by  not  only  voting  for  that 
controversial  provision  but  also  by  leading  the  fight  just 
months  before  his  November  election. 

It  is  particularly  difficult  for  a  person  up  for  reelec¬ 
tion  to  be  on  a  subcommittee  considering  controversial 
legislation.  And  it  has  not  been  unknown  for  certain 
legislation  to  be  assigned  to  a  Senate  subcommittee  with 
fewer  members  up  for  reelection  so  that  the  members 
would  not  have  the  heat  of  the  fall  election  inhibiting 
work  on  a  bill. 

After  all  that  has  been  said  about  the  Senate  reelec- 
tion  situation,  you  can  anticipate  Ihe  problems  of  deal¬ 
ing  with  anything  controversial  in  tho  House,  whose 
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niDinbors  run  every  2  years  or  all  the  time,  whichever 
comes  first. 

These  are  some  of  the  key  institutional  ingredients 
that  affect  sausage  making.  They  are  present  whatever 
the  subject  of  the  legislation.  They  are  a  response  to  the 
apparatus  constructed  for  the  purpose  of  legislating.  But 
the  process  does  not  end  within  the  institution  itself.  So 
let  us  turn  to  the  external  factors  that  affect  the  proce.ss 
and  view  these  factors  through  possible  legislative 
remedies  for  terrorism. 

FACTORS  AFFECTING  THE  535 

TJi*'  \J<>»liu-  i  lu'  tnlntid  ih  JiiJwl  firl4  Fnuti. 

what  1  have  observed,  it  is  first.  As  soon  as  the  press  calls 
come  into  a  Congressional  office  about  a  specific  suh- 
ject,  there  is  reaction.  We  can  all  agree  there  should  ho 
apple  pie  and  motherhood,  and  that  terrorism  should  he 
outlawed.  But  wait— 'vhat  if  antiterrorist  legislation  in¬ 
cludes  a  provision  affecting  the  press?  Again,  the  Agent 
hhmtities  Bill  is  an  example.  Naming  names  of  covert 
agents  was  the  dirty  business  of  Covert  Action  Informa¬ 
tion  Bulletin.  It  became  an  unconscionable  act  when 
disclosing  one  of  those  identities  led  to  the  as.sassination 
of  the  Chief  of  Station  in  Athens.  Everyone  agreed  that 
Covert  Action  Information  Bulletin  should  quit  naming 
names.  But  hold  on— the  language  used  to  criminalize 
this  conduct  could  also  apply  to  the  New  York  Times. 
Now,  said  the  press,  that  is  where  only  respectable 
stories  are  printed.  If  a  covert  agent  were  named  in  the 
Nr'iv  y'uft  Tfr  ei  n  fnnrJji  irgJm.p' r  il  woiilii 

he  for  a  good  reason.  The  journalists’  argument  con¬ 
tinued  that  at  certain  times  it  would  be  necessary  to 
reveal  the  names  of  covert  intelligence  agents  to  uncover 
corruption  and  wrongdoing.  And  so  the  media  waged 
war  against  certain  provisions  of  the  Agent  Identities 
Bill,  just  an  aside:  I  always  liked  to  ask  these  protesting 
journalists  how  the  Wu.shington  Post  managed  to  uncover 
nil  cwtiHiJlwr  ku  wUoowl  w«r 

the  name  of  Deep  Throat. 

Another  example:  Consider  a  provision  in  anti- 
terrorism  legislation  that  the  press  is  limited  in  the 
publicity  it  can  give  to  acts  by  terrorists.  It  is  generally 
agreed  that  publicity  exacerbates  the  immediate  situa¬ 
tion  and  encourages  future  terrorists.  But  do  you  think 
the  press  will  react  to  a  legislative  provision  that  pro¬ 
hibits  publicity  for  certain  acts  of  terrorism?  I  leave  the 
journalistic  response  to  your  imagination. 


The  problem  is  that  there  is  nowhere  to  go  to  pro¬ 
test  if  you  are  a  supporter  of  legislation  the  press 
opposes.  So,  if  you  are  a  politician  relying  on  those 
votes— and  you  do  not  have  any  other  forum  to  explain 
your  side  of  the  story— it  can  affect  some  of  your  deci¬ 
sions  on  legislation. 

The  Lobbyist:  Each  member  of  Congress  has  specific 
groups  of  supporters  within  his  or  her  constituents. 
Various  lobbying  groups  support  each  member's  elec¬ 
tion.  When  those  lobbyists  speak,  “E.F.  Congressperson” 
biiBer  lislen.  We  all  knuvv  the  ACLU  will  oppose  must 
legislation  tightening  the  criminal  laws.  What  if  there 
were  a  bill  to  prohibit  trade  with  any  country  providing 
k-  kjTiofklft — a  n  (d  xAm  fhrd 

should  be  in  any  arsenal  of  tools  to  combat  terrorism. 
There  could  be  lobbying  opposition  from  places  one 
would  never  suppose.  Some  administrations  could  find 
their  own  Commerce  Departments  protesting  this  legisla¬ 
tion.  Certainly  lobbyists  representing  a  trade  association 
dealing  with  any  country  under  suspicion  of  harboring 
terrorists  could  find  themselves  under  the  same  covers 
with  some  strange  political  bedfellows. 

How  do  you  think  politically  active  factions  oppos¬ 
ing  covert  action  and  a  strong  intelligence  community 
would  feel  about  legislation  increasing  intelligence  and 
police  activity  seeking  to  penetrate  terrorist  groups? 

How  do  you  think  groups  opposed  to  a  strong  Exec¬ 
utive  would  feel  about  giving  broad  power  to  the  Presi¬ 
dent  to  impose  economic  sanctions  against  countries 
supporting  terrorism  or  failing  to  take  action  against 
KuTariys’ 

Do  you  think  the  President  should  send  military  force 
against  terrorist  attacks  on  U.S.  citizens?  If  so,  does  that 
trigger  the  War  Powers  Act? 

Indeed,  I  think  we  can  assume  that  all  of  these  groups 
earnestly  oppose  terrorism.  But  no  one  wains  his  or  her 
own  sphere  of  political  interest  affected  to  cure  this 
awesome  threat. 

khM  !  W'H* 

discuss  the  Congressional  staff:  in  the  part  of  my  talk 
discussing  the  535  as  an  institution  or  in  the  part  dis¬ 
cussing  the  external  factors  on  the  535.  Since  1  have  seen 
good  loyal  staff  totally  represent  their  principals  and  yet 
other  staff  go  far  astray  from  what  I  knew  to  be  their 
members’  views,  this  dilemma  of  mine  is  understandable. 

When  a  Congressional  staffer  has  his  or  her  own 
agenda,  it  is  a  very  difficult  situation  to  counter.  One  has 
to  choose  carefully  those  issues  to  be  taken  to  the 
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member  personally.  1  developed  certain  approaches.  For 
example,  “Well,  let’s  go  have  a  discussion  with  the 
Senator  so  we  can  make  absolutely  sure  this  is  what  he 
wanted.”  Another  tactic  was,  “Well,  I’ll  have  my  Senator 
c:all  your  Senator  and  make  sure  we  clear  this  thing  up.” 
But  there  were  many  occasions  when  it  is  impossible  to 
penetrate  this  staff  wall— and  so  you  better  hope  the  limb 
the  staffer  is  going  out  on  is  the  limb  you  want. 

Executive  Branch  Relationships:  A  fourth  factor  not 
much  addressed  is  that  some  Executive  Branch  agencies 
sometimes  have  such  poor  relationships  with  their  Con¬ 
gressional  oversight  committees  that  needed  legislation 
will  not  be  developed.  We  are  all  aware  of  the  tension 
inherent  within  the  three  branches,  a  tension  mandated 
by  the  framers  of  our  Constitution  to  ensure  that  no 
single  branch  becomes  more  powerful  than  the  other 
two.  It  is  much  like  that  children’s  game— Rock,  Scissors, 
Paper— where  scissors  cut  paper,  paper  covers  rock,  and 
rock  breaks  scissors.  Each  Branch  has  a  tool  that  cuts, 
covers,  or  breaks  the  others. 

Congress  must  fulfill  certain  constitutional  oversight 
duties  with  the  Executive  Branch.  If  Congre.ss  is  doing 
its  duty  professionally,  it  does  not  dictate  and  it  does  not 
insult.  By  the  same  token,  the  Executive  Branch  should 
respond  professionally  to  Congressional  requests.  I  have 
seen  Congressional"  liaison  offices  foment  such  adver¬ 
sarial  relationships  in  the  oversight  process  that  when 
they  need  something,  like  certain  legislation,  the  mem¬ 
bers  and,  just  as  important,  the  staff,  say  “tough.” 

Crisis:  Many  times  the  most  significant  factor  affect¬ 
ing  legislation  is  a  crisis— a  high-publicity  situation  that 
focuses  everyone’s  attention  on  a  specific  subject  mat¬ 
ter.  A  good  idea  is  not  necessarily  sufficient  for  that  good 
idea  to  become  law.  Changes  in  the  federal  insanity 
defense  were  first  proposed  as  a  result  of  Governor 
Brown’s  Commission.  This  is  not  Jerry  Brown  of  recent 
rnedfly  fame  but  his  father,  who  chaired  the  Commission 
under  the  Nixon  Administration.  Fifteen  years  later,  it 
took  John  Hinckley’s  shooting  of  the  President  to  grab 
the  necessary  legislative  attention.  The  Senate  passed  the 
Reform  Bill  but  the  House,  which  does  not  move  strong 
criminal  enforcement  bilts,  has  not. 

'rhe  November  bombing  of  the  Capitol  may  have 
done  more  to  focus  the  proper  attention  on  terrorism 
than  all  the  well-meaning  lobbying  could  ever  have  done. 
In  the  past  few  months  in  the  Senate,  there  were  daily 
reminders  of  that  bombing  as  I  had  to  show  passes  and 
have  my  purse  searched  at  almost  every  turn— and  I 
worked  there. 


SOME  SUCCESSES 

Notwithstanding  these  hurdles,  tliere  have  been  re¬ 
cent  legislation  and  Senate  treaty  ratifications  that  could 
be  considered  successes  in  the  area  of  anti-terrorism. 

1978  Foreign  Intelligence  Surveillance  Act,  This  law 
^t  up  procedures  for  electronic  surveillance  to  acquire 
certain  national  security  information,  including  ter¬ 
rorists’  acts.  Information  for  probable  cause  determina¬ 
tion  goes  to  the  FISA  Court  and  is  kept  sealed.  The  Exec¬ 
utive  and  Legislative  Branches  have  sung  the  law’s 
praises  and  the  courts  have  upheld  its  constitutionality 
against  many  attacks. 

1982  Agent  Identities  Protection  Act,  This  law 
criminalized  disclosure  of  undercover  agents.  Covert  Ac¬ 
tion  Information  Bulletin  has  not  published  another 
name  since  the  bill  passed  the  Senate,  which  was  months 
before  it  was  signed  into  law.  The  Senate  has  also  sent 
to  the  House  a  bill  which  provides  capital  punishment 
for  terrorism,  but,  1  repeat  myself,  the  House  has  not 
been  very  receptive  to  restrictive  crime  legislation.  So 
there  the  legislation  might  sit. 

International  Convention  Against  the  Taking  of 
Hostages.  In  1981,  the  Senate  unanimously  ratified  this 
convention.  The  convention  imposes  binding  legal 
obligation  on  the  parties  either  to  extradite  or  submit  for 
prosecution  alleged  hostage-takers  found  in  their 
jurisdiction.  Each  signatory  state  must  comply  with  this 
obligation  without  regard  to  where  the  alleged  hostage¬ 
taking  was  committed. 

Another  treaty  is  the  Convention  on  Physical  Protec¬ 
tion  of  Nuclear  Material.  This  convention  requires  that 
those  who  commit  serious  offenses  involving  nuclear 
material  will  be  punished  and  that  international  coopera¬ 
tion  in  providing  security  for  nuclear  material  will  be 
increased. 

The  Montreal  Convention  for  the  Suppression  of 
Unlawful  Acts  Against  the  Safety  of  Civil  Avdation  was 
ratified  by  the  U.S.  Senate  in  1972  but  implementing 
legislation  has  not  yet  been  passed.  I  am  told  this  legisla¬ 
tion  is  in  the  works. 

In  closing,  I  wish  to  comment  that  this  complex 
sausage-making  apparatus  was  constructed  so  that  much 
debate  and  then  consensus  would  be  essential  ingre¬ 
dients  of  legislation.  For  those  of  us  interested  in  pass¬ 
ing  specific  legislation,  it  is  necessary  to  understand  this 
ap|)aratus  to  make  it  work  for  us.  It  is  also  necessary  to 
have  a  strong  stomach. 
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The  theme  of  this  symposium,  “Symmetry  and 
Asymmetry  of  Global  Adversary  Behavior,”  gives  us  a 
hint  of  the  difficulty  in  dealing  with  the  core  subject  at 
hand— terrorism.  I  feel  a  bit  like  the  great  jurist,  Oliver 
Wendell  Holmes.  Late  in  his  distinguished  career  on  the 
Supreme  Court,  Holmes  found  himself  on  a  train.  Con¬ 
fronted  by  the  conductor,  the  Justice  couldn’t  find  his 
ticket.  The  conductor  recognized  the  distinguished  jurist 
and  told  him  not  to  worry,  that  he  could  just  send  in  the 
ticket  when  he  found  it.  Holmes  looked  at  the  conduc¬ 
tor  with  some  irritation  and  replied;  “The  problem  is  not 
where  my  ticket  is.  The  problem  is,  where  am  I  going?” 

And  so  we  might  ask,  where  are  we  going?  What  is 
this  phenomenon,  terrorism,  and  what  has  it  done  to  us 
from  the  perspective  of  intelligence  and  the  law?  What 
has  it  forced  us  to  do  and  where  are  we  headed  in  this 
“iinf  harted  field”'? 

Professor  Yonah  Alexander  says  that  what  con¬ 
stitutes  “terrorism”  is  highly  controversial  because  the 
of  tvhtH  j-ttsUfUti  vh,4our« 

greatly.  Thus  each  country  decides  who  are  the  ter¬ 
rorists.  Hence,  he  was  not  surprised  when  the  Ad  Hoc 
Committee  on  Terrorism  of  the  U.N.  General  Assembly 
failed  to  reach  a  consensus  on  the  definition  of  terrorism. 
Unencumbered  by  the  need  to  form  such  a  consensus. 
Dr.  Alexander  defines  it  thus: 

I  define  terrorism  as  the  threat  and  use  of 
f/s-yvih  tk.gH.aJ  and  pJ.ysicaJ  fare,?  hicJnuHig  iu 
limidation,  coercion,  repression,  and,  ultimately, 
destruction  of  human  lives  and  property— for  the 
inirpose  of  attaining  real  or  imaginary 
ideological  and  political  goals.  In  other  words, 
terrorism  should  be  regarded  as  an  expedient 
tactical  and  strategic  tool  utilized  by  both 
established  regimes  and  opposition  groups  func¬ 
tioning  under  varying  degrees  of  stress. 

Nonstate  movements  consist  of  ethnic,  religious, 
and  nationalist  groups  (e.g.,  the  provisional  wing 
of  the  Irish  Republican  .^rmy);  Marxist-Leninist 
groups  te.g.,  the  Basques  m  Spain);  anarchist 
grou[).s  (e.g.,  Germany’s  Red  Cells);  neo-Fascist 
inul  evixi'i'it'  "I'lxi'lny’s 

Gray  Wolves);  ideological  mercenaries  (e.g.,  the 
Japanese  Red  Army);  and  pathological  groups 
(e.g.,  the  Symbionese  Liberation  Army).  Unlike 
ordinary  criminals  these  terrorists  are  ostensibly 
dedicated  to  an  altruistic  ideological  or  political 


cause.  Yet,  for  terrorism’s  victims,  it  doesn’t  mat¬ 
ter  whether  the  cause  for  which  they  suffered  or 
died  was  Puerto  Rican  independence  or  the  fur¬ 
therance  of  international  communism.  In  short, 
we  are  living  in  an  “Age  of  Terrorism”  in  terms 
of  technology,  victimization,  threat,  and 
response. 

What  to  do  about  it?  Here  is  his  prescription: 

^Obviously  the  first  line  of  defense  is  the  law 
enforcement  agencies,  and  they’re  doing  a  good 
job.  However,  the  problem  of  terrorism  is  so 
critical  that  it  cannot  be  left  to  the  law  enforce¬ 
ment  agencies  alone.  Other  segments  of 
society— Gongress,  universities,  churches,  and 
famiilies— should  also  have  an  input, 'Much 
technology  is  available,  and  new  technology 
usually  can  be  developed  to  deal  with  most 
terrorists  threats.  The  problem  lies  in  making 
^Jrfhiiurr  to 
countermeasures. 

Also,  intelligence  countermeasures  are  possible 
but  are  not  used  because  of  public  attitudes  and 
political  and  bureaucratic  restrictions.  In  other 
words,  our  democracy  is  restrained  by  moral  and 
legal  principles  in  countering  terrorism.  To  cor¬ 
rect  this  weakness  we  must  mobilize  both  the 
public  and  Congress  to  help  strengthen  the 
pTcdfetiui.,  pfets.'irtiLfU,  ccmthigcTity  pkHmkig, 
and  crisis  management  capabilities  of  the  U.S. 
governmentj^Jn  short,  we  must  seriously  assess 
our  vulneraoility  to  modern  terrorism  and 
develop  adequate  strategies  to  deal  with  the 
problem. 

And  what  contributes  to  the  existence  of  contemporary 

terrorism? 

Let  me  answer  by  listing  some  reasons  for  the 
perpetuation  of  ideological  and  political 
violence:  1.  disagreement  about  who  is  a  ter¬ 
rorist;  2.  lack  of  understanding  of  the  causes  of 
terrorism;  J.  confusion  over  the  role  of  the 
media;  4.  the  politicization  of  religion;  5.  dou¬ 
bly  ^iBndar  k  uJ  mufebly  6  L 'XS  .  J  Cf  v.-Jk'e  by 
governments;  7.  inadequate  punishment  for  ter¬ 
rorists;  8.  flouting  of  world  law;  9.  the  support 
of  terrorism  by  communist  and  third  world 
countries;  and  10.  the  existence  of  an  interna¬ 
tional  network  of  terrorism. 
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'I'liis  latlor  nolwork  is  oxtimijliliod  l)y  looking  al  IIk; 
list  ol  Kill  lorrorisi  cases  in  llio  Atloi  ncy  (Icnoral’s  19H2 
Annual  Report.  Armenian,  (Croatian,  Irish,  Palestinian, 
Puerto  Rican,  and  Haitian  grtiups  all  were  operating 
here.  In  my  olTice,  we  dealt  with  another  brand  of 
terrorist  — Kdwin  Wilson,  a  former  CIA  agent,  and  his 
associates,  who  worked  hand  in  glove  with  the  Libyan 
Covernment  to  supi)ort  and  e.xport  terrorism  abroad. 
'I'beir  snccessfnl  |)roseciiiion  was  a  painstaking  ordeal- 
hut  necessary.  In  su|)plying  military  eciuipment,  plastic 
exjjlosives,  and  (!xi)ertise,  this  group  had  elevated  the 
rol(!  of  consultant  to  that  of  international  hitman.  Indeed, 
our  |)ursuit  led  to  attem|)ls  by  Wilson,  even  while  jailed, 
to  have  two  of  my  prosecutors  assassinated. 

Cur  involvcumuit  in  (.’(Mitral  America  has  (U'eated 
[iretexts  for  action  hy  tm’rorists  from  that  troubled  sjiot 
and  their  cohorts  here.  Hot  even  before  that,  state- 
.s])onsored  terrorism  from  that  part  of  the  world  bad 
found  its  way  to  our  shores  when  Orlando  Letalier  was 
assassinated  on  the  streets  of  Washington,  13. C.  As  in  the 
Wilson  case,  a  scu  ies  of  prosecutions  resulted. 

The  barricades  in  Washington,  at  the  White  House, 
the  State  I3e[)artment,  and  the  (]a()itol,  are  sad  testimony 
to  the  reality  of  the  threat  and  the  need  for  and  ultimate 
iKMiefit  of  intelligence.  Hut  even  with  more  and  better 
intelligimce,  we  may  not  be  able  to  prevent  an  act  that 
could  change  the  course  of  government  here.  The  (Capitol 
bombing  demonstrated  that.  But  for  the  accident  of  a 
tired  and  frustrated  majority  leader,  the  Senate  would 
have  been  in  session  the  night  the  terrorist  bomb  ex- 
ploded.  The  blast  would  have  killed  a  number  of 
S(Mialor.s.  The  bomb  was  placed  outside  the  Republican 
cloakroam.  Had  one  more  amendment  been  permitted 
on  the  floor  or  an  extra  speech  been  read  that  night,  no 
one  knows  what  the  |)olitic;d  consequences  could  have 
Ikhmi  or  how  the  distribution  of  power  in  that  body  would 
have  bemi  affected.  Though  this  incident  ended  without 
a  death  or  smaous  bodily  injury,  it  was  not  without  im- 
loiassemi  and  unusual  consetiuences. 

Reccmtly,  a  man  arrived  at  Senator  Howard  Bak(M'’s 
oliice  in  the  Hart  Building.  When  Baker's  personal  office 
was  locked,  he  strode  across  the  ludl  to  Senator  Quayle’s 
office  and  asked  the  rece|)tionist  if  she  would  keej)  his 
briefcase  until  be  returned  for  bis  meeting  with  Senator 
Bak(M’.  He  was  going  to  get  a  cup  of  coffee.  Senator 
(juayhi's  rece|)tiouist  agreed  courteously  and  the  man 
left.  I  le  did  not  return  within  a  reasonahle  peu  iod  of  time 
so.  when  Senator  Baker’s  receiitionist  o[)ened  that  office, 
the  locked  brielcasi;  was  (hdivered  to  her  with  the  ex¬ 
planation  that  the  man  had  siud  he  had  an  a|)pointmmit 
with  Smiator  Baker  that  morning. 


ScMiator  Baker’s  receptionist  looked  at  the  briefcase 
and  saw  that  it  bore  the  initials  “WTD.”  She  checked  her 
apiiointment  book  and  saw  no  one  scheduleil  for  the 
Senator  with  those  initials.  She  checked  with  the  per- 
.sonal  secretary  and  discovered  there  was  no  one  on  that 
schedule  with  those  initials.  She  them  called  the  Major¬ 
ity  Leader’s  office  and  di.scovered  that  his  calendar  there 
indicated  no  one  with  those  initials  scheduled  to  see  him 
in  the  Capitol  office.  At  this  point  she  called  the  Capitol 
Police.  The  police  arrived,  took  the  briefcase  gingerly 
from  the  Hart  Building,  and  b(;gan  Ilnur  work. 

Later,  the  police  returned  with  a  plastic  bag  which 
contained  the  shredded  bricTcase  and  its  shredded  con¬ 
tents,  announcing  that  there  was  no  bomb  of  any  kind 
therein.  As  they  were  do])arting.  the  unknown  gentleman 
finally  returned  and  asked  for  his  briefcase.  He  was 
asked  what  his  initials  were  and  he  said,  “WTD.”  He 
said,  “I’m  Winfield  T.  Dunn,  the  former  Governor  of  Ten¬ 
nessee  and  I  just  thought  I’d  stop  in  and  .see  Howard 
while  I  was  in  town.” 

But  other  consequences  are  not  so  easily  laughed  off 
because  they  have  changed  our  lives  in  a  real  and  tan¬ 
gible  way.  On  February  2,  1984,  my  wife  and  I  were  for¬ 
tunate  enough  to  attend  the  32nd  Annual  National  Prayer 
Breakfast  at  the  Washington  Hilton  Hotel.  The  President 
and  Mrs.  Reagan  were  in  attendance  as  were  House  and 
Senate  leaders  and  many  members  of  both  Houses  of 
(3ongr(5ss  and  the  Calwnet.  A  beautiful  invitation  and  pro¬ 
gram  were  part  of  the  occasion.  But  discreetly  inserted 
into  the  invitation  was  a  card  which  read  as  follows: 

Due  to  the  n(;ed  for  greater  security  for  all  those 
attending  the  National  Prayer  Breakfast,  there 
will  be  metal  detectors  at  each  entrance. 

For  this  reason  it  is  advisable  that  you  eliminate 
any  unnecessary  metal  from  your  person  before 
coming  to  the  hotel  (camera,  recorder,  big  belt 
buckle,  etc.);  and,  since  this  jjrocess  is  a  bit  more 
tinu!  consuming,  you  might  be  wise  to  arrive  a 
bit  earlier  than  may  have  been  [)lanned. 

TIkmx;  is  an  almost  Orwellian  (iloqiumce  in  this  little  card. 

How  can  you  calculate  such  costs  in  terms  of 
frtsHlom'f  This  is  what  the  l(!rrorisls  have  taken  from  us. 
Our  rights  have  been  limited.  Real  righl.s— movement,  ac- 
c(;ss,  tran(|uility— have  bemi  stolen  from  us.  We  have 
be(!n  victimized  by  a  form  of  international  burglary.  Our 
way  of  lif(!  has  btum  changed.  That  rmilization  is  cenlr;d 
to  undm'slanding  the  needs  of  those!  who  must  protect 
the  public  from  such  threats.  It  is  ciiiitral  to  convincing 
those  in  Gongixiss  who  will  not  listen,  that  real  damage 
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has  already  been  done  to  the  body  politic  by  the  acts  of 
dedicated  international  criminals.  That  reality  also  ex¬ 
plains  the  wisdom  of  the  Attorney  General’s  changes  in 
the  Domestic  Security  and  Terrorism  Guidelines  issued 
last  year.  Rut  I  will  deal  with  those  later. 

Terrorism’s  reach  has  gone  beyond  the  obvious  areas 
I’ve  just  spoken  about.  It  has  now  even  found  its  way 
into  our  civil  law.  In  a  little  noticed  case  handed  down 
by  the  United  States  Court  of  Appeals  for  the  District 
of  Columbia  Circuit  on  February  3  entitled  Hanoch  Tel- 
Onm  V.  Libyan  Arab  Republic,  a  three-judge  panel 
grappled  with  the  legal  consequences  of  a  terrorist  armed 
attack  on  a  civilian  bus  in  Israel  in  March  1978.  The  sur¬ 
vivors  and  relatives  of  the  decedents  sued  the  PLO, 
Libya,  and  others. 

The  case  is  fascinating  not  for  its  result— affirmance 
of  the  dismissal  of  the  action  in  the  District  Court— but 
for  the  three  opinions  issued  by  the  three  jurists  and  their 
thoughts  on  terrorism  and  its  place  in  ou.'  jurisprudence. 
The  first  judge  attempted  to  decide  “whether  terrorism 
is  itself  a  law  of  nations  violation.” 

i  turn  next  to  consider  whether  terrorism  is  itself 
a  law  of  nations  violation.  While  this  nation 
unequivocally  condemns  all  terrorism  attacks, 
that  sentiment  is  not  universal.  Indeed,  the  na¬ 
tions  of  the  world  are  so  divisively  split  on  the 
legitimacy  of  such  aggression  as  to  make  it  im¬ 
possible  to  pinpoint  an  area  of  harmony  or  con¬ 
sensus.  Unlike  the  issue  of  individual  responsi¬ 
bility.  which  much  of  the  world  has  never  even 
reached,  terrorism  has  evoked  strident  reactions 
and  sparked  strong  alliances  among  numerous 
states.  Given  this  division,  1  do  not  believe  that 
under  current  law  terrorist  attacks  amount  to 
law  of  nations  violations. 

After  reviewing  pertinent  international  documents, 
he  concluded; 

The  divergence  as  to  basic  norms  of  course 
reflects  a  basic  disagreement  as  to  legitimate 
political  goals  and  the  proper  method  of  attain¬ 
ment.  Given  such  disharmony,  I  cannot  con¬ 
clude  that  the  law  of  nations— which,  we  must 
recall,  is  defined  as  the  principles  and  rules  that 
states  feel  themselves  bound  to  observe,  and  do 
commonly  observe— outlaws  politically  moti¬ 
vated  terrorism,  no  matter  how'  repugnant  it 
might  be  to  our  own  legal  system. 

Another  jurist  agreed  and  delved  further  into  the 
murky  status  of  terrorism: 


In  addition,  appellants’  principal  claim,  that  ap¬ 
pellees  violated  customary  principles  of  interna¬ 
tional  law  against  terrorism,  concerns  an  area 
of  international  law  in  which  there  is  little  or  no 
consensus  and  in  which  the  disagreements  con¬ 
cern  politically  sensitive  issues  that  are  espe¬ 
cially  prominent  in  the  foreign  relations  prob¬ 
lems  of  the  Middle  East.  Some  aspects  of  ter¬ 
rorism  have  been  the  subject  of  several  interna¬ 
tional  conventions,  such  as  those  concerning  hi¬ 
jacking, .  .  .and  attacks  on  internationally  pro¬ 
tected  persons  such  as  diplomats . . .  But  no  con¬ 
sensus  has  developed  on  how  properly  io  define 
“terrorism”  generally.. .  .As  a  consequence, 

“  ‘[ijnternational  law  and  the  rules  of  warfare  as 
they  now  exist  are  inadequate  to  cope  with  this 
new  mode  of  conflict.’  ”...  “The  dismal  truth  is 
that  the  international  community  has  dealt  with 
terrorism  ambivalently  and  ineffectually.”. . . 

Customary  international  law  may  well  forbid 
states  from  aiding  terrorist  attacks  on  neighbor¬ 
ing  states.. .  .Although  that  principle  might  app¬ 
ly  in  a  case  like  this  to  a  slate  such  as  Libya 
(which  is  not  a  proper  party  here . . . ),  it  does  not, 
at  least  on  its  face,  apply  to  a  nonslate  like  the 
PLO.  More  important,  there  is  less  than  univer¬ 
sal  consensus  about  whether  PLO-sponsored  at¬ 
tacks  on  Israel  are  lawful.  One  important  sign 
of  the  lack  of  consensus  about  terrorism  general¬ 
ly,  and  about  PLO  activities  in  particular,  is  that 
accusations  of  terrorism  are  often  met  not  by 
denial  of  the  fact  of  responsibility  but  by  a 
justification  for  the  challenged  actions. .. In¬ 
deed,  one  of  the  key  documents  relied  on  as 
evidence  of  an  international  law  proscription  on 
terrorism,  the  Declaration  of  Principles  of  Inter¬ 
national  Law  Concerning  Friendly  Relations  and 
Cooperation  Among  States  in  Accordance  with 
the  Charter  of  the  United  Nations,.  .  .was  said 
by  at  least  one  state  at  the  time  of  its  promulga¬ 
tion  not  to  be  applicable  to  Palestinian  terrorist 
raids  into  Israel  supported  by  Arab  states.  .  .At¬ 
tempts  to  secure  greater  consensus  on  terrorism 
have  foundered  on  just  such  issues  as  the 
lawfulness  of  violent  action  by  groups  like  the 
PLO  fighting  w'hat  some  states  view  as  “wars  of 
national  liberation.’’.  . . 

He  concluded  that,  out  of  respect  for  the  separation  of 

powers,  no  cause  of  action  should  lie. 
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The  third  judge  described  the  assailants  as  “thugs 
clothed  with  power  who  are  unfortunately  )>resent  in 
great  numbers  in  the  international  order.”  But  he  too 
concluded  that  “(fjederal  courts  are  not  in  a  position  to 
determine  the  international  status  of  terrorist  acts.”  He 
then  gives  an  almost  aesthetic  warning; 

Courts  ought  not  to  engage  in  it  when  that  search 
takes  us  towards  a  consideration  of  terrorism’s 
place  in  the  international  order.  Indeed,  when 
such  a  review  forces  us  to  dignify  by  judicial 
notice  the  most  outrageous  of  the  diplomatic 
charades  that  attempt  to  dignify  the  violence  of 
terrorist  atrocities,  we  corrupt  our  own  under¬ 
standing  of  evil. 

That  is,  of  course,  an  unusual  setting  for  the  discus¬ 
sion  of  terrorism  and  the  law.  But  is  it  instructive  of  our 
mindset,  our  attitude,  and  one  would  hope,  our  resolve 
to  find  a  way  to  deal  in  some  form  with  this  new  evil 
created  by  man. 

One  way  we  have  decided  to  deal  with  this  horror 
is  to  shape  the  law  to  allow  our  law  enforcement  agen¬ 
cies  to  prevent  terrorist  acts  through  intelligence-type 
investigation  and  to  respond  through  criminal  investiga¬ 
tions  when  terrorist  acts  are  committed.  The  most  signifi¬ 
cant  efforts  for  us  at  the  Department  of  justice  have  been 
the  Domestic  Security  and  Terrorism  Guidelines. 

On  March  7, 1983,  Attorney  General  William  French 
Smith  announced  new  guidelines  to  clarify  the  scope  of 
domestic  security  and  terrorism  investigations  by  the 
Federal  Bureau  of  Investigation.  The  revised  guidelines, 
which  became  effective  on  March  21,  1983,  succeeded 
the  1976  Domestic  Security  Guidelines,  which  were  the 
first  of  their  kind. 

The  new  guidelines  are  needed  to  ensure  protection 
of  the  public  from  the  great  sophistication  and  chang¬ 
ing  nature  of  domestic  groups  that  are  prone  to  violence. 
At  the  same  time,  the  guidelines  will  adequately  protect 
lawful  and  peaceful  political  dissent. 

As  the  Attorney  General  has  said,  these  revised 
guidelines  are  truly  the  result  of  an  extensive  and  careful 
review  process.  The  Attorney  General,  Deputy  Attorney 
General,  and  judge  Webster  devoted  substantial  personal 
attention  to  a  review  of  our  7  years’  experience  with  the 
197R  Domestic  Security  Guidelines.  The  8-month  review 
process  focused  upon  the  operational  experience  of  FBI 
field  agents  in  implementing  the  1976  guidelines,  as  well 
as  our  operational  experience  with  the  guidelines  govern¬ 
ing  General  Crimes  and  Racketeering  Enterprise  In¬ 
vestigations  which  were  promulgated  in  1980.  Prior  to 


the  current  revision,  no  changes  have  been  made  to  the 
Domestic  Security  Guidelines  since  their  promulgation 
on  a  trial  basis  in  1976.  In  the  review  process  we  con¬ 
sidered  the  views  of  numerous  commentators  in  the  Con¬ 
gress,  in  other  law  enforcement  agencies  such  as  the 
Secret  Service,  and  elsewhere. 

In  building  upon  the  positive  experience  we  have  en¬ 
joyed  with  the  FBI's  racketeering  enterprise  guidelines, 
we  now  apply  the  “criminal  enterprise”  concept  to 
domestic  security  and  terrorism  investigations.  As  the 
Attorney  General  has  said,  this  common-sense  concept 
will  permit  agents  to  address  as  one  criminal  enterprise 
all  those  persons  who  knowingly  provide  support  to  a 
group’s  criminal  objectives,  whether  or  not  they  are  for¬ 
mal  members  of  the  “group”  which  may  actually  engage 
in  criminal  violence.  If,  for  example,  persons  are  know¬ 
ingly  providing  safehouses  or  financing  the  criminal  ac¬ 
tivities  of  a  terrorist  group,  they  would  be  investigated 
as  part  of  the  same  criminal  enterprise.  This  avoids  the 
necessity  of  opening  a  separate  investigation  of  the  new 
supporting  group,  with  a  separate  justification.  The  new 
approach  recognizes  that  terrorist  groups  today  have  a 
fluid  membership  and  often  lack  organizational  structure, 
yet  function  as  a  single  enterprise  directed  toward  a  com¬ 
mon  goal.  This  approach  will  also  permit  the  FBI  to  focus 
upon  violent  factions  of  a  larger  organization  without 
having  to  place  the  whole  organization  under 
investigation. 

Like  the  General  Crimes  and  Racketeering  Enter¬ 
prise  Guidelines,  the  Domestic  Security  and  Terrorism 
Guidelines  now  authorize  just  one  level  of  investigation 
rather  than  the  confusing  and  unnecessarily  cumber¬ 
some  three  levels  in  the  1976  guidelines.  Also  like  the 
existing  criminal  investigative  guidelines,  these  revisions 
employ  the  “reasonable  indication”  threshold;  An 
investigation  can  be  conducted  when  the  “facts  or  cir¬ 
cumstances  reasonably  indicate  that  two  or  more  per¬ 
sons  are  engaged  in  an  enterprise  for  the  purpo.se  of  fur¬ 
thering  political  or  social  goals  wholly  or  in  part  through 
activities  that  involve  force  or  violence  and  a  violation 
of  the  criminal  laws  of  the  United  States.”  This 
“reasonable  indication”  standard  does  not  require  that 
a  crime  be  completed  or  be  “imminent,”  but  does  require 
an  objective  factual  basis.  It  has  worked  well  in  practice. 

Under  the  revised  standards,  all  “preliminary  in¬ 
quiries”  are  uniformly  governed  by  the  General  Crimes 
Guidelines.  This  limited  authority  has  been  unchanged 
since  1980  and  permits  agents  only  to  follow  up  on 
allegations  or  information  indicating  the  possibility  of 
criminal  conduct  in  order  to  determine  whether  a  full 
investigation  is  warranted. 
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In  our  view,  llio  application  of  common  conci  pis  and 
terminology  to  all  FHI  law  enforcement  investigations 
will  make  the  guidance  clearer  for  our  field  agents  and 
therelori;  lead  to  more  effective  inv(!stigations.  This  need 
for  the  clearest  possible  guidance  also  inspired  certain 
guideline  revisions  which  addressed  amhiguities  or  omis¬ 
sions  in  the  1976  guidelines. 

One  of  the  most  significant  omissions  in  the  1976 
guidelines  concerned  the  issue  of  whether,  or  when, 
statements  could  promjjt  investigative  achivity.  The  fact 
that  this  “advocacy"  issue  is  controversial  underscored 
the  need  to  address  the  issue  directly  in  the  guidelines. 
Understandahle  First  Amendment  concerns  require 
agents  to  he  especially  circumspect  in  reacting  to 
statements.  By  the  same  token,  however,  we  must 
ac;knowledge  that  in  some  circumstances  statements  can 
be  of  great  investigative  significance.  Some  statements 
are  crimes  in  and  of  themselves.  For  example.  Title  18 
makes  it  a  crime  to  utter  false  bomb  threats  (Section  35), 
to  threaten  a  foreign  official  (Section  112),  or  to  threaten 
th(!  President  (Section  871).  As  a  prosecutor  and  law  en¬ 
forcement  official,  1  have  seen  many  instances  in  which 
statements  have  constituted  evidence  of  criminal  con¬ 
duct  or  criminal  intent.  In  short,  certain  statements  in 
c;erlain  contexts  can  and  ought  to  require  further  inquiry 
by  responsible  law  enforcement  officials,  and  the 
guidelines  revisions  have  been  designed  to  address  this 
narrow,  but  very  troubling,  type  of  advocacy. 

We  would  stress  that  lawful  and  peaceful  political 
dissent  is  not  subject  to  investigation  under  the  revi.sed 
guidelines,  just  as  it  was  not  subject  to  investigation 
under  the  prior  guidelines.  As  specific  safeguards,  the 
revised  guidelines  and  implementing  instructions  ex¬ 
pressly  prohibit  investigations  premised  .solely  upon  the 
l)roper  exercise  of  First  Amendment  rights,  make  it  clear 
that  statements  must  be  viewed  in  context  before  any  in- 
(luiry  will  be  authorized,  and  provide  that  when  response 
is  appropriatt!  the  normal  procedure  will  be  by  way  of 
a  preliminary  inquiry.  However,  it  is  important  to  make 
clear  that  agents  must  follow  up  when  confronted  with 
slalemenis  that  present  a  credible  threat  of  criminal 
activity. 

A  number  of  other  provisions  in  the  revised 
guidelimrs  addrciss  ambiguities  or  (jmissions  in  the  1976 
\’ersion.  The  revi.sed  guidelines  (expressly  authorize  FHI 
collection  of  |)ublicly  available  information  to  the  extent 
such  collection  is  permitted  by  the  Privacy  Act  of  1974. 
To  minimize  the  unnecessary  burden  of  reo|)ening  in¬ 
vestigations  which  had  been  prematurely  clo.sed,  the 
guidelines  ex|)ressly  permit  the  FHI  to  monitor  organiza¬ 


tions  which  may  lie  temporarily  inactive,  but  whose  prior 
record  or  stated  objectives  indicate  a  need  for  contin¬ 
uing  investigation,  so  long  as  the  minimum  standard  for 
investigation  is  satisfied.  Also  as  matters  of  clarification, 
these  guidelines  expressly  authorize  cooperation  with  the 
Secret  Service  on  matters  of  investigative  interest  to  that 
agency  and  contain  provisions  permitting  dissemination 
of  investigative  information  to  other  agencies  where  it 
is  lawful  and  apjiropriate. 

In  summary,  we  are  pleased  with  the  results  of  this 
careful  review  and  revision  of  the  1976  Domestic  Secur¬ 
ity  Guidelines.  As  I  have  stated,  the  changes  are  not  fun¬ 
damental  in  character  but  are  nonetheless  significant  and 
have  been  carefully  crafted  to  ensure  clear  and  consi.s- 
tent  guidance  for  our  FHI  agents  in  all  law  enforcement 
investigations.  We  must  remember  that  activities  pur¬ 
suant  to  the.se  guidelines  are  subject  to  review  by  FBI 
and  Department  of  Justice  leaders,  as  well  as  oversight 
committees. 

Public  discussion  is  helpful  to  us  as  we  implement 
and  monitor  the  impact  of  these  revised  guidelines.  This 
discussion  also  helps  to  reassure  law-abiding  members 
of  the  public  of  the  FBI’s  investigative  commitment  and 
continued  adherence  to  the  rule  of  law.  Finally,  this 
discussion  will  help  to  send  an  important  signal  to  thc,so 
who  would  engage  in  criminal  violence— whether  they 
.seek  political,  racist,  or  purely  pecuniary  advantage— 
that  the  Federal  Government  views  law  enforcement  in¬ 
vestigative  activity  in  this  area  as  a  critical  responsibil¬ 
ity  of  the  highest  priority.  As  we  have  said  on  prior  oc¬ 
casions,  guidelines  by  their  nature  are  not  immutable, 
and  as  we  as.scss  our  experience  with  these  revisions  in 
practice,  we  may  find  that  further  clarification  is 
necessary.  But  there  is  a  wrinkle  to  this  story. 

On  April  18,  1983,  shortly  after  the  guidelines  were 
issued,  a  Federal  court  in  Ghicago  enjoined  their  enforce¬ 
ment  in  that  district,  declaring  that  their  amendments 
violated  a  1981  settlement  of  some  lawsuits  filed  10  years 
before,  which  had  incorporated  the  1976  guidelines.  That 
case  was  ai)pealed.  Several  weeks  ago,  the  Seventh  Cir¬ 
cuit  affirm(;d  that  District  Court  lodge.  A  decision  on 
whether  to  appeal  to  the  United  States  Supreme  Court 
is  now  being  weighed.  The  new  guidelines  are,  however, 
in  effect  for  the  r(!st  of  the  country. 

On  May  11,  1983,  the  House  ludiciary  Committee 
pro|)o.sed  delaying  these  new  guidelines.  The  Attorney 
General  ai)pro|uiately  called  this  proposal  “extremely 
disappointing  |and|  ill-advised.  .  ."  The  full  House  and 
Senate!  saw  fit  to  agree!  with  the  Attorney  Ge!ne!r;il. 
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Ono  commnnlator  noted  that  the 

.  .  .Smith  guidelines  are  the  first  clear  directive 
assigning  an  intelligence  gathering  function  to 
the  f‘’Hl  on  a  statutory  basis.  The  new  guidelines 
are  issued  under  the  authority  of  28  U.S.C.  Sec¬ 
tions  .509,  510  and  533,  which  respectively  set 
out  the  authority  of  the  attorney  general, 
authorize  him  to  delegate  his  responsibility,  and 
IMu  niit  him  to  appoint  officials  not  only  to  detect 
and  pro.secute  crimes,  but  also  “to  conduct  such 
other  investigations  regarding  official  matters 
under  the  control  of  the  Department  of  Justice 
and  the  Department  of  State  as  may  ho  directed 
by  th(!  attorney  general.”  The  /.evi  guidelines 
contained  no  expressiuii  of  the  authority  on 
which  they  were  based. 

These  tiuiuehiie.s  aie  wuikliig  aiiil  have  heeii  a  ina- 
jor  iissist  in  providing  a  legal  context  for  official  actions 
in  detecting,  |)roventing,  and  prosecuting  acts  of 
terrorism. 

In  a  related  area,  the  Department  supports,  with 
.some  modifications,  S.  2255,  the  Antiterrorism  and 
Foreign  Mercenary  Act.  It  is  our  belief  that  S.  2255,  as 
appropriately  modified,  would  close  gaps  in  existing  law 
and  give  the  President  needed  additional  power  to  deal 
with  intcunational  terrorism. 

S.  2255  would  prohibit  the  furnishing  by  Americans 
of  various  forms  of  assistance,  primarily  highly  technical 
services,  and  skills  of  a  military  nature,  to  certain  govern- 
ntenl! ,  f:M;tions,  (jt  lerrv>riEl  groups.  S.  2255  duos  nof, 
itself,  deal  with  the  sale  of  munitions,  weapons,  or  other 
mililary  Iwj'dwHri'hy  '’init'rii’eii^  tii  mirh  Ftii istiii^ 

statutes— primarily  22  U.S.C.  2278— cover  these  areas. 

We  believe  the  approach  taken  by  S.  2255  is  sound 
and  provides  a  vehicle  by  which  successful  prosecutions 
can  he  brought  against  individuals  who  violate  the 
restrictions  when  they  are  in  force.  Under  accepted  inter¬ 
national  law  principles,  the  Congress  has  the  power  to 
regulate  and  punish  conduct  of  United  States  citizens 
anti  others  owing  purtnaneiil  allegiance  to  the  United 
Slates  wherever  they  may  be.  Hence,  when  the  President 
iM-  CtmgfftBii  U«tu!^  ilfle*  tn  tlw  r-<aT  r^*l  woeurily 
foreign  relations,  or  commerce  interests  of  the  United 
States  warrant  a  bon  on  certain  kinds  of  assistance  by 
American  citizens  or  businesses  to  a  particular  foreign 
government,  faction,  or  terrorist  group,  this  assistance 
should  cease.  Failure  to  terminate  such  assistance  in  the 
time  span  provided  under  the  bill  exposes  the  individual 
to  criminal  sanctions  and  penalties. 


One  proposed  section  of  the  bill  would  make  it 
unlawful  for  any  citizen  of  the  United  States,  any  alien 
lawfully  admitted  to  the  United  States  for  permanent 
residence  (as  defined  in  Section  10lS(a)(20)  of  the  Im¬ 
migration  and  Nationality  Act),  any  sole  proprietorship, 
partnership,  corporation,  or  association  organized  under 
the  laws  of  the  United  States,  its  territories,  or  posses¬ 
sions  to  knowingly  and  willfully  perform  or  attempt  to  par- 
form  any  of  several  enumerated  acts  with  respect  to  either 
the  Government  of  Libya  or  any  other  foreign  govern¬ 
ment.  faction,  or  terrorist  group  named  in  a  Presiden¬ 
tial  Proclamation.  The  prohibited  acts  are: 

A.  To  serve  in,  or  in  concert  with,  the  armed  forces 
or  in  any  intelligence  agency; 

B.  To  provide  training  in  any  capacity  to  the  armed 
forces  or  any  intelligence  agency  or  their  agents: 

C.  To  provide  any  logistical,  mechanical, 
maintenance,  or  similar  support  services  to  the 

agents; 

D.  To  conduct  any  research,  manufacturing,  or  con¬ 
struction  project  which  is  primarily  supportive 
of  the  military  or  intelligence  functions:  or 

E.  To  recruit  or  solicit  any  person  to  engage  in  any 
activity  described  in  subparagraphs  (A)  through 
(D). 

Another  portion  of  the  bill  provides  that  the  Presi¬ 
dent  may,  when  he  determines  that  it  is  warranted  for 
the  purposes  of  national  security,  foreign  relations,  or 
commerce  interests  of  the  United  States,  issue  a  proc¬ 
lamation  naming  any  foreign  government,  faction,  or  ter¬ 
rorist  group  as  onu  on  which  Uieru  is  a  ban  as  to  the 
availability  of  services,  resources,  and  other  forms  of 
'■sHinJajniH  iJi'iu  ribftrd  ehovn  ihui  Irig^yTi)  g  (V  e  pn.hai  j- 
tions  1  enumerated  earlier. 

Some  modifications  to  the  bill  are  necessary, 
however. 

First  of  all,  we  think  it  is  important  that  the  focus 
of  the  legislation  be  aimed  at  international  terrorism.  In 
doing  so,  we  believe  it  would  be  wise  to  utilize  the  defini¬ 
tion  for  international  terrorism  which  the  Congress  has 
already  adupled  in  sec.iiun  fuMc)  ul  Ihe  Foreign  In¬ 
telligence  Surveillance  Act  of  1978  (50  U.S.C.  1801(c) 
by  Set, drti kfiiW dltlhe kttCU  is at th-Jrt 
portion  of  the  worldwide  terrorism  problem  which 
would  or  could  be  most  likely  to  affect  United  States 
interests. 

Second,  wo  believe  the  present  definition  of 
“businesses”  in  the  bill  should  be  modified  to  include 
most  business  operations  involving  United  States 
citizens  and  corporations. 
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1'hirtl,  w(!  suggest  that  the  uriniinal  forl'oiture  provi¬ 
sion  1)0  rowi'ittoii  to  corrospoiicl  to  existing  legal  re- 
iiuirements  and  practices  and  that  it  be  drafted  in  such 
a  fashion  that  future  legislative  improvements  in  the  area 
of  criminal  forfeiture  will  he  incorporated  into  this 
legislation. 

Fourth,  we  suggest  that  the  hill  specifically  exclude 
from  its  criminal  justice  liability  any  properly  authorized 
and  conducted  intelligence  activities  of  the  United  States 
Covernment. 

In  conclusion,  it  appears  to  us  that  any  meaningful 
effort  to  thwart  the  furnishing  of  assistance  supjjortive 
of  terrorism  by  some  American  citizens  and  businesses 
reciuires  a  commitment  on  our  part  to  impose  the  limited 
tratle  sanctions  on  the  types  of  services  set  forth  in  the 
hill  against  the  few  pirate  nations  and  groups  in  the 
world  engaging  in  and  supporting  terrorism. 

Hy  the  way,  as  you  may  recall,  the  President  an¬ 
nounced  in  his  State  of  the  Union  address  that  a  package 


of  bills  dealing  with  terrorism  would  be  submitted  to  the 
Congress,  That  j)ackage  should  be  forthcoming  and  will, 
no  doubt,  provide  critical  impetus  to  public  and  Congres¬ 
sional  discussion  of  this  vital  matter. 

So  the  answer  to  the  paraphrase  of  Oliver  Wendell 
Holmes’  question  “where  are  we  going”  is  that  we  are 
gradually  progressing  toward  a  realistic  assessment  of 
our  legal  needs  whore  terrorism  is  concerned.  Henry 
Cabot  bodge  once  oi)ined  that  “We  have  a  big  net  that 
we  can  catch  whales  in,  but  the  fine  mesh  net  to  catch 
the  very  deadly  small  fish  of  terrorism  and  assassination 
and  kidnapping  and  so  on  is  yet  to  ho  developed.”  That 
"fine  mesh”  is  being  developed  now  in  this  c:ountry  and 
in  the  world  community.  It  must  he  a  legal,  technological, 
intelligence,  and  political  mesh  strong  enough  to  do  what 
is  necessary. 

bet  us  hope  that  we  retain  the  strength  to  see  that 
job  through  to  its  completion  and  that  we  retain  leaders 
strong  enough  to  demand  that  it  he  completed. 


/o.s(!ph  b’.  diGenovci  is  the  U.S.  Attorney  for  the  District  of  Columbia.  He  has  been  responsible  for,  among 
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First  Amendnn.mt  issues  such  as  the  While  House  and  Lafayette  Park  demonstration  cases. 

He  has  served  as  Special  Counsel  to  the  Senate  Select  Committee  an  Intelligence  and  as  Chief  Minority 
Counsel  for  the  District  of  Columbia  Subcommittee. 

Mr.  (liCenova  has  published  articles  on  the  insanity  defense  and  the  e.xclusionnry  rule  and  has  spoken 
on  these  and  other  criminal  justice  topics  to  the  American  Bar  Association,  bar  groups,  and  civil  and 
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INTRODUCTION 

International  terrorism,  an  unsavory  aspect  of  the 
world’s  political  history,  exists  in  complete  contradic¬ 
tion  to  the  establishment  of  stable  societies.  Despite  in¬ 
creasing  governmental  attempts  to  curb  terrorism,  it  has 
become  a  prominent  international  issue  and,  as  sucb,  re¬ 
quires  governments  to  examine  motivational  and  tactical 
concerns  in  order  to  seek  treatment  for  this  epidemic  of 
political  violence. 

Tbe  explosive  situation  in  tbe  Middle  East,  the 
mounting  opposition  to  United  States  policies  in  Europe 
and  Central  Am.erica,  and  the  instability  of  regimes 
throughout  Latin  America,  have  generated  a  substantial 
amount  of  terrorist  activity  in  the  1980’s.  This  being  the 
case,  it  has  become  necessary  to  survey  the  aims  and  ob¬ 
jectives  of  terrorist  elements  (both  indigenous  and 
transnational)  as  well  as  trends  and  patterns  of  modus 
operemdi.  Many  countries  have  been  affected;  motives 
and  techniques  existent  in  one  area  can  be  of  significant 
importance  in  another.  It  appears  that,  if  nothing  else, 
terrorist  groups  tend  to  be  imitative  in  their  ideological 
and  operational  pursuits. 

This  paper  presents  a  brief  overview  of  major  ter¬ 
rorist  operations  throughout  the  world  and  identifies 
common  objectives  and  means  of  their  achievement.  In 
speaking  of  general  principles,  it  is  apparent  that  ter¬ 
rorism,  in  all  of  its  manifestations,  contains  several  com¬ 
mon,  recurring  ingredients: 

•  A  terrorist  group  is  formed  to  change  an  existing 
political  system  or  right  an  alleged  wrong  which, 
in  its  view,  cannot  be  accomplished  by  working 
within  the  system; 

•  A  fanaticism  or  fervor  is  manifested  by  a  political 
or  revolutionary  ideology,  sufficient  to  justify  acts 
of  violence  (i.e.,  terrorism)  by  the  group,  to  focus 
public  attention  on  its  goals; 

•  Elements  of  clandestinity  and  secrecy  exist  in  the 
group’s  operation; 

•  The  group  procures  and  provides  training, 
weapons,  funding,  and  other  support  for  its 
members;  and 

•  Participants  in  terrorist  activity  are  generally 
members  of  a  group  with  some  distinction  of 
leadership. 

GENERAL  MOTIVATIONS 

Prior  to  a  discussion  of  the  motivational  aspects  of 


worldwide  terrorist  activity.  It  is  noted  that  two 
pragmatic  concepts  seem  to  run  parallel  to  ideological 
beliefs:  (1)  The  commission  of  terrorist  acts  is  less  ex¬ 
pensive  than  waging  war,  in  terms  of  manpower  and  rev¬ 
enue,  and  (2)  such  acts  can  be  well  publicized,  through 
a  sophisticated  international  media,  thereby  focusing  at¬ 
tention  on,  and  generating  potential  support  for,  the 
cause,  j  These  aspects,  coupled  with  specific  political 
desires,  make  for  a  complete  package  of  motivation,  and 
are  a  means  of  legitimizing  the  causes  and  the  groups’ 
violence. 

International  Groups 

Although  it  can  be  established  that  the  fundamental 
motivation  for  most  international  terrorist  activity  is 
political,  this  general  concept  can  bo  soparalud  into  two 
categories;  subnational  groups  and  statesponsored 
groups.  A  characterization  of  each  type,  with  appropriate 
examples,  is  as  follows: 

Subnational  Groups.  Groups  seeking  political  change; 
anti-regime  elements  operating  to  create  their  own  in¬ 
dependent  state  within  an  existing  governmental  boun¬ 
dary  (e.g.,  Armenian,  Croatian,  Palestine  Liberation 
Organization,  and  Irish  groups),  or  antiregime  elements 
seeking  to  overthrow  present  governments,  as  is  the  case 
throughout  much  of  Latin  America.  Such  revolutionary 
terrorist  activity  was  successful  in  Nicaragua  with  the 
overthrow  of  the  Anastasio  Somoza  regime  by  the  Frente 
Sandinista  de  Liberacion  Nacional  (Sandinista  National 
Liberation  Front).  Groups  representing  these  interests 
are  generally  active  worldwide  as  well  as  in  the  areas 
of  dispute. 

Stale-Sponsored  Groups.  Governments  or  govern¬ 
mental  factions  which  support  terrorism  as  an  instru¬ 
ment  of  state  policy;  groups  seeking  to  further  foreign 
policy  objectives  of  the  state  and  monitor  antiregime 
elements  worldwide;  activity  also  utilized  to  quell  any 
domestic  unrest.  This  activity  is  most  prominent  among 
Middle  Eastern  governments  (e.g.,  Iran,  Libya,  Syria). 
These  regimes  train  and  use  terrorists  and  also  make  use 
of  their  intelligence  and  military  services  in  terrorist 
operations.  A  fundamental  aim  is  the  “showcasing”  of 
their  revolutionary  concepts  abroad. 

In  some  cases,  especially  in  Iran,  underlying  reli¬ 
gious  motivations  exist  to  complement  political  beliefs. 
In  Iran,  a  fanatical  fundamentalist  sect  of  the  Shiite 
religion,  whose  leader  is  the  Ayatollah  Ruholla 
Khomeini,  emphasizes  strict  obedience  to  the  religious 
leader  while  exercising  lemi)oral  power  over  the  coun- 
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Iry.  Kliomoini  has  juslilied  Iho  use  of  terrorism  in  export¬ 
ing  his  revolutionary  beliefs  through  his  “interpretation” 
of  the  Islamic  religion.  To  be  sure,  Khomeini’s  interpre¬ 
tation  is  unquestioned.  Therefore,  the  theocracy  of 
Khomeini,  that  is,  his  interpretation  of  the  religious 
teachings,  becomes  justification  for  any  act,  and  creates 
the  (existence  of  surrogate  terrorists  throughout  the  world 
to  carry  out  these  acts,  in  furtherance  of  Khomeini’s 
religious  interpretations. 

United  States  Domestic  Groups 

Domestic  terrorist  elements  native  to  the  United  Stales 
are  a  collection  of  groups  representing  both  left-wing  and 
right-wing  interests.  In  both  instances,  their  arena  is  the 
United  States  and  their  causes  are  beholden  to  issues 
relating  to  the  American  social  and  political  scene.  The 
common  goal  of  both  left-  and  right-wing  groups  is  to 
bring  about  change  in  the  existing  Government. 

Loft-Wing.  These  groups  generally  profess  a  Marxist- 
Leninist  doctrine  and  view  themselves  as  “protectors” 
of  the  American  people  against  capitalism.  Their  aim  is 
to  bring  about  revolution  in  the  United  States.  Common 
to  th(!se  groups  is  the  belief  that  their  aim  will  be  realized 
through  well-orchestrated  action  rather  than  solely 
through  reliance  on  theoretical  prcicepts.  In  the  past, 
lhe.se  groups,  such  as  the  Prairie  Fire  Organizing  Com¬ 
mittee  and  the  Communist  Workers  Party,  have  claimed 
alliances  with  groups  (both  domestic  and  international) 
supporting  a  myriad  of  issues  (e.g.,  prison  revolts.  United 
States  policy  issues,  anti-imperialism  views). 

The  causes  these  groups  become  involved  in  lend  to 
shift  with  the  political  wind  and  therefore  seem  to  gain 
impetus  from  the  emergence  of  “trendy”  political  issues. 
As  an  example,  these  groups  were  very  active  in  the  pro- 
tcist  movement  during  the  Vietnam  era  and  quieted  down 
significantly  following  the  resolution  of  that  conflict.  At 
present,  with  a  new  antiwar  movement  emerging  in 
regard  to  the  Central  American  issue  (especially  in  El 
Salvador),  the  groups  have  another  popular  cause  on 
which  to  focus  their  efforts. 

Also  a  cause  of  renewed  activity  in  the  ltj30’s  has 
been  these  groups’  increased  frustration  in  response  to 
United  States  policies  under  the  current  administration, 
which  they  perceive  to  be  very  conservative.  Leftist 
elements  lend  to  perceive  themselves  as  isolated  from 
the  mainstream  of  United  States  society.  This  frustration 
radicalizes,  to  further  extremes,  ideologies  that  are 
already  leftist  and  activist.  This,  in  turn,  results  in  fur¬ 
ther  acts  of  terrorism. 


Highl-Wing.  These  organizations  represent  the  belief 
in  the  doctrine  of  superiority  of  the  while  race,  and  con- 
setiuently  are  strongly  antiblack  and  anti-Semitic  in  their 
emphasis.  Groups  such  as  the  Ku  Klux  Klan  and  the 
American  Nazi  Party  strive  for  the  establishment  of  an 
all  white  America.  Although  the  goal  of  all  right-wing 
groups  is  essentially  the  same  (i.e.,  white  dominion  over 
the  United  States),  the  emphasis  and  manifestation  of  the 
particular  doctrines  they  exhibit  tend  to  differ  along 
ethnic,  religious,  and  cultural  lines. 

While  the  ultimate  objectives  appear  similar,  the  em¬ 
phasis  and  means  of  achievement  are  not  necessarily  the 
same.  One  prominent  group,  the  Sheriff’s  Posse  Com- 
ilatus,  expiesses  not  only  antiblack  and  anti-Semitic 
views,  but  has  recently  demonstrated  a  propensity  for 
violence  toward  law  enforcement  elements  as  well. 

GENERAL  TACTICS 

Tactics  employed  by  terrorists  in  various  countries 
include  bombings  (including  the  use  of  letter  bombs,  pipe 
bombs,  and  firebombs),  kidnappings,  assassinations,  hi¬ 
jackings,  and  even  robbery  of  funds  and  material  for 
political  purposes.  By  far  tbe  most  widely  used  tactic  is 
that  of  the  various  types  of  bombings.  The  reasons  are 
that  (1)  the  terrorist  can  set  the  bomb  to  go  off  at  a  later 
lime,  thereby  minimizing  the  changes  of  his  or  her  in¬ 
jury  and  allowing  for  an  escape,  and  (2)  potential 
(widence  is  consumed  in  the  explosion. 

Before  the  various  aspects  of  weaponry,  targeting, 
means  of  claiming  credit,  and  methods  of  support  are 
reviewed,  some  tactics  common  to  the  vast  majority  of 
terrorist  groups  should  be  noted: 

•  The  use  of  threats,  harassment,  and  violence  to 
serve  as  methods  of  systematic  persuasion  and  to 
create  an  atmosphere  of  coercion  and/or  fear; 

•  The  use  of  unprovoked  attacks; 

•  The  selection  of  targets  and  acts  which  gain  max¬ 
imum  publicity  and  hold  maximum  propaganda 
value;  and 

•  Utilization  of  the  element  of  surprise  to  overcome 
countermeasures. 

Weapons 

The  different  types  of  weapons  at  the  terrorist’s 
disposal  appear  to  be  utilized  in  two  general  areas;  tradi¬ 
tional  acts  of  terrorism  (i.e.,  bombings,  assassinations) 
and  organized  guerrilla  warfare  activity. 

In  the  traditional  sphere,  the  use  of  various  types  of 
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bombs  or  incxiiuliary  devices  ap[jears  to  be  a  favorite  of 
most  groups.  These  weapons  are  utilized  by  the  two  types 
of  international  groups  previously  mentioned— 
subnational  and  state-supported  groups— as  well  as  most 
United  States  domestic  elements.  Croatian,  Armenian, 
Cuban,  Puerto  Rican,  Irish,  Syrian,  and  domestic  groups 
are  included  in  those  that  utilize  bombs.  Although  the 
bomb  may  be  the  favorite  weapon,  international  and 
domestic  groups  do  use  other  means,  as  mentioned. 

In  the  United  States,  active  domestic  groups  gener¬ 
ally  utilize  simi)ly  constructed  bombing  devic;e,s,  with  the 
explosive  connected  to  a  simple  watch  mechanism. 
'Fhere  has  been  no  evidence  of  electronic  wizardry  or 
comi)lex  timing  mechanisms  being  used  in  the  construc¬ 
tion  of  these  weapons. 

In  guerrilla  warfare  and  invasions  in  foreign  nations, 
more  prominent  is  the  use  of  tools  of  conventional  war, 
such  as  KPG-7  anti-tank  rocket  launchers,  SAM-7  heat¬ 
seeking  missiles,  50-caliber  machine  guns,  and  other 
automatic  weapons. 

Again,  this  activity  includes  both  international  group 
l\pes.  Domestic  gioups  iii  lliU  United  Stales,  though  in 
support  of  some  of  this  activity,  generally  do  not  take 
pjirt  ‘n  flaJtiMi*  ’Mlrs- 

raguans,  and  elements  of  the  Palestine  Liberation 
Urganization  are  examples  of  international  groups  in¬ 
volved  in  guerrilla  warfare.  However,  some  traditional 
acts,  in  the  United  States  and  abroad,  have  been  claimed 
by  these  grou|)s  as  well. 

In  recent  months,  a  new  weapon  has  been  added  to 
the  arsenal  of  terrorism:  the  mobile  suicide  bomber,  as 
demonstrated  in  the  bombings  in  Beirut,  Lebanon,  in 
198.3,  of  the  American  Embassy  in  April  and  the  U.S. 
Marine  Corps  installation  in  October. 

Targets 

In  most  cases,  targets  selected  by  groups  seeking 
governmental  overthrows  are  those  individuals  or  insti¬ 
tutions  that  represent  regime  interests,  such  as  govern¬ 
ment  buildings,  officials,  or  any  regime-sponsored 
activity. 

For  ihose  groups  s|)reading  the  doctrine  of  their 
res[)ective  governments,  antiregime  elements  are  the 
likely  targets.  For  example,  the  Libyan  Government 
monitors  Libyan  students  in  the  United  States  as  well 
as  organizations  professing  anti-Libyan  views.  Regime 
(dements  are  involved  in  efforts  to  halt  or  curtail  any  type 
of  ideological  opposition. 

In  the  United  States,  domestic  groups  have  been 
known  to  have  contact  with  international  groups, 


de[jonding  on  the  cause.  In  communiques  issued  by  some 
domestic  groups  following  terrorist  incidents,  solidar¬ 
ity  with  international  groups  has  been  claimed.  In  strictly 
domestic  activities,  governmental,  educational,  and 
business  institutions  are  common  targets. 

As  previously  noted,  acts  against  these  targets  are 
intended  to  capture  a  wide  audience.  Also,  selection  of 
a  target  is  generally  the  result  of  careful  planning  in 
logistics  as  well  as  an  examination  of  the  resultant  value 
of  the  incident  itself  in  furthering  the  particular  cause. 

United  States  presence  in  Europe  is  continually  a 
target  of  both  sophisticated  and  developing  terrorist 
groups.  In  fact,  approximately  40  percent  of  all  incidents 
abroad  since  1968  have  been  targeted  against  United 
States  interests.  Although  we  have  been  fortunate  in  the 
United  States  not  to  have  suffered  a  spectacular  event, 
such  as  the  Marine  Corps  installation  bombing  in 
Lebanon,  we  have  seen  an  increased  propensity  on  the 
part  of  terrorist  groups  to  plan  and  carry  out  acts  of 
terrorism  in  the  United  States.  This  is  typified  by  the 
destruction  of  $50  million  worth  of  aircraft  in  San  Juan, 
Fuel  to  Kicu,  in  1981,  by  the  pi  u-indepeiidencc  Puerlu 
Rican  terrorist  group,  the  Macheteros. 

InqujrtjTil  tjllff  TwttT-Jrrriii  iluhiati'i  iii»’ I  InttJ'tl.Hinin 
is  the  holding  of  the  Olympic  Games  in  Los  Angeles  dur¬ 
ing  the  summer  of  1984.  Although  there  are  no  con¬ 
firmed  indications  of  specific  terrorist  targeting  of  Olym¬ 
pic  venues  or  participants,  various  Federal,  State,  and 
local  law  enforcement  agencies  are  giving  close  examina¬ 
tion  to  this  possibility. 

Notification 

Terrorist  groups  want  recognition  for  the  commis¬ 
sion  of  a  terrorist  act  in  order  to  gain  media  coverage 
and  spread  their  causes.  These  groups  utilize  various 
means  of  claiming  responsibility,  including  written  com¬ 
muniques,  telephone  calls,  and  taped  messages. 

These  contacts  can  come  before  or  after  the  incident 
and  may  or  may  not  be  specific  as  to  the  exact  location 
or  type  of  weapon.  This  keeps  the  element  of  surprise 
and  secrecy  intact;  in  some  cases,  it  is  a  means  of  taunt¬ 
ing  governmental  authorities.  As  an  example,  in  the  case 
of  acts  committed  by  the  Fuerzas  Armadas  de  Libera- 
cion  Nacional  (Armed  Forces  of  National  Liberation 
|FALN|),  a  Puerto  Rican  group  based  in  the  United 
Slates,  responsibility  is  usually  claimed  by  an  anonymous 
telephcme  contact  or  written  notification,  received 
immediately  after  the  incident.  Also,  some  recent  bomb¬ 
ings  committed  by  domestic  groups  (American  motiva¬ 
tions)  are  preceded  by  a  telephone  contact  to  the  police 
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or  the  media,  followed  by  another  call  stating  where  a 
communique  or  public  declaration  can  he  located.  These 
written  notices  usually  contain  statements  defining  the 
cause  and  possibly  making  some  demands.  In  some 
cases,  the  tactic  of  forewarning  is  a  means  of  protecting 
innoc:ent  individuals,  thereby  isolating  the  perpetrators 
from  charges  of  wanton  brutality.  This  notwithstanding, 
there  are  terrorist  elements  not  concerned  with  the  even¬ 
tual  bloodshed  resulting  from  a  terrorist  act. 

Support 

Assistance  to  various  terrorist  groups  takes  forms 
such  as  monetary  donations,  material  (e.g.,  medical, 
cdothing,  military),  and  propaganda  support.  Relating  to 
the  propaganda  concept  is  political  support  in  terms  of 
tacit  recognition  of  a  government  in  exile  (as  is  the  case 
of  the  Palestine  Liberation  Organization).  Leaders  of  ter¬ 
rorist  elements  can,  in  this  sense,  play  diplomatic  roles 
in  order  to  lend  legitimacy  and  credibility  to  their  cause. 
This  form  of  self-sustaining  propaganda  can  be  useful 
in  regard  to  broad-scope  recognition.  Most  of  the  prom¬ 
inent  international  groups  are  in  existence,  at  least  via 
support  organizations,  throughout  many  parts  of  the 
world.  Worldwide  solidarity  movements  support  many 
of  the  causes  represented,  although  they  do  not  overtly 
condone  terrorist  activity.  Various  issues  involving  these 
groups  are  prominent  in  the  World  Peace  Movement. 

Ill  addition,  some  cuiirems,  such  as  the  Palestine 
Liberation  Organization  and  Irish  groups,  have  their  own 
I tTM’itiiyiit  ilivtJE  lhi'i..tigh jUt  llrtj  Tvcfid  to  ^  foouta  fiiiitiurg 
and  weapons  for  transport  back  to  the  areas  of  conflict. 
Some  state-supported  groups  have  organized  proregime 
factions  which  support  and  further  their  doctrines  in 
areas  outside  their  boundaries. 

United  States  domestic  organizations  generallv  gain 
funding  from  bank  robberies,  donations  from  sym¬ 
pathetic  supporters,  the  sale  of  pamphlets,  and  group 

member  J^naticus.  Lxpiusfvu;^  "ilid  Vvuopul*  ry  aiL  u.sucilly 

stolen  or  obtained  via  contact  with  underground  crim¬ 
inal  elements. 

SELECTED  PROFILES 

The  following  is  a  representative  sample  of  group 
types  (international  and  domestic)  from  various  regions 
of  the  world.  It  provides  further  clarification  of  motiva¬ 
tions  and  tactics  utilized  tiy  terrorist  groups. 

Middle  Eastern 

Libyuii.  The  Libyan  Government  and  its  leader.  Col¬ 


onel  Mu’ammar  Qadhafi,  have  displayed  a  propensity 
for  support  of  various  international  terrorist  movements 
around  the  world.  In  the  United  States,  Libya  has 
established  liaison  with  black  extremist,  Am.erican  In¬ 
dian,  and  Puerto  Rican  radical  groups.  Also,  through  the 
Libyan  Revolutionary  Committee  (LRC),  Libya  has 
directed  an  intelligence  collection  and  terrorism  pro¬ 
gram  against  the  Libyan  exile  and  dissident  student  com¬ 
munity  in  the  United  States. 

The  LRC  evolves  from  the  revolutionary  political 
ideas  of  Qadhafi  and  its  major  function  is  to  spread  the 
Qadhafi  dogma  and  control  the  action  of  Libyans  (both 
internally  and  externally)  opposed  to  Quadafi  and  his 
revolutionary  theory.  The  LRC  uses  physical  and  finan¬ 
cial  threats  to  control  Libyan  students  and  has  recalled 
students  in  the  United  States  to  Libya  for  expressing  anti- 
Qadhafi  views.  In  the  United  States,  the  LRC  utilizes  the 
People’s  Committee  for  Libyan  Students  to  monitor  stu¬ 
dent  activities  and  anti-Qadhafi  concerns. 

The  Qadhafi  regime  has  also  sponsored  violence  in 
Europe  (primarily  in  England  and  Italy),  which  has  taken 
the  form  of  assassinations  of  Libyan  exiles  and  bomb¬ 
ings  of  individuals  and  institutions  representing  anti- 
Qadhafi  interests. 

Iranian.  The  main  Iranian  group  that  generally  has 
claimed  credit  for  terrorist  acts  in  the  Middle  East  re¬ 
cently  is  a  fanatical  Shiite  sect  of  the  Islamic  Republic 
oi  Iran.  Many  acts  of  Iranian-inspired  terrorism  have 
been  claimed  by  the  Islamic  Jihad,  which  may  be  a  con- 

ralliar  tliati  n  speclfk  grxtup,  w'.itrelii  j  st'itovtl  “lto!y 
war”  exists.  Although  not  all  Shiites  adhere  to  this 
philosophy,  those  who  do  believe  that  no  sacrifice  is  too 
great  for  the  furtherance  of  their  cause.  This  is  evidenced 
in  their  use  of  suicide  missions  in  carrying  out  spec¬ 
tacular  acts. 

Though  this  type  of  activity  has  been  confined  to  the 
Middle  East,  there  is  the  possibility  that  it  could  spread 
clauwli  V,  iu<.,luduig  the  United  Slates,  especially  siiiee 
the  United  States  is  one  of  several  nations  viewed  as  an 
enemy  by  these  fanatic  Shiites.  Many  Shiites  now  reside 
in  the  United  States  and  are  involved  in  Shiite  organiza¬ 
tions  such  as  the  Islamic  Society  and  the  Islamic  Guer¬ 
rillas  of  America.  Iran  has  also  utilized  American  Black 
Muslims  in  the  United  States  as  surrogate  terrorists,  as 
evidenced  in  the  case  of  the  assassination  of  outspoken 
anti  K.lujiiwini  Iranian  .\U  ^  LLarTabataL'ai  iiiaiiorthori, 
suburb  of  Washington,  D.C.,  in  1980. 

Palestine  Liberation  Organization  (PLOj.  Al  Fatah  is 
f’rVHfklwed  tbo  i.fost  i.ttiMrfUi.it  c  1  'rfaj  1  alef.liiriatt 
fedayeen  groups.  Its  loader  is  Yassir  Arafat,  who  claims 
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leadership  of  the  umbrella  organizaton,  the  PLO.  Al 
Fatah  operates  guerrilla  training  bases  throughout  the 
Middle  East  and  Near  East  and  is  responsible  for  some 
terrorist  incidents  committed  against  Israel.  In  addition, 
the  massacre  at  the  1972  Summer  Olympic  Games  in 
Munich,  West  Germany,  was  claimed  by  the  Black 
September  Organization,  an  Al  Fatah  clandestine  ter¬ 
rorist  element. 

The  Popular  Front  for  the  Liberation  of  Palestine 
(PFLP)  is  another  PLO  group  and  is  anti-Arafat.  The 
PFLP  is  considered  more  violent  than  Al  Fatah  and  pro¬ 
poses  more  military  activity  against  Israel  for  the  return 
of  Palestinian  lands,  than  does  Al  Fatah.  Though  both 
groups  appear  to  be  motivated  toward  the  same  ends, 
their  means  differ.  In  fact,  most  recent  activity  involves 
guerrilla  warfare  among  these  splinter  groups  for  con¬ 
trol  of  the  PLO. 

Support  groups  in  the  United  States  are  responsible 
for  propaganda  activity,  funding,  recruitment  for  train¬ 
ing,  and  weapons  procurement.  Many  of  the  various 
splinter  groups  have  their  own  support  mechanisms, 
separate  from  each  other,  in  the  United  States. 

European 

/itmal.kni.  The  StJCftrt  Atlny  luT  Ih., 

Liberation  of  Armenia  (ASALA)  is  a  radical  leftist 
(Marxist-Leninist)  pro-Soviet  terrorist  organization.  Its 
goals  are  retaliation  against  the  Turks  for  the  alleged 
massacre  of  1.5  million  Armenians  in  1915;  the  libera¬ 
tion  of  historic  Armenian  homelands  from  Turkey:  and 
reunification  with  Soviet  Armenia  as  a  socialist  demo¬ 
cratic  state. 

Since  1975,  the  ASALA  has  been  responsible  for 
terrorist  incidents  in  Austria,  Canada,  Denmark, 
France,  Greece,  Italy,  Lebanon,  Spain,  Switzerland,  the 
United  Kingdom,  the  United  States,  and  West  Germany, 
These  have  included  bombings,  hostage  takings,  and 
assassinations. 

The  Justice  Commandos  of  Armenian  Genocide 
(jCAG)  is  a  right-wing  terrorist  group  dedicated  to  aveng¬ 
ing  the  alleged  genocide  by  the  Turks  in  1915,  and  the 
establishment  of  an  Armenian  state,  free  from  Turkish 
influence.  The  JCAG  has  primarily  targeted  only  Turkish 
diplomatic  establishments  and  personnel  for  its  attacks. 
The  majority  of  these  incidents  have  been  assassinations 
of  high-ranking  Turkish  diplomats,  although  some  bomb¬ 
ings  have  been  committed.  Attacks  have  occurred  in 
many  European  countries  as  well  as  the  United  States. 

Croaliati.  Radical  Croatian  nationalists,  seeking  the 


separation  of  their  homeland  from  Yugoslavia  and/or  the 
creation  of  an  autonomous  Croatian  state  within 
Yugoslavia,  have  utilized  terrorism  as  a  means  to  further 
their  cause.  They  have  used  the  name  Croatian  Freedom 
Fighters,  which  is  a  generic  term  used  by  the  Croatian 
National  Resistance.  Targets  selected  worldwide  have 
included  Yugoslav  or  pro-Yugoslav  interests. 

In  the  United  States,  only  a  few  Croatian  nationals 
have  actually  been  involved  in  terrorist  activity,  but  they 
have  received  support  from  a  substantial  segment  of  the 
Croatian  emigre  community,  which  often  viewed  them 
as  heroes.  However,  in  the  late  1970’s  and  early  1980’s, 
when  terrorist  elements  began  to  target  moderate  Croa¬ 
tian  nationals  who  did  not  support  them,  community  at¬ 
titudes  changed  and  support  declined.  Tactics  have  in¬ 
cluded  murders,  bombings,  hijackings,  and  letters  of 
extortion. 

Irish.  The  Irish  National  Liberation  Army  (INLA),  the 
military  wing  of  the  Irish  Republican  Socialist  Party,  was 
founded  in  1975  by  dissident  members  of  the  Official 
Irish  Republican  Army  (OIRA)  and  is  a  leftist  group 
dedicated  to  the  formation  of  a  united  32-county 
Democratic  Socialist  Republic  in  Ireland.  It  subscribes 
to  violence  as  a  means  of  ousting  the  British  from  Ulster 
ainl  D'l-brtirfxfVi.iiig  Viio  A  rtve 

Ireland.  Although  regarding  itself  as  essentially  Marx¬ 
ist,  the  INLA  is  critical  of  the  Stalinist  or  pro-Soviet 
stance  of  the  OIRA.  Its  activities  often  parallel  actions 
of  the  Provisional  Irish  Republican  Army  (PIRA), 
although  there  is  no  apparent  formal  alliance  between 
the  two  organizations. 

The  PIRA  is  a  militant  organization  composed  of 
Irish  Roman  Catholic  residents  of  Northern  Ireland  who 
are  committed  to  achieving  British  withdrawal  from 
Northern  Ireland  and  establishment  of  the  32-county 
united  government.  The  PIRA  is  extremely  violent,  hav¬ 
ing  performed  numerous  terrorist  acts  against  the  British 
military.  Irish  Protestants,  and  those  it  perceives  as  sup¬ 
porters  of  British  rule  in  Northern  Ireland.  It  is  an  ex¬ 
tremely  well-organized  and  well-armed  group. 

Activities  in  the  United  States  have  included  par- 
lici})ation  by  individuals,  who  are  either  operatives  or 
supj)orters  of  both  the  INLA  and  the  PIRA,  in  acquiring 
weaponry  and  funds  for  transportation  to  Northern 
Ireland. 

There  has  been  no  evidence  of  activity  by  Irish 
Protestant  groups  in  the  United  States  to  procure 
wea|)ons  or  funding  for  shipment  to  Northern  Ireland 
to  further  the  conflict. 
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Central  American  and  Caribbean 

C'dIkiji.  Omega  Seven  is  a  I'analieal,  anti-Fidel  Castro, 
(iiiban  exile  organization,  based  in  the  United  States, 
wbicb  was  founded  in  1960  to  keep  alive  the  continuing 
fight  by  Cuban  exiles  against  the  Castro  Communist 
government  in  Cuba.  This  group  has,  for  over  20  years, 
committed  numerous  terrorist  acts,  including  murders 
and  bombings,  under  the  guise  of  fighting  Communism. 
I’l'imary  targets  are  representatives  of  the  Cuban  Govern¬ 
ment  or  any  individual,  organization,  facility,  or  business 
that  deals  with  or  supports,  in  any  fashion,  the  Com¬ 
munist  government  of  Fidel  Ca.stro.  Several  members  of 
Omega  Seven,  including  its  leader,  Eduardo  Arocena, 
are  presently  awaiting  trial  for  their  involvement  in  ter¬ 
rorist  activities  in  the  United  States.  Conversely,  the 
Castro  Government  itself  has  been  involved  in  su|)port- 
ing  tfUTorist  activity  in  Central  America. 

Sci/vndorcm.  The  Frente  Farabundo  Marti  de  Libera- 
cion  Nacional  (Farabundo  Marti  National  Liberation 
Front  [FMLN|)  is  the  umbrella  organization  for  terrorist 
groups  currently  engaged  in  guerrilla  warfare  in  El 
Salvador.  The  FMLN  is  a  leftist  organization  striving  for 
the  overthrow  of  the  incumbent  democratic  .Salvadoran 
Government.  It  is  aligned  with  solidarity  and  support 
groups  in  the  United  States  who  oppose  United  States 
involvement  in  El  Salvador.  In  addition  to  guerrilla  war¬ 
fare  activity,  the  FMLN  also  engages  in  traditional  acts 
of  terrorism  and  has  claimed  credit  for  bombings  in  El 
Salvador,  other  areas  of  Central  America,  and  the  United 
States. 

Domestic  (Left-Wing) 

Puerto  Hicfin.  Some  common  beliefs  of  virtually  all 
Piuuto  Rican  t(;rrorist  groups  (both  in  the  c:ontinental 
United  States  and  on  the  island  of  Puerto  Rico)  are:  The 
liberation  of  Puerto  Ric:o  justifies  any  and  all  means 
utilized  to  gain  that  objective;  the  U.S.  Government  has 
no  jurisdiction  over  Puerto  Rico  since  Si)ain  had  already 
granted  autonomy  to  the  island  prior  to  the  Treaty  of 
Paris  (1899);  be-  ause  of  this,  their  acts  arc  "acts  of  war" 
against  invading  forces  and,  when  arrested,  they  are 
"prisoiKM’s  of  war"  and  must  bo  treated  as  such  accord¬ 
ing  to  the  rules  of  the  Geneva  (Convention. 

Motivation  is  solely  the  liberation  of  Pu(!rto  Rico 
from  tbe  United  States,  by  any  means.  Clandeslinity  and 
security  are  of  utmost  importance  in  these  groups’  ac¬ 
tivities.  Any  act  that  brings  funds,  weapons,  and  other 
supijlies  into  these  organizations  is  believed  to  be 
justified,  including  the  gleaning  of  funds  from  religious 
institutions. 


In  the  continental  United  States,  the  main  group  is 
the  FALN,  a  Chicago-based  entity  which  has  claimed 
responsibility  for  many  terrorist  acts  (mainly  bombings) 
over  the  past  several  years.  On  the  island  itself,  the  group 
considered  to  bo  the  most  violent  is  the  Ejercito  Popular 
Boricua-Macheteros  (Boricuan  People’s  Army-Machete 
Swingers  or  (EPH-Macheteros).  The  EPB-Macheteros 
have  committed  numerous  terrorist  acts  in  Puerto  Rico, 
inc;luding  bombings,  rocket  attacks,  and  armed  robberies. 

UniUui  Freedom  Front  (UFF).  The  UFF,  an  anti¬ 
capitalist,  revolutionary  element,  emerged  in  December 
1982,  when  this  group  claimed  credit  for  the  bombing 
of  an  IBM  building  in  flarrison.  New  York.  Since  that 
time,  the  UFF  has  claimed  credit  for  the  bombings  of  the 
South  African  Purchasing  Office  in  December  1982;  the 
Naval  Reserve  Center  in  May  1983;  the  Theodore 
Roosevelt,  )r..  Army  Reserve  Center  in  May  1983;  the 
Sergeant  John  Moelher  Army  Reserve  Center  in  August 
1983;  the  Motorola  Corporation  in  January  1984;  and  the 
IBM  building  again  in  March  1984.  All  of  the  above 
targets  are  located  in  the  Greater  New  York  City  area. 
The  UFF  has  expressed  opposition  to  United  States 
policies  regarding  Central  America  and  South  Africa.  It 
is  not  known  at  this  time  whether  this  is  an  actual  group 
or  a  nom  de  guerre  for  another  domestic  terrorist  group. 

Domestic  (Right-Wing) 

Ku  K/ux  Klan  (KKK).  The  KKK  is  an  extremist  right- 
wing  group  which  was  very  active  during  the  1960’s  and 
early  1970’s,  secretly  planning  and  executing  acts  of  ter¬ 
rorism  and  violence  to  promote  white  racial  supremacy 
and  total  segregation  of  the  races.  Although  there  is  not 
one  national  KKK  organization,  each  of  the  local 
Klaverns  espouses  the  same  racial  rhetoric  and  supports 
anti-Semitic,  and  anti-black  sentiments. 

Sheriff s  Posse  Comitolus  fSPCJ.  The  SPC,  also  known 
as  the  Citizens  Law  Enforcement  Research  Committee, 
started  in  1973  in  Portland,  Oregon,  by  Henry  Lamont 
(Mike)  Beach,  was  a  nonaffiliated  offshoot  of  the  Iden¬ 
tity  Group,  a  California-based  tax  rebellion  organization. 
The  SPC  claimed  that  the  Federal  Reserve  System  and 
the  graduated  income  tax  were  not  lawful  and  the 
Federal  )udiciary  had  attempted  to  establish  a  dictator¬ 
ship  of  the  courts  over  the  citizens  of  the  republic.  The 
SPC  called  for  the  establishment  of  a  posse  in  each 
county  to  assist  the  only  legitimate  law  enforcement 
authority,  the  county  sheriff,  in  combatting  the  alleged 
unlawful  acts  of  others,  particularly  those  of  Federal  and 
Stale  officials.  In  one  incident  during  1983,  SPC 
numibers  were  involved  in  an  exchange  of  gunfire  with 
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law  onforc:emont  officials.  This  incident  resulted  in  two 
deaths  and  four  injuries. 

CONCLUSION 

The  primary  motivation  of  terrorist  groups  is  to  ef¬ 
fect  change  in  existing  economic,  political,  and  social 
conditions  which  are  embodied  in  policies  of  various 
governments.  The  successful  result  of  this  motivation  is 
perhaps  best  exemplified  in  Yassir  Arafat’s  statement, 
"Today’s  terrorist  is  tomorrow’s  government  leader.’’ 

The  FBI’S  Role 

The  FBI  defines  terrorism  as  the  “unlawful  use  of 
force  or  violence  against  persons  or  property  to  in¬ 
timidate  or  coerce  a  government,  the  civilian  population, 
or  any  segment  thereof,  in  furtherance  of  political  or 
social  objectives.”  The  FBI’s  Terrorism  Program  was 
elevated  to  national  priority  status  in  October  1982,  to 
reflect  the  increased  emphasis  this  agency  places  on 
tiles'"  investigations  and  to  ensure  that  sufficient 
resoui  -es  are  committed  to  countering  the  terrorist 
throat  posed  by  both  domestic  and  international  groups. 
Terrorism,  and  other  forms  of  violence  in  the  United 
States,  require  a  prudent  assessment  of  this  nation’s 
capacity  to  respond,  in  an  effective  and  timely  fashion. 

The  FBI  derives  its  authority  as  the  lead  Federal  law 
enforcement  agency  in  the  United  States  Government’s 
fight  against  terrorism  from  certain  investigative  respon¬ 
sibilities  assigned  to  it  by  virtue  of  Federal  Statutes.  In 
addition.  President  Reagan,  in  October  1982,  issued  a 
directive  confirming  the  FBI  as  the  lead  agency  for 
managing  operational  responses  to  terrorist  incidents 
within  the  United  States. 

Within  its  statutory  mandate,  the  FBI  has  a  twofold 
mission  in  combatting  terrorism:  preventive  and  reac¬ 
tive.  The  preventive  phase  involves  obtaining,  through 
legal  means,  intelligence  data  relating  to  terrorist  groups 
presenting  a  threat  within  the  United  States.  The  greatest 
utility  of  this  intelligence  is  to  prevent  these  groups  from 
committing  criminal  acts,  including  the  disruption  of 
functions  of  the  United  States  Government.  This  collec¬ 
tion  ha.S  Inrl  Ic  pr  j.Sur.lllion  of  g'-n-ip  mpmhprc,  pypnl- 
sions,  and  other  legal  actions  to  neutralize  terrorist 
activities. 

1’^  ,u  fcvudivo  invcJuw  tht,'  lij  JUid  in¬ 

vestigation  of  criminal  acts  committed  by  terrorist 
groups.  While  many  acts  committed  by  known  terrorist 
groups  fall  within  the  investigative  jurisdiction  of  the 
FBI.  local  law  enforcement  entities  may  have  concurrent 
jurisdiction. 


In  speaking  of  these  two  phases,  it  is  often  difficult 
to  separate  them.  The  FBI  believes  it  is  able  to  reduce 
future  acts  of  terrorism  by  identifying  and  prosecuting 
those  responsible  for  present  acts.  This  is  particularly 
evident  when  key  group  leaders  are  successfully 
prosecuted. 

Trends,  1979-1983 

In  the  United  States,  there  were  52  terrorist  incidents 
in  1979,  29  in  1980,  42  in  1981,  51  in  1982,  and  31  in 
1983.  The  1982  incidents  resulted  in  7  deaths  and  26  in¬ 
juries.  The  1982  number  reflected  a  21  percent  increase 
in  incidents  from  1981  and  a  76  percent  increase  from 
1980.  After  more  emphasis  was  placed  on  this  threat  in 
late  1982,  we  saw  almost  a  40  percent  decrease  in  1983 
incidents  compared  to  1982.  Also  during  1983,  the 
number  of  persons  killed  and  injured  decreased  to  6  and 
4  respectively.  The  reductions  can  be  at  least  partially 
attributed  to  a  coordinated  effort  between  the  FBI  and 
other  law  enforcement  and  intelligence  agencies  and  to 
refinement  of  the  FBI’s  analytical  research  capability. 
(Statistical/graphic  representations  are  presented  in  Ap¬ 
pendix  A.) 

Proposed  Current  Legislation 

The  U.S.  Department  of  Justice  (USDJ)  is  in  the  pro¬ 
cess  of  proposing  specific  legislation  in  an  effort  to  com¬ 
bat  terrorism  further.  This  proposed  legislation  is  in  a 
draft  format  and  has  not  been  finally  approved  by  the 
President,  so  no  specific  comments  on  it  can  be  offered 
at  this  time.  However,  the  FBI  has  supported  the  efforts 
of  the  USDJ  in  preparing  anti-terrorism  legislation  in  the 
past  and  continues  to  do  so. 

The  following  represents  a  brief  summary  of  the  pro¬ 
posed  legislation: 

The  Terrorism  Control  Act  of  1984.  This  would  make 
conspiracy  to  commit  acts  of  terrorism  a  violation  of 
United  States  criminal  statutes,  enabling  the  USDJ  to  at¬ 
tack  the  problem  of  terrorism  more  effectively  at  the 
planning  stage. 

The  \cl  for  tJv  rrcvt  nXio-.  ond  runisbm.cnl  of  (hr 
Crime  of  Hostage  Taking.  This  legislation  would  amend 
the  Federal  Kidnapping  Statute  to  provide  for  Federal 
■uVHf  Idditappiug  Li  wtricl,  n  thteal  it 
made  to  kill,  injure,  or  continue  to  detain  a  victim  in 
order  to  compel  third  parties  to  do  or  abstain  from  doing 
something. 

Aircraft  Sabotage  Act  of  1984.  This  bill  establishes 
criminal  jurisdiction  over  certain  aircraft-related  of- 
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fonses  involving  aircraft  or  air  navigation  facilities  of 
other  contracting  countries  if  the  perpetrator  is  found 
in  a  country  that  is  a  signatory  to  the  Montreal  Conven¬ 
tion  for  the  Suppression  of  Unlawful  Acts  Against  the 
Safety  of  Civil  Aviation. 

flewurds  for  Information  Concerning  Terrorism  Act. 
This  legislation  remedies  the  lack  of  authority  for  the  pay¬ 
ment  of  rewards  for  information  on  acts  of  terrorism 
abroad.  The  payment  of  rewards  in  connection  with  an 
act  of  terrorism  abroad  poses  a  political  and  foreign  rela¬ 
tions  problem  which  is  within  the  jurisdiction  of  the 
Secretary  of  State. 

The  Prohibition  Against  the  Training  or  Support  of 
Terrorist  Organizations  Act  of  1984.  This  legislation  is 
designed  to  prevent  the  harm  of  our  foreign  relations  hy 
United  States  nationals  or  businesses,  or  by  other  per¬ 
sons  within  the  United  States,  who  seek  to  provide  train¬ 
ing  and  technology  to  certain  governments  that  support 
terrorism  or  to  international  terrorist  groups. 

Accomplishments 

The  1983  decline  in  terrorist  incidents  can  be  at¬ 
tributed,  in  part,  to  the  success  of  the  FBI  and  other  law 
enforcement  agencies  in  investigating  individuals  such 
as  the  Armenian  terrorists  and  the  Puerto  Rican  pro- 
independence  terrorists.  For  example,  in  October  1982, 
five  members  of  the  Justice  Commandos  of  Armenian 
Genocide,  who  were  under  FBI  surveillance,  were  ar¬ 
rested  after  attempting  to  bomb  the  Turkish  Honorary 
Consulate  in  Philadelphia.  The  arrest  of  these  five  marks 
the  first  time  members  of  this  group  have  been  arrested 
prior  to  the  commission  of  a  terrorist  act.  Those  arrests, 
along  with  the  arrests  and  subsequent  convictions  of 
three  members  of  the  Armenian  Secret  Army  for  the 
Liberation  of  Armenia,  for  attempting  to  bomb  an  Air 
(ianada  cargo  building,  have  discouraged  activities  by 
those  groups  in  the  United  States.  Although  Armenian 
terrorist  groups  were  responsible  for  five  attacks  in  this 
country  in  1982,  including  two  assassinations,  in  1983 
there  were  none. 

In  addition,  as  a  result  of  an  intensive  investigation 
of  the  Armed  Forces  of  National  Liberation  (FALN),  the 
FBI  identified  a  safehouse  in  Chicago  and  arrested  four 
individuals  in  possession  of  semiautomatic  weapons, 
homemade  silencers,  and  explosives.  These  arrests 
prevented  the  FALN  from  carrying  out  planned  bomb¬ 
ings,  armed  robberies,  and  prison  breaks.  This  investiga¬ 
tion  also  resulted  in  the  June  arrest  of  FALN  leader  and 
bomb  maker,  William  Guillermo  Morales,  in  Mexico. 


Morales,  who  had  been  a  fugitive  since  his  escape  from 
a  prison  hospital  in  May  1979,  remains  in  Mexico  pend¬ 
ing  extradition  proceedings. 

In  1982,  25  acts  of  terrorism  were  attributable  to 
Puerto  Rican  terrorist  groups.  In  1983,  there  were  only 
three.  This  reduction  in  incidents  is  partially  a  result  of 
the  FBI’s  investigation  of  the  FALN  in  Chicago  and  other 
cities. 

As  a  result  of  the  FBI's  investigation  of  the  Brinks 
armored  truck  robbery  in  New  York  in  October  1981,  it 
was  determined  that  remnants  of  the  Black  Liberation 
Army,  Republic  of  New  Afrika,  Weather  Underground, 
and  the  May  19th  Communist  Organization  were  respon¬ 
sible.  A  summary  of  the  accomplishments  in  this  in¬ 
vestigation,  referred  to  as  NYROB,  is  contained  in  Ap¬ 
pendix  B.  Appendix  C  contains  examples  of  the  FBI  fliers 
regarding  wanted  fugitives. 

Joint  Terrorism  Task  Forces,  composed  of  FBI  and 
local  law  enforcement  officials,  have  been  established 
in  both  the  New  York  City  and  Chicago  Divisions  of  the 
FBI.  The  Chicago  group  was  formed  to  focus  on  the 
alleged  criminal  activities  of  the  FALN.  In  New  York 
City,  the  group  was  created  to  investigate  the  NYROB 
incident.  To  date,  these  task  forces  have  been  successful 
in  obtaining  numerous  arrests  and  convictions. 

The  FBI  has  weakened  the  efforts  of  several  of  the 
major  terrorist  groups  active  in  the  United  States. 
However,  these  successes  do  not  preclude  the  potential 
for  future  terrorist  activity  in  this  country.  In  fact,  four 
of  the  FBI’s  current  “Ten  Most  Wanted  Fugitives”  are 
known  terrorists.  These  individuals  are  Mutulu  Shakur, 
Thomas  William  Manning,  Raymond  Luc  Levasseur,  and 
Katherine  Ann  Power. 

The  terrorist  threat  will  continue  to  exist;  however, 
the  FBI  is  confident  that  appropriate  steps  have  been 
taken  to  make  sure  that  terrorists  do  not  succeed  in 
establishing  any  type  of  foothold,  such  as  they  have  en¬ 
joyed  for  years  in  other  parts  of  the  world. 


Motives  and  Tactics  of  Terrorist  Groups 


Olivnr  li.  Havoll  is  tho  Assistant  Director  in  charge  of  the  Criminal  Investigative  Division,  Federal  Bureau 
of  Investigation.  He  is  rnsponsibJe  for  tiio  FBI’s  criminal  investigations  and  programs,  including  the 
Terrorism  Program.  He  was  apppointcd  a  Special  Agent  of  the  FBI  in  1964  and  has  been  assigned  to 
five  field  offices.  He  ivns  t/ie  Assistant  Special  Agent  in  Charge  of  the  Chicago  Division  and  Special 
Agent  in  Charge  of  the  Oklahoma  Division.  In  1980  he  was  promoted  to  Assistant  Director,  Criminal 
Investigativi;  Division, 

Mr.  Bevell  holds  a  bachelor's  degree  from  Fast  Tennessee  State  University  and  a  Master  of  Public  Ad¬ 
ministration  degree  from  Temple  University.  He  is  an  active  member  of  the  American  Society  for  In- 
du;  trial  Security  and  serves  on  the  International  Advisory  Committee  of  the  International  Association 
of  Chiefs  of  Police. 
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CHRONOLOGICAL  LISTING  OF 
TERRORIST  INCIDENTS,  U.S.,  1983 


DATE 


1983 

LOCATION 

TYPE  OF  INCIDENT 

GROUP  CLAIMING  CREDIT 

1-11 

Miami,  FL . 

,  .  .Bombing  . 

Omega  Seven 

1-12 

Miami,  FL . 

,  Attempted  Bombing . 

.  .  Omega  Seven 

1-12 

Miami,  FL . 

.  .  Bombing . 

.  Omega  Seven 

1-28 

New  York,  NY  . 

.  Bombing . 

.  Revolutionary  Fighting  Group 

2-13 

Medina,  ND . 

.  .  Assaults  . 

Sheriff’s  Posse  Comitatus 

2-15 

Killeen,  TX . 

.  Hijacking . 

Individual  Action 

2-19 

Washington,  D.C. 

.  Bombing . 

Jewish  Defense  League 

3-20 

San  Antonio,  TX  .  . 

Bombing . 

.  Republic  of  Revolutionary 

4-26 

Washington,  D.C.  . 

Bombing . 

Armed  Resistance  Unit 

4-27 

Miami,  FL . 

Attempted  Bombing 

Unknown  Group 

4-27 

Miami,  FL . 

.  Attempted  Bombing 

Unknown  Group 

4-27 

Miami,  FL 

Attempted  Bombing 

Unknown  Group 

4-27 

Miami,  FL 

Attempted  Bombing 

Unknown  Group 

4-29 

Rio  Piedras,  PR 

.  Attempted  Robbery 

Ejercito  Popular  Boricua  -  Macheteros 

5-12 

Uniondale,  NY 

Bombing . 

United  Freedom  Front 

5-13 

New  York,  NY 

Bombing . 

United  Freedom  Front 

5-27 

Miami,  FL . 

Bombing . 

Omega  Seven 

7-08 

Miami,  FL 

Kidnaping 

Ejercito  Revolucionario  del  Pueblo 

7-15 

Rio  Piedras,  PR 

Robbery 

Ejercito  Popular  Boricua  -  Macheteros 

8-08 

Detroit,  Ml . 

Assassination 

Unknown  Group  -  FUQRA 

8-08 

Detroit,  Ml . 

Attempted  Bombing 

Unknown  Group  -  FUQRA 

8-09 

Detroit,  Ml 

Arson  . 

Unknown  Group  -  FUQRA 

8-16 

Los  Angeles,  CA 

Foreign  Consulate  Takeover 

Individual  Action 

8-18 

Washington,  D  C. 

Bombing . 

Armed  Resistance  Unit/FMLN 

8-21 

New  York,  NY 

Bombing 

United  Freedom  Front 

8-27 

Washington,  D  C. 

Fire  Bombing . 

Unknown  Group 

10-12 

Miami,  FL 

Bombing 

Omega  Seven 

10-30 

Hato  Rey,  PR 

Rocket  Attack 

Ejercito  Popular  Boricua  -  Macheteros 

11-07 

Washington,  D.C. 

Bombing . 

Armed  Resistance  Unit 

12-13 

East  Meadow,  NY 

Bombing . 

United  Freedom  Front 

12-14 

New  York,  NY  .  ,  , 

Attempted  Bombing 

United  Freedom  Front 

TOTAL  INCIDENTS:  31 
TOTAL  DEATHS:  6 
INJURED:  4 
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1983  TERRORIST  INCIDENTS  BY  TERRORIST  GROUP, 
NUMBER  AND  TYPE  OF  INCIDENT 


CUBAN  TERRORIST  GROUPS 

Omega  Seven 

JEWISH  TERRORIST  GROUPS 

Jewish  Defense  League  (JDL) 

PUERTO  RICAN  TERRORIST  GROUPS 

Ejercito  Popular  Boricua  -  Macheteros 
(EPB-Macheteros) 

OTHER  OOMESTIC  TERRORIST  GROUPS  AND 
INDIVIDUALS 

'Armed  Resistance  Unit  (ARU) 
Individuals'  Actions 
Republic  of  Revolutionary 
Revolutionary  Fighting  Group  (RFG) 
Sheriff's  Posse  Comitatus  (SPC) 
United  Freedom  Front  (UFF) 

Unknown  Group  -  FUQRA 

OTHER  INTERNATIONAL  TERRORIST  GROUPS 

Ejercito  Revolucionario  del  Pueblo 
(ERP) 

Unknown  Haitian  Group 
Unknown  Philippine  Group 

TOTALS 


*  One  of  these  bombings  was  claimed  jointly  with  the 
Farabundo  Marti  Liberacion  Nacional. 

"It  should  be  noted  that  2  additional  deaths 

resulted  from  the  arrest  of  a  SPC  member  on  6/3/83. 


TERRORIST  INCIDENTS  BY  TARGETS  1982  &  1983 


INTERNATIONAL 


FOREIGN 

consulate: 

TAKEOVERS 


PERSONS 

KILLED 


PERSONS 

INJURED 


KIDNAPING 


HIJACKING 


ROCKET 

ATTACKS 


(/) 

3 

LiJ 

z 

H 


Z  Q.  a 

w  >  «■ 

QH 

o>^ 

Z 


0) 

S 

o 


lU 


ASSAULT 


ASSASSINATIONS 


ARSONS 


FOREIGN 

EMBASSY 

ATTEMPTED 

TAKEOVERS 


OFFICE 

BUILDING 

TAKEOVERS 


SHOOTINGS 


ATTEMPTED 

ARMED 

ROBBERIES 


ARMED 

ROBBERIES 


SMOKE 

BOMBINGS 


ACTUAL  1 

FIRE 

BOMBINGS  I 


1 

ATTEMPTED  ) 

BOMBINGS  : 


ACTUAL 

BOMBINGS 
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NYROB— INVESTIGATIVE  SUMMARY 


PREDICATION: 

At  approximately  4:00  p.m.,  10/20/81,  a  Brinks 
armored  truck  was  in  the  process  of  making  a  pickup 
at  Nanuet,  New  York  (Rockland  County),  at  a  shopping 
center.  During  the  delivery,  a  red  van  pulled  up  behind 
the  Brinks  truck  and  two  suspects  armed  with  shotguns 
and  wearing  ski  masks  got  out  of  the  van  and  immedi¬ 
ately  fired  upon  and  killed  one  Brinks  guard  and 
wounded  the  other.  Attempts  to  kill  the  driver  in  the  cab 
of  the  truck  were  made,  but  were  not  successful.  Approx¬ 
imately  1 .6  million  dollars  was  taken  from  the  cargo  area 
of  the  Brinks  truck. 

ACCOMPLISHMENTS: 

Arrests  on  10/20/81,  at  Nyack,  New  York: 

1.  Kathy  Boudin— Murder  2nd  degree  (New  York 
Statute) 

2.  (udith  A.  Clark— Murder  2nd  degree  (New  York 
Statute) 

3.  David  (oseph  Gilbert— Murder  2nd  degree  (New 
York  Statute) 

4.  Samuel  Brown— Murder  2nd  degree  (New  York 
Statute) 

Arrests  on  10/23/81,  at  Bronx,  New  York: 

1.  (effrey  Carl  )ones— UFAP  (New  jersey) 

2.  Eleanor  Stein  Raskin— UFAP  (New  Jersey) 
Arrests  on  10/23/81,  at  Queens,  New  York: 

1.  Nathaniel  Burns  (attempted  murder  of  police 
officer,  assault  on  police  officer— New  York 
Statute) 

2.  Samuel  Smith  (killed  in  shoot-out  with  New  York 
City  Police  Department  officers) 

Arrest  on  10/27/81,  at  Gallman,  Mississippi: 

1.  Cynthia  Boston— Bank  Robbery,  Conspiracy 
(Federal  Statute) 

Arrest  on  10/27/81,  at  New  York,  New  York: 

1.  Eve  S.  Rosahn— Criminal  Facilitation  2nd  degree 
(New  York  Statute) 

Arrest  on  12/19/81,  at  New  York,  Now  York: 

1.  Betty  Jean  .Abramson  — UFAP,  Murder 
(California) 

Arrest  on  1/8/82,  at  Philadelphia,  Pennsylvania: 

1.  Anthony  Nicholas  LaBorde— UFAP,  Murder 
(New  York) 

Arrest  on  1/20/82,  at  Bronx,  New  York: 

1.  Donald  Gregory  Weems— UFAP,  Armed  Robbery 
(New  Jersey) 


Arrests  on  3/26/81,  at  New  York,  New  York: 

1.  Cecil  Ferguson— Bank  Robbery,  Conspiracy 
(Federal) 

2.  Edward  Lawrence  Joseph— Bank  Robbery,  Con¬ 
spiracy  (Federal) 

Arrest  on  4/21/82,  at  New  York,  New  York: 

1.  Margaret  Renee  Thornton— Material  Witness 
(Federal) 

Arrest  on  5/18/82,  at  Atlanta,  Georgia: 

1.  William  Lee  Moore— UFAP,  Parole  Violation 
(New  York) 

Arrest  on  6/4/82,  at  New  Orleans,  Louisiana: 

1.  Wendy  Sue  Heaton— UFAP,  Murder  (California) 
Arrest  on  6/8/82,  at  New  Orleans,  Louisiana: 

1.  Ricky  Marcus  Blanchard— UFAC,  Escape,  Child 
Molestation  (California) 

Arrest  on  11/9/82,  at  New  York,  New  York: 

1.  Silvia  Pia  Baraldini— Bank  Robbery,  Conspiracy 
(Federal) 

Arrest  on  11/15/82,  at  Belize,  Central  America: 

1.  William  Roger  Johnson— Bank  Robbery,  Con¬ 
spiracy  (Federal) 

Arrest  on  11/17/82,  at  New  York,  New  York: 

1.  lliana  Robinson— Accessory  After  the  Fact 
(Federal) 

Arrest  on  11/24/82,  at  New  York,  New  York: 

1.  Cynthia  Priscilla  Boston— Contempt  of  Federal 
grand  jury  (Federal) 

Arrest  on  8/24/83,  at  Washington,  D.C.: 

1 .  Nilsa  Cobeo— Accessory  After  the  Fact,  Material 
Witness  (Federal) 

INDICTMENTS: 

On  4/21/82,  the  Federal  grand  jury.  Southern  District 
of  New  York,  returned  indictments  on  Cecil  Ferguson, 
Edward  Lawrence  Joseph,  and  Mutulu  Shakur.  Indict¬ 
ment  charges  violation  of  Title  18,  U.S.  Code,  Sections 
2113  (A)  (D)  (E)  (Armed  Bank  Robbery,  involving  per¬ 
sonal  injury/death)  and  371  (Conspiracy). 

On  9/20/82,  the  Federal  grand  jury.  Southern  District 
of  New  York,  returned  a  superseding  indictment  in  this 
matter.  Charged  in  this  indictments  are  Mutulu  Shakur, 
Nathaniel  Burns,  Edward  Lawrence  Joseph,  Cecil 
Rodrigo  Ferguson,  Cheri  Dalton,  and  Susan  Rosenberg. 
All  were  charged  with  violation  of  Title  18,  U.S.  Code, 
Sections  2113  (A)  (D)  (E)  (Federal  Bank  Robbery  Statute) 
and  Title  18,  U.S.  Code,  Section  1961  (C)  (D)  (RICO  and 
RlCO-Conspiracy). 
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On  11/17/82,  the  Federal  grand  jury.  Southern  Dis¬ 
trict  of  Now  York,  returned  a  superseding  indictment  in 
the  NYROB  matter.  Charged  are  Mutulu  Shakur  (Top 
Ten  Fugitive),  Nathaniel  Burns,  Cecil  Ferguson,  Edward 
Lawrence  Joseph,  Silvia  Pia  Baraldini,  Susan  Rosenberg 
(fugitive),  Cheri  Dalton  (fugitive),  Iliana  Robinson,  Nilsa 
Cobeo,  and  Alan  Berkman,  M.D.  (fugitive).  Charged  are 
violations  of  the  RICO  Statute  (Title  18,  U.S.  Code,  Sec¬ 
tion  1961);  Interference  with  Interstate  Commerce  by 
Robbery  (Title  18,  U.S.  Code,  Section  1951);  Obstruction 
of  justice  (Title  18,  U.S.  Code,  Section  1510);  Armed  Bank 
Robbery  (Title  18,  U.S.  Code,  Sections  2113  (A)  and  2); 
Bank  Robbery  Killings  (Title  18,  U.S.  Code,  Sections  2113 
(E)  and  2);  and  Aiding  and  Abetting  (Title  18,  U.S.  Code, 
Section  3). 

On  11/24/82,  the  Federal  grand  jury.  Southern  Dis¬ 
trict  of  New  York,  returned  a  true  bill  indictment  on 
William  Roger  Johnson  for  violations  of  RICO  and  Bank 
Robbery  Statutes  (Title  18,  U.S.  Code,  Sections  1962  (C) 
(D);  2113  (A)  (D)  (E). 

FINES,  SAVINGS,  AND  RECOVERIES; 

The  stolen  loot  from  the  10/20/81  incident 
($1,589,000)  was  recovered. 

Convictions  on  9/3/83,  Southern  District  of  New  York: 

1,  Silvia  Pia  Baraldini — RiCO  and  RlCO-Con- 
spiracy— sentenced  on  2/15/84  to  40  years  and 
$25,000  fine.  U.S.  District  Judge  recommended  no 
parole. 


2.  Nathaniel  Jerome  Burns— RICO  and  RlCO-Con- 
spiracy,  sentenced  on  2/15/84.  Same  as  Baraldini. 

3.  Cecilio  Rodrigo  Ferguson— Abiding  and  Abet¬ 
ting— 2  counts— sentenced  on  2/15/84  to  12-1/2 
years,  recommendation  of  no  parole. 

4.  Edward  Lawrence  Joseph— Abiding  and  Abet¬ 
ting— 2  counts— sentenced  on  2/15/84  to  12'/2 
years. 

Convictions  on  9/14/83,  Orange  County,  New  York  (State 

Court); 

1.  Judith  Alice  Clark— three  counts  of  murder  and 
four  counts  of  robbery— sentenced  10/7/83  to  three 
consecutive  25  years  to  life  sentences,  not  eligible 
for  parole  for  75  years. 

2.  David  Joseph  Gilbert— convicted  and  sentenced 
as  Clark  above. 

3.  Donald  Gregory  Weems- convicted  and  sen¬ 
tenced  as  Clark  above. 

Sentenced  on  11/28/83,  Southern  District  of  New  York; 

1.  Chockwe  Lumumba,  true  name  Edwin 
Taliafero— 3  years  probation  for  contempt  of 
court  during  NYROB  trial. 

2.  Cooperative  witness  Tyrone  Rison  was  sentenced 
by  U.S.  District  Judge  Vincent  Broderick  for  his 
part  in  the  6/2/81  Brinks  Armored  Truck  robbery 
and  his  role  in  racketeering  with  the  NYROB  subj¬ 
ects.  Rison  was  sentenced  to  12  years  on  the 
6/2/81  robbery  and  8  years  for  racketeering  acti¬ 
vities.  Sentences  are  to  be  served  concurrently. 
He  will  be  eligible  for  parole  in  4  years. 
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U.S.  Department  of  Justice 

Federal  Bureau  of  Investigation 


§ 


WANTED  BY  FBI 


4  ♦  I 

X 


% 


Marwyn  Jean  Buck 


Susan  Lisa  Rosenberg 


Mutulu  Shakur 


Alan  Berfcman 


Cheri  Laveme  Dalton 


The  individuals  whose  photographs  appear  above  are  being  sought  by  the  FBI  in  connection  with  the  armed  robbery  of  a  Brink's 
armored  truck  on  October  20, 1981,  at  Nanuet,  New  York.  One  Brink's  guard  and  two  police  officers  were  murdered  during  the  com 
mission  of  the  robbery  while  another  Brink's  guard  was  seriously  wounded. 

Federal  warrants  have  been  issued  for  the  above  individuals  charging  them  with  a  variety  of  Federal  violations  including  one  or  more  of 
the  fullowing;  Racketeer  Influenced  and  Corrupt  Organizations  Statute,  escaped  Federal  prisoner,  armed  bank  robbery  resulting  in  death 
and  injury,  obstruction  of  criminal  investigation,  material  witness,  aiding  and  abetting,  Hobbs  Act-Commercial  Institution,  and  conspiracy. 


Joanne  Deborah  Chesimard 

In  addition,  Joanne  Deborah  Chesimard,  whose  photograph  appears  above,  is  a  close  associate  of  one  or  more  of  the  above  fugitives 
and  may  currently  be  with  them.  Chesimard  is  charged  with  unlawful  interstate  flight  to  avoid  confinement  for  murder.  At  the  time  of  her 
escape  from  prison  in  1979,  she  was  serving  a  life  sentence  for  killing  a  New  Jersey  State  Trooper. 


WANTED  BY  FBI 


July  6,  1982 

The  four  individuals  whose  photographs  and  descriptive  data  are  shown  below,  are  being 
sought  by  the  FBI  based  on  Federal  arrest  warrants  charging  tnem  with  a  variety  of  Federal  violations 
including  one  or  more  of  the  following:  bank  robbery,  interstate  flight  to  avoid  prosecution  for  murder, 
and  interstate  flight  to  avoid  prosecution  for  unlawful  possession  of  a  weapon.  They  are  members  of 
a  group  which  has  claimed  credit  for  bombings  and  which  allegedly  finances  its  activities  through 
violent  criminal  acts.  All  are  known  to  use  automatic  weapons  and  make  extensive  use  of  fictitious 
identification. 

Thonias  William  Manning  and  Richard  Charles  Williams  are  also  being  sought  for  the  murder 
of  a  New  Jersey  State  Trooper  on  December  21,  1981 


Raymond  luc  Levasseur 
W/M,  DOB  10/10/46.  6'. 

185,  orn  hair,  green  eyes, 

•  liases  John  Joseph 
Bouletle.  Jack  Mills,  John 
R.  Mills,  Joseph  Michael 
Mocchi,  Edward  John  Pichette. 
Robert  Raymond.  Walter  Rogers. 
"Animal*.  'Jimmy*.  'Melville* 


Thomas  William  Manning 

W  M,  DOB  6/28/46,  5'10" 
to  511".  150  to  160,  brn  hair, 
hazel  eyes,  aliases  Barry 
Annose.  Barry  Collins. 

Berry  Eastbury,  Barry  A. 
Eastbury.  Barry  G.  Easterl|. 
James  Graves.  James  Peter 
Graves,  Michael  Hams, 
Thomas  J.  Stockwell 


Carol  Ann  Manning 

W/F,  DOB  1/3/56.  5 '6’. 

125.  brn  hair,  aliases 
Diane  Annese,  Diane  S. 
Collins.  Diane  Eastbury. 
Diane  S.  Easterly.  Carol  Ann 
Hams.  Diane  Henderson. 
Carol  Ann  Saticier 


Richard  Charles  Williams 

W/M.  DOB  11/4M7,  6’,  190 
to  200,  brn  hair,  blu  eyes, 
aliases  Robert  A.  Dawkins. 
Robert  Alan  Dawkins.  Robert 
A.  Farnham,  Robert  Famum. 
Jesse  Lockman.  Jessee 
Lockman.  'Dickey' 


Levasseur  and  the  Mannings  niay  be  traveling  and  living  with  their  families  whose  photo 
graphs  and  descriptions  follow.  None  of  these  family  members  are  wanted  by  law  enforcement  authorities. 


LEVASSEUR  FAMILY 


Rosa  Mills 

W  'F,  DOB  3  '8/80 
alias  Rosa  Helen  Mills 
( no  photo  ava i table) 


Patricia  Helen  Gros 

W^F,  DOB  8  '2  '54, 

5‘4" .  1  40.  l)loiuJf 
hd  If .  hitiff  eyes,  wudf  b 
glasses  ahds»*s  Patricia 
Levasseur,  Jean  Mills, 
Jean  Johnson  Mills. 
Jeanne  M.  Mills 


Carmen  Jeanette  Levasseur  Gros 
W  'F,  DOB  1  '12  '76,  or  12'12  '75 
alias:  Carmen  Jane  Mills 


Simone  Mills 

W/F,  DOB  4/2 '78; 
alias:  Simone  Eva 
Mills 
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N0P-009D 

NISHq-22A 


Headquarters 
Naval  Material  Cmd 

ATTN;  MAT-0462 
ATTN;  MAT-0433 


Naval  Personnel  Res  &  Dev  Ctr 
ATTN;  Code  P302 


Naval  Sea  Sys  Cmd 

ATTN;  SEA-643 


Naval  Surface  Weapons  Ctr 
ATTN;  G.  Goo 


Naval  War  College 


Li brary 

Ctr  for  Nav  Warfare  Studies 
Strategy  Dept 


Ofc  of  the  Deputy  Chief  of  Naval  Ops 


ATTN 

NOP  91 

ATTN 

NOP  009D 

ATTN 

NIS  22 

ATTN 

NOP  06D 

ATTN 

NOP  60 

ATTN 

NOP  60D 

ATTN 

NOP  603 

ATTN 

NOP  009D3 

2  cy  ATTN 

NOP  403 

Deputy  Chief  of  Staff 
Plans,  Policy  &  Operations 
ATTN;  Code-P 
ATTN;  Code-POC-30 


Strategic  Sys  Project  Ofc 
ATTN;  Code  SP113 


US  Atlantic  Fleet 

ATTN;  Plans  &  Operations 
ATTN;  Physical  Security 
ATTN;  J2 


US  Naval  Forces,  Europe 

ATTN;  Special  Operations 


-  r  r.-  .■>  -J-  V 


DEPARTMENT  OF  THE  NAVY  (Continued) 

US  Pacific  Fleet 

ATTN:  Plans  &  Operations 
ATTN:  Physical  Security 
ATTN:  J-2 

DEPARTMENT  OF  THE  AIR  FORCE 

Air  Force  Logistics  Cmd 
ATTN:  Sec  Police 

Headquarters 

Air  Force  Ofc  of  Special  Investigations 
ATTN:  I  VS 

Headquarters 

Air  Force  Ofc  of  Security  Police 
2  cy  ATTN:  SPOS-SPPC 
2  cy  ATTN:  AFOSP-SPPC 

2  cy  ATTN:  AFOSP-SPPX 

Headquarters 

Air  Force  Sys  Cmd 

ATTN:  Sec  Police 

Headquarters 

Air  Training  Cmd 

ATTN:  Sec  Police 

Air  University 

ATTN:  Strategic  Studies 
ATTN:  AU/SP 

Air  University  Library 
ATTN:  Library 

Headquarters 

Electronic  Sys  Div/OCB 

3  cy  ATTN:  Physical  Security  Sys  Directorate 

Mil  itary  Airlift  Cmd 

ATTN:  Sec  Police 

Pacific  Air  Forces 

ATTN:  Sec  Police 

Headquarters 

Space  Cmd 

ATTN:  Sec  Police 

Strategic  Air  Cmd 
ATTN:  XPQ 
ATTN:  SPD 
ATTN:  Sec  Police 

Tactical  Air  Cmd 

ATTN:  Sec  Police 

US  Air  Force  Academy 


ATTN: 

USAFA/SP 

ATTN: 

Strategic  Studies 

ATTN: 

Libra  ry 

US  Air  Force 

in  Europe 

2  cy  ATTN: 

USAFE/SP 

DEPARTMENT  OF  THE  AIR  FORCE  (Continued) 
USAF  Special  Operations  School 


ATTN: 

Di rector 

3280th  Tech 

Training  Sq 

ATTN: 

TGICC 

DEPARTMENT 

OF  ENERGY 

Department  of  Energy 

ATTN: 

OMA,  DP-22 

ATTN: 

Safeguards  & 

Security 

ATTN: 

Tech  &  Intel 

Dir 

ATTN: 

Ofc  of  Intell  igence 

OTHER  GOVERNMENT  AGENCIES 


Bureau  of  Alcohol,  Tobacco  &  Firearms 

ATTN:  Chief  Special  Operations  Div 

Central  Intelligence  Agency 
ATTN:  Tech  Library 
ATTN:  Ofc  of  Global  Issues 
ATTN:  Security  Committee 
ATTN:  R&D  Sub  Committee 
ATTN:  NIO-T 

ATTN:  Director  of  Security 
ATTN:  Counter-Terrorist  Group 
ATTN:  Medical  Services 

Committee  on  Armed  Services 

ATTN:  Staff  Dir  &  Chief  Counsel 

Federal  Aviation  Admin 

ATTN:  Dir  of  Civil  Aviation  Security 

Federal  Bureau  of  Invest  Academy 
ATTN:  Behavioral  Rsch  Unit 

2  cy  ATTN:  Library 

Headquarters 

Federal  Bureau  of  Investigation 

3  cy  ATTN:  Terrorist  Rsch  &  Analytical  Ctr 

Federal  Emergency  Management  Agency 
ATTN:  Civil  Security  Div 

General  Svcs  Admin 
ATTN:  PS 

House  Perm  Select  Committ  on  Intel  1 
ATTN:  Staff  Dir 

Interpol,  US  Natl  Central  Bureau 
ATTN:  Chief 

Metro  Transit  Pol  ice 
ATTN:  Chief 

National  Bureau  of  Standards 
ATTN:  Law  Enforcement 

National  Bureau  of  Standards 
ATTN:  Tech  A219 


US  Air  Force  Inspector  General 
3  cy  ATTN:  IGS 


Natl  Criminal  Justice  Reference  Svc 
2  cy  ATTN:  D.  Galarraga 


OTHER  GOVERNMENT  AGENCIES  (Continued) 


OTHER  GOVERNMENT  AGENCIES  (Continued) 


Select  Committee  on  Intelligence 
ATTN:  Staff  Director 

Subcommittee  on  Sec  &  Terrorism 

ATTN;  Chief  Counsel/Staff  Dir 

US  Capitol  Pol  ice 
ATTN:  Chief 


US  Coast  Guard 

ATTN:  Port  &  Environment  Safety 


US  Coast  Guard  Academy 
ATTN:  Library 


US  Department  of  State 
ATTN;  A/SY/DASS 
ATTN:  A/SY/OP/T 
ATTN:  A/SY/CC/TAG 
ATTN;  M/MED 
ATTN:  FAIM/LR 
2  cy  ATTN:  M/CTP 


US  Nuclear  Regulatory  Commission 
Attention,  R.  Whipp  for 

ATTN:  Dir  Div  of  Safeguards 
ATTN:  Ofc  of  Insp  &  Enforcement 


US  Park  Police 

ATTN :  Chi ef  of  Pol  ice 


DEPARTMENT  OF  DEFENSE  CONTRACTORS 


Kaman  Tempo 

ATTN:  DASIAC 

Kaman  Tempo 

ATTN;  DASIAC 

Pacific-Sierra  Rsch  Corp 

ATTN;  H.  Erode,  Chairman  SAGE 

Rand  Corp 

2  cy  ATTN:  Security  &  Subnation  Conflict 


j 
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